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	Reason for change:
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	The CR in C1-112900 at CT1#71 points out that a misalignment exists between stage 2 and stage 3 description on the S2c data integrity protection creation. According to stage 2 in TS 23.402, the protection of data traffic is allowed only if the UE is connected to a trusted non-3GPP network. TS 24.303 in v10.3.0 just copied this requirement in the general section (5.5A.1) but did not provide the actual mechanism to implement it. 

According to text in TS 24.303, which follows the IETF RFC 4306, both the UE and the HA can initiate the child SA establishment after the first S2c SA connection. However, in order to meet SA2’s requirement, the UE and the HA should be aware of the trust relationship of the access network, and should initiate the child SA establishemnt procedure according to the trust relationship.
At CT1#72, progressed was made by the agreed CR in C1-113519 which fixes the problem for the UE procedures. However, the related CR to HA procedures was postponed because of ongoing discussion in CT4 on the related CR. 

The solution is not aligned with stage 2 requirements, and therefore not complete in Rel-10. Now the UE can discover the trust relationship of the non-3GPP access network whereas the HA cannot.
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	Clarify that the HA can receive the trust relationship indication from the 3GPP AAA server during the authentication and authorization procedure or the authorization procedure, and shall not initiate the child SA establishment when it indicates “untrusted”.

It is also clarified that when it is “untrusted”, the HA shall not initiate the child SA creation procedure and shall reject the UE-initiate child SA creation request.
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not approved:
	Do not meet the stage 2 requirements on S2c data integrity protection creation.
The specification fails to describe the condition by which the HA can determine whether to initiate the child SA establishment procedure. This results in undesirable effects since wrong implementations can be developed which will trigger the child SA establishment procedure over a “untrusted” non-3GGP access network.
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1st Change
5.5A.3
HA procedures

After establishing the IPsec security association with the UE as described in subclause 5.1.3.1, the HA may initiate the creation of child security association pair to provide integrity protection, confidentiality protection or both. If the HA receives the trust relationship indication as "untrusted" from the 3GPP AAA server during the authentication and authorization procedure or the authorization procedure (see 3GPP TS 29.273 [20]), the HA shall not initiate the creation of child security association procedure. If the trust relationship indication received is "unknown", the initiation of the creation of the child security association is implementation dependent (e.g. based on configuration). If the HA initiates the creation of child security association pair, the HA shall send to the UE a CREATE_CHILD_SA request as described in IETF RFC 4877 [4] and IETF RFC 4306 [14] with the following additions:

a)
the content of the Security Association payload is set accordingly for integrity protection, confidentiality protection or both as indicated in IETF RFC 4306 [14] using the IPsec profiles defined in 3GPP TS 33.402 [18]; and

b)
the TSi shall contain all the Home Network Prefix assigned to the UE. If prefix delegation is used, the TSi shall also contain all the prefix(es) provided to the UE. If the UE received an IPv4 Home Address, the TSi shall also contain the IPv4 Home Address.

When the HA receives a CREATE_CHILD_SA request from the UE with selectors indicating the DSMIPv6 tunnel traffic, if the HA supports integrity protection, confidentiality protection or both, the HA shall check whether the child security association establishment can be accepted or not. If the HA receives the trust relationship indication set to "untrusted" indication from the 3GPP AAA server (see 3GPP TS 29.273 [20]), the HA shall reject the child security association establishment by using the NOTIFY payload of type "NO_ADDITIONAL_SAS" in the CREATE_CHILD_SA response. If HA receives the trust relationship indication received set to "unknown", whether to accept or reject the child security association is implementation dependent. Otherwise, the HA shall reply with a CREATE_CHILD_SA response selecting the preferred transform proposed by the HA as specified in IETF RFC 4306 [14].

If the child SA is created successfully, the HA shall start encapsulating, all the uplink packets in the DSMIPv6 tunnel in an IPsec ESP tunnel as negotiated with the UE during the CREATE_CHILD_SA procedure.

The HA can stop using integrity protection, confidentiality protection or both, for the DSMIPv6 tunnel traffic. In order to do that, the HA shall delete the respective child security association by sending an INFORMATIONAL request message including the DELETE payload as specified in IETF RFC 4306 [14].
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