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1. 
Introduction

As specified in 3GPP TS 29.061, the GGSN/PGW may take part in a specific Packet Domain Service to function such as “user authentication, user's authorization, end to end encryption between MS and Intranet/ISP, allocation of a dynamic address belonging to the PLMN/Intranet/ISP addressing space, IPv6 address autoconfiguration, etc”. In this case, the UE may provide PAP/CHAP user credentials in the PCO IE when accessing to EPS on 3GPP and trusted non-3GPP IP accesses. If such information is provided to the P-GW, the P-GW may perform user authentication based on these credentials as shown in the Figure 1 below (example of CHAP procedure). PCO is also added to some trusted non-3GPP accesses, such as eHRPD, where PCO is conveyed between the UE and the HSGW via the VNSCP protocol (defined in 3GPP2 X.S0057) and then via the PBU/PBA PMIP messages between HSGW and PGW.

However, using EAP as an authentication and authorization method to access the external AAA Server in PDN is not possible today, because there is no field in PCO for EAP protocol according to the PCO description in 24.008 for a full list of items.
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Figure 1 Example with CHAP authentication in EPS with E-UTRAN access
2. 
Adding EAP for external authentication of EPS access
EAP provides better security compared with CHAP/PAP. In addition, SA3 has specified the procedure of authentication and authorization with S2b for Private network access from Untrusted non-3GPP Access networks including EAP procedures, see S3-110805 in detail. So it does make sense to add EAP method for external authentication of EPS access from 3GPP access/trusted non-3GPP access. 
Figure 2 shows the signalling procedure when using EAP to authenticate and authorize the UE's access to a Private network over an Untrusted non-3GPP Access network using S2b.As a reference procedure we can see that to complete the EAP procedure two round trip of PMIPv6/GTP signals exchange are needed as shown in the blue block, so this feature should be considered when introducing EAP into 3GPP access.
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3. 
Proposal
It is proposed add EAP for external authentication of EPS access. The impacts are to the related specifications which CT1 and CT3 are responsible for, so this discussion paper is also submitted to CT3. 
NOTE: No corresponding CR is submitted in this meeting.
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