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5.2.2.2
IMS AKA as a security mechanism

When the P-CSCF receives a REGISTER request from the UE, as defined in subclause 5.2.2.1, the P-CSCF shall additionally:

1)
insert the "integrity-protected" header field parameter (described in subclause 7.2A.2) with a value "yes" into the Authorization header field in case the REGISTER request was either received protected with the security association created during an ongoing authentication procedure and includes an authentication challenge response (i.e. RES parameter), or it was received on the security association created during the last successful authentication procedure, otherwise insert the parameter with the value "no";

1A)
if the "reg-id" header field parameter was included in the Contact header field of the REGISTER request, insert in the P-CSCF URI in the Path header an IMS flow token and the "ob" URI parameter according to RFC 5626 [92]. The IMS flow token shall identify the flow from the P-CSCF toward the UE, as follows: 
a)
for UDP, the IMS flow token identifies the unidirectional flow from the P-CSCF's protected client port and the P-CSCF's IP address to the UE's protected server port and the UE's IP address. This flow is used by the P-CSCF to send requests and responses to the UE. The P-CSCF shall receive the requests and responses from the UE on its protected server port; or

b)
for TCP, the IMS flow token identifies the excising TCP connection between the UE and the P-CSCF. This TCP connection was established by the UE, i.e. from the UE's protected server port and the UE's IP address to the P-CSCF's protected client port and the P-CSCF's IP address. This TCP connection is used to exchange SIP messages between the UE and the P-CSCF;

2)
in case the REGISTER request was received without protection, on the default port or port advertised to UE for P-CSCF discovery:

a)
check the existence of the Security-Client header field. If the Security-Client header field is present, then remove and store it. If the Security-Client header field is not present, then the P-CSCF shall return a suitable 4xx response;

b)
set the value of the "rport" header field parameter in the Via header field to the source port of the received REGISTER request;

c)
insert the "received" header field parameter in the Via header field containing the source IP address that the request came from, as defined in RFC 3581 [56A]; and

NOTE 1:
As defined in RFC 3581 [56A], the P-CSCF will insert a "received" header field parameter containing the source IP address that the request came from, even if it is identical to the value of the "sent-by" component.

NOTE 2:
Upon receiving the unprotected REGISTER request the P-CSCF detects if the UE is behind a NAT.

3)
in case the REGISTER request was received protected, then towards the port that was notified to the UE in the previous response:

a)
check the security association which protected the request. If the security association is a temporary one, then the request is expected to contain a Security-Verify header field in addition to a Security-Client header field. If there are no such header fields, then the P-CSCF shall return a suitable 4xx response. If there are such header fields, then the P-CSCF shall compare the content of the Security-Verify header field with the content of the Security-Server header field sent earlier and the content of the Security-Client header field with the content of the Security-Client header field received in the challenged REGISTER request. If those do not match, then there is a potential man-in-the-middle attack. The request should be rejected by sending a suitable 4xx response. If the contents match, the P-CSCF shall remove the Security-Verify and the Security-Client header field;

b)
if the security association the REGISTER request was received on, is an already established one, then:

-
the P-CSCF shall remove the Security-Verify header field if it is present;

-
a Security-Client header field containing new parameter values is expected. If the Security-Client header field or any required parameter is missing, then the P-CSCF shall return a suitable 4xx response; and

-
the P-CSCF shall remove and store the Security-Client header field before forwarding the request to the S-CSCF;

c)
check if the private user identity conveyed in the Authorization header field of the protected REGISTER request is the same as the private user identity which was previously challenged or authenticated. If the private user identities are different, the P-CSCF shall reject the REGISTER request by returning a 403 (Forbidden) response; and
d)
ignore the "rport" Via header field parameter, if included.

NOTE 3:
Once the IPsec security associations between the UE and the P-CSCF have been created, in case of UDP the P-CSCF sends the responses to a different UE's port then the one from which the request was received from the UE. For the TCP, the responses are sent on the TCP connection on which the request was received. Hence, the P-CSCF  will ignore the "rport" Via header field parameter in all protected requests and responses, if received.

When the P-CSCF receives a 401 (Unauthorized) response to a REGISTER request, the P-CSCF shall:

1)
delete any temporary set of security associations established towards the UE;

2)
remove the "ck" and "ik" WWW-Authenticate header field parameters contained in the 401 (Unauthorized) response and bind the values to the proper private user identity and to the temporary set of security associations which will be setup as a result of this challenge. The P-CSCF shall forward the 401 (Unauthorized) response to the UE if and only if the "ck" and "ik" header field parameters have been removed;

3)
insert a Security-Server header field in the response, containing the P-CSCF static signalling plane security list and the parameters needed for this security association setup, as specified in Annex H of 3GPP TS 33.203 [19]. The P-CSCF shall support the "ipsec-3gpp" security mechanism, as specified in RFC 3329 [48]. The P-CSCF shall support the IPsec layer algorithms for integrity and confidentiality protection as defined in 3GPP TS 33.203 [19] and shall announce support for them according to the procedures defined in RFC 3329 [48];

3A)
insert a Security-Server header field to specify the media plane security mechanisms the P-CSCF (IMS-ALG) supports, if any, according to the procedures described in draft-dawes-dispatch-mediasec-parameter [174]. 
NOTE 4
Security mechanisms that apply to the media plane are distinguished by the "mediasec" header field parameter.
4)
set up the temporary set of security associations for this registration with a temporary SIP level lifetime between the UE and the P-CSCF for the user identified with the private user identity. For further details see 3GPP TS 33.203 [19] and RFC 3329 [48]. The P-CSCF shall set the temporary SIP level lifetime for the temporary set of security associations to the value of reg-await-auth timer; and

5)
send the 401 (Unauthorized) response to the UE using the security association with which the associated REGISTER request was protected, or unprotected in case the REGISTER request was received unprotected. If the 401 (Unauthorized) response to the unprotected REGISTER request is sent using UDP, the P-CSCF shall send the response to the IP address listed in the "received" Via header field parameter and the port in the "rport" Via header field parameter. In case of TCP, the P-CSCF shall send  the response over the same TCP connection over which the request was received from the UE.

NOTE 5:
The challenge in the 401 (Unauthorized) response sent back by the S-CSCF to the UE as a response to the REGISTER request is piggybacked by the P-CSCF to insert the Security-Server header field in it. The S-CSCF authenticates the UE, while the P-CSCF negotiates and sets up two pairs of security associations with the UE during the same registration procedure. For further details see 3GPP TS 33.203 [19].

When the P-CSCF receives a 200 (OK) response to a REGISTER request as defined in subclause 5.2.2.1, the P-CSCF shall additionally:

1)
if an existing set of security association is available, set the SIP level lifetime of the security association to the longest of either the previously existing security association lifetime, or the lifetime of the just completed registration plus 30 seconds;

2)
if a temporary set of security associations exists, change the temporary set of security associations to a newly established set of security associations, i.e. set its SIP level lifetime to the longest of either the previously existing set of security associations SIP level lifetime, or the lifetime of the just completed registration plus 30 seconds; and

3)
protect the 200 (OK) response to the REGISTER request within the same security association to that in which the REGISTER request was protected.

If the P-CSCF receives a SIP message (including REGISTER requests) from the UE over the newly established set of security associations that have not yet been taken into use, the P-CSCF shall:

1)
reduce the SIP level lifetime of the old set of security associations towards the same UE to 64*T1 (if currently longer than 64*T1); and

2)
use the newly established set of security associations for further messages sent towards the UE as appropriate (i.e. take the newly established set of security associations into use).

NOTE 6:
If the UE has registered other contact addresses and established security associations for these contact addresses, it can use them when sending subsequent SIP messages rather than using the newly established set of security associations. In this case the P-CSCF will not receive any SIP message over the newly established set of security associations.

NOTE 7:
In this case, the P-CSCF will send requests  (that specify the associated contact address in the Request-URI) towards the UE over the newly established set of security associations. Responses towards the UE that are sent via UDP will be sent over the newly established set of security associations. Responses towards the UE that are sent via TCP will be sent over the same set of security associations that the related request was received on.

NOTE 8:
When receiving a SIP message (including REGISTER requests) from the UE over a set of security associations that is different from the newly established set of security associations, the P-CSCF will not take any action on any set of security associations.

When the SIP level lifetime of an old set of security associations is about to expire, i.e. their SIP level lifetime is shorter than 64*T1 and a newly established set of security associations has not been taken into use, the P-CSCF shall use the newly established set of security associations for further messages towards the UE as appropriate (see NOTE 2).

When sending the 200 (OK) response for a REGISTER request that concludes a re-authentication, the P-CSCF shall:

1)
keep the set of security associations that was used for the REGISTER request that initiated the re-authentication;

2)
keep the newly established set of security associations created during this authentication; and
3)
go on using for further requests sent towards the UE the set of security associations and associated contact address that was used to protect the REGISTER request that initiated the re-authentication as appropriate (see NOTE 6).

When sending the 200 (OK) respone for a REGISTER request that concludes an initial authentication of the user registering its public user identity with a given contact address the associated security association, i.e. the REGISTER request that initiated the authentication was received unprotected, the P-CSCF shall:

1)
keep the newly established set of security associations created during this authentication; and
2)
use the kept newly established set of security associations and associated contact address for further messages sent towards the UE as appropriate (see NOTE 6).

NOTE 9:
For each contact address and the associated set of security associations the P-CSCF will maintain two Route header field lists. The first list of Service-Route headers, received during the last registration procedure of the respective contact address, is used only to validate the routeing information in the initial requests for a dialog and stand alone transactions that originate from the UE and are received over the respective security association. This list is valid as long as there is at least public user identity registered with the associated contact address. The second list is the list of Route headers - constructed from the Record Route header fields in the initial INVITE and associated response and is used during the duration of the call. Once the call is terminated, the list of Route headers is discarded.

The P-CSCF shall delete any security association from the IPsec database when their SIP level lifetime expires.

The handling of the security associations at the P-CSCF is summarized in table 5.2.2-1.

Table 5.2.2-1: Handling of security associations at the P-CSCF

	
	Temporary set of security associations
	Newly established set of security associations
	Old set of security associations

	SIP message received over newly established set of security associations that have not yet been taken into use
	No action
	Take into use
	Reduce SIP level lifetime to 64*T1, if lifetime is larger than 64*T1

	SIP message received over old set of security associations
	No action
	No action
	No action

	Old set of security associations currently in use will expire in 64*T1
	No action
	Take into use
	No action

	Sending an authorization challenge within a 401 (Unauthorized) response for a REGISTER request
	Create

Remove any previously existing temporary set of security associations 
	No action
	No action

	Sending 200 (OK) response for REGISTER request that concludes re-authentication
	Change to a newly established set of security associations
	Convert to and treat as old set of security associations (see next column)
	Continue using the old set of security associations over which the REGISTER request, that initiated the re-authentication was received.

Delete all other old sets of security associations immediately

	Sending 200 (OK) response for REGISTER request that concludes initial authentication
	Change to a newly established set of security associations and take into use immediately
	Convert to old set of security associations, i.e. delete
	Delete


5.2.2.3
SIP digest without TLS as a security mechanism

************* END CHANGE **********
************* BEGIN CHANGE ********

5.4.2.1
Subscriptions to S-CSCF events

5.4.2.1.1
Subscription to the event providing registration state

When an incoming SUBSCRIBE request addressed to S-CSCF arrives containing the Event header field with the reg event package, the S-CSCF shall:

1)
check if, based on the local policy, the request was generated by a subscriber who is authorised to subscribe to the registration state of this particular user. The authorized subscribers include:

-
all public user identities this particular user owns, that the S-CSCF is aware of, and which are not-barred;

-
all the entities identified by the Path header field; and
-
all the ASs listed in the initial filter criteria that are part of the trust domain; and

NOTE 1:
The S-CSCF finds the identity for authentication of the subscription in the P-Asserted-Identity header field received in the SUBSCRIBE request.

2)
store the value of the "orig-ioi" header field parameter received in the P-Charging-Vector header field if present; and 

NOTE 2:
Any received "orig-ioi" header field parameter will be a type 3 IOI. The type 3 IOI identifies the service provider from which the request was sent.

3)
generate a 2xx response acknowledging the SUBSCRIBE request and indicating that the authorised subscription was successful as described in RFC 3680 [43]. The S-CSCF shall populate the header fields as follows:

-
an Expires header field, set to either the same or a decreased value as the Expires header field in SUBSCRIBE request; and

- 
if the request originated from an ASs listed in the initial filter criteria, a P-Charging-Vector header field containing the "orig-ioi" header field parameter, if received in the SUBSCRIBE request, and a type 3 "term-ioi" header field parameter. The S-CSCF shall set the type 3 "term-ioi" header field parameter to a value that identifies the sending network of the response and the "orig-ioi" header field parameter is set to the previously received value of "orig-ioi" header field parameter.


The S-CSCF may set the Contact header field to an identifier uniquely associated to the SUBSCRIBE request and generated within the S-CSCF, that may help the S-CSCF to correlate refreshes for the SUBSCRIBE dialog.

NOTE 3:
The S-CSCF could use such unique identifiers to distinguish between UEs, when two or more users, holding a shared subscription, register under the same public user identity.

Afterwards the S-CSCF shall perform the procedures for notification about registration state as described in subclause 5.4.2.1.2.

If the SUBSCRIBE request originated from an AS listed in the initial filter criteria, for any final response that is not a 2xx response, the S-CSCF shall insert a P-Charging-Vector header field containing the "orig-ioi" header field parameter, if received in the SUBSCRIBE request and a type 3 "term-ioi" header field parameter. The S-CSCF shall set the type 3 "term-ioi" header field parameter to a value that identifies the sending network of the response and the "orig-ioi" header field parameter is set to the previously received value of "orig-ioi" header field parameter.

When the S-CSCF receives a subscription refresh request for a dialog that was established by the UE subscribing to the reg event package, the S-CSCF shall accept the request irrespective if the user's public user identity specified in the SUBSCRIBE request is either registered or has been deregistered.

5.4.2.1.2
Notification about registration state

************* END CHANGE ********

************* BEGIN CHANGE ********

5.4.2.1.3
Subscription to the event providing debug state

When an incoming SUBSCRIBE request addressed to S-CSCF arrives containing the Event header field with the debug event package, the S-CSCF shall:

1)
check if, based on the local policy, the request was generated by a subscriber who is authorised to subscribe to the registration state of this particular user. The authorized subscribers include:

-
all public user identities this particular user owns, that the S-CSCF is aware of, and which are not-barred;

-
all the entities identified by the Path header field ; and
-
all the ASs listed in the initial filter criteria that are part of the trust domain;
NOTE 1:
An AS acting as a proxy copies the P-Debug-ID header from an incoming to an outgoing request, and an AS acting as a B2BUA retrieves debugging configuration via the Sh interface, if Sh is available. Therefore, only an AS in a different network from the S-CSCF and acting as a B2BUA needs to subscribe to debug event.
NOTE 2:
The S-CSCF finds the identity for authentication of the subscription in the P-Asserted-Identity header field received in the SUBSCRIBE request.

2)
store the value of the "orig-ioi" header field parameter received in the P-Charging-Vector header field if present; and 

NOTE 3:
Any received "orig-ioi" header field parameter will be a type 3 IOI. The type 3 IOI identifies the service provider from which the request was sent.

3)
generate a 2xx response acknowledging the SUBSCRIBE request and indicating that the authorised subscription was successful as described in draft-dawes-sipping-debug [140]. The S-CSCF shall populate the header fields as follows:

-
an Expires header field, set to either the same or a decreased value as the Expires header field in SUBSCRIBE request; and
-
if the request originated from an ASs listed in the initial filter criteria, a P-Charging-Vector header field containing the "orig-ioi" header field parameter, if received in the SUBSCRIBE request, and a type 3 "term‑ioi" header field parameter. The S-CSCF shall set the type 3 "term-ioi" header field parameter to a value that identifies the sending network of the response and the "orig-ioi" header field parameter is set to the previously received value of "orig-ioi" header field parameter.

The S-CSCF may set the Contact header field to an identifier uniquely associated to the SUBSCRIBE request and generated within the S-CSCF, that may help the S-CSCF to correlate refreshes for the SUBSCRIBE.

NOTE 4:
The S-CSCF could use such unique identifiers to distinguish between UEs, when two or more users, holding a shared subscription, register under the same public user identity.

Afterwards the S-CSCF shall perform the procedures for notification about debug configuration state as described in subclause 5.4.2.1.4.

For any final response that is not a 2xx response, the S-CSCF shall insert a P-Charging-Vector header field containing the "orig-ioi" header field parameter, if received in the SUBSCRIBE request and a type 3 "term-ioi" header field parameter. The S-CSCF shall set the type 3 "term-ioi" header field parameter to a value that identifies the sending network of the response and the "orig-ioi" header field parameter is set to the previously received value of "orig-ioi" header field parameter.

When the S-CSCF receives a subscription refresh request for a dialog that was established by the UE subscribing to the debug event package, the S-CSCF shall accept the request irrespective if the user's public user identity specified in the SUBSCRIBE request is either registered or has been deregistered.

5.4.2.1.4
Notification about debug configuration

************* END CHANGE ********

************* BEGIN CHANGE **********
A.2.1.4.12
REGISTER method

Prerequisite A.5/18 - - REGISTER request

Table A.119: Supported header fields within the REGISTER request

	Item
	Header field
	Sending
	Receiving

	
	
	Ref.
	RFC status
	Profile status
	Ref.
	RFC status
	Profile status

	1
	Accept
	[26] 20.1
	o
	O
	[26] 20.1
	m
	m

	2
	Accept-Encoding
	[26] 20.2
	o
	O
	[26] 20.2
	m
	m

	3
	Accept-Language
	[26] 20.3
	o
	O
	[26] 20.3
	m
	m

	3A
	Allow
	[26] 20.5
	o
	o
	[26] 20.5
	m
	m

	4
	Allow-Events
	[28] 7.2.2
	c27
	c27
	[28] 7.2.2
	c1
	c1

	5
	Authorization
	[26] 20.7, [49]
	c2
	c29
	[26] 20.7, [49]
	m
	c22

	6
	Call-ID
	[26] 20.8
	m
	m
	[26] 20.8
	m
	m

	7
	Call-Info
	[26] 20.9
	o
	o
	[26] 20.9
	o
	o

	8
	Contact
	[26] 20.10
	o
	m
	[26] 20.10
	m
	m

	9
	Content-Disposition
	[26] 20.11
	o
	o
	[26] 20.11
	m
	m

	10
	Content-Encoding
	[26] 20.12
	o
	o
	[26] 20.12
	m
	m

	11
	Content-Language
	[26] 20.13
	o
	o
	[26] 20.13
	m
	m

	12
	Content-Length
	[26] 20.14
	m
	m
	[26] 20.14
	m
	m

	13
	Content-Type
	[26] 20.15
	m
	m
	[26] 20.15
	m
	m

	14
	Cseq
	[26] 20.16
	m
	m
	[26] 20.16
	m
	m

	15
	Date
	[26] 20.17
	c3
	c3
	[26] 20.17
	m
	m

	16
	Expires
	[26] 20.19
	o
	o
	[26] 20.19
	m
	m

	17
	From
	[26] 20.20
	m
	m
	[26] 20.20
	m
	m

	17A
	Geolocation
	[89] 4.1
	c31
	c31
	[89] 4.1
	c31
	c31

	17B
	History-Info
	[66] 4.1
	c28
	c28
	[66] 4.1
	c28
	c28

	17C
	Max-Breadth
	[117] 5.8
	n/a
	c35
	[117] 5.8
	c36
	c36

	18
	Max-Forwards
	[26] 20.22
	m
	m
	[26] 20.22
	n/a
	n/a

	19
	MIME-Version
	[26] 20.24
	o
	o
	[26] 20.24
	m
	m

	20
	Organization
	[26] 20.25
	o
	o
	[26] 20.25
	o
	o

	20A
	P-Access-Network-Info
	[52] 4.4
	c12
	c13
	[52] 4.4
	c12
	c14

	20B
	P-Charging-Function-Addresses
	[52] 4.5
	c17
	c18
	[52] 4.5
	c17
	c18

	20C
	P-Charging-Vector
	[52] 4.6
	c15
	c16
	[52] 4.6
	c15
	c16

	20D
	P-Debug-ID
	[140]
	o
	c33
	[140]
	o
	c34

	20E
	P-User-Database
	[82] 4
	n/a
	n/a
	[82] 4
	c30
	c30

	20F
	P-Visited-Network-ID
	[52] 4.3
	x (note 2)
	x
	[52] 4.3
	c10
	c11

	20G
	Path
	[35] 4
	c4
	c5
	[35] 4
	m
	c6

	20H
	Privacy
	[33] 4.2
	c9
	n/a
	[33] 4.2
	c9
	n/a

	21
	Proxy-Authorization
	[26] 20.28
	c8
	c8
	[26] 20.28
	n/a
	n/a

	22
	Proxy-Require
	[26] 20.29
	o
	o (note 1)
	[26] 20.29
	n/a
	n/a

	22A
	Reason
	[34A] 2
	c23
	c23
	[34A] 2
	c23
	c23

	22B
	Recv-Info
	[25] 5.2.2
	c37
	c37
	[25] 5.2.2
	c37
	c37

	22C
	Referred-By
	[59] 3
	c25
	c25
	[59] 3
	c26
	c26

	22D
	Request-Disposition
	[56B] 9.1
	c24
	c24
	[56B] 9.1
	n/a
	n/a

	23
	Require
	[26] 20.32
	m
	m
	[26] 20.32
	m
	m

	23A
	Resource-Priority
	[116] 3.1
	c32
	c32
	[116] 3.1
	c32
	c32

	24
	Route
	[26] 20.34
	o
	n/a
	[26] 20.34
	n/a
	n/a

	24A
	Security-Client
	[48] 2.3.1
	c19
	c20
	[48] 2.3.1
	n/a
	n/a

	24B
	Security-Verify
	[48] 2.3.1
	c20
	c20
	[48] 2.3.1
	c21
	n/a

	24C
	Session-ID
	[162]
	o
	c38
	[162]
	o
	c38

	25
	Supported
	[26] 20.37
	o
	c29
	[26] 20.37
	m
	m

	26
	Timestamp
	[26] 20.38
	c7
	c7
	[26] 20.38
	c7
	c7

	27
	To
	[26] 20.39
	m
	m
	[26] 20.39
	m
	m

	28
	User-Agent
	[26] 20.41
	o
	o
	[26] 20.41
	o
	o

	29
	Via
	[26] 20.42
	m
	m
	[26] 20.42
	m
	m

	c1:
IF A.4/23 THEN m ELSE n/a - - acting as the subscriber to event information.

c2:
IF A.4/8 THEN m ELSE n/a - - authentication between UA and registrar.

c3:
IF A.4/11 THEN o ELSE n/a - - insertion of date in requests and responses.

c4:
IF A.4/24 THEN o ELSE n/a - - session initiation protocol extension header field for registering non-adjacent contacts.

c5:
IF A.4/24 AND NOT A.3C/1 THEN x ELSE IF A.4/24 THEN o ELSE n/a - - session initiation protocol extension header field for registering non-adjacent contacts.

c6:
IF A.3/4 THEN m ELSE n/a. - - S-CSCF.

c7:
IF A.4/6 THEN m ELSE n/a - - timestamping of requests.

c8:
IF A.4/8A THEN m ELSE n/a - - authentication between UA and proxy.

c9:
IF A.4/26 THEN o ELSE n/a - - a privacy mechanism for the Session Initiation Protocol (SIP).

c10:
IF A.4/33 THEN o ELSE n/a - - the P-Visited-Network-ID extension.

c11:
IF A.4/33 THEN m ELSE n/a - - the P-Visited-Network-ID extension.

c12:
IF A.4/34 THEN o ELSE n/a - - the P-Access-Network-Info header extension.

c13:
IF A.4/34 AND (A.3/1 OR A.3/4) THEN o ELSE n/a - - the P-Access-Network-Info header extension and UE or S-CSCF.

c14:
IF A.4/34 AND (A.3/4 OR A.3/7A) THEN m ELSE n/a - - the P-Access-Network-Info header extension and S-CSCF or AS acting as terminating UA.

c15:
IF A.4/36 THEN o ELSE n/a - - the P-Charging-Vector header extension.

c16:
IF A.4/36 OR A.3/4 THEN m ELSE n/a - - the P-Charging-Vector header extension (including S-CSCF as registrar).

c17:
IF A.4/35 THEN o ELSE n/a - - the P-Charging-Function-Addresses header extension.

c18:
IF A.4/35 OR A.3/4 THEN m ELSE n/a - - the P-Charging-Function-Addresses header extension (including S-CSCF as registrar).

c19:
IF A.4/37 OR A.4/37A THEN o ELSE n/a - - security mechanism agreement for the session initiation protocol or mediasec header field parameter for marking security mechanisms related to media (note 3).

c20: 
IF A.4/37 OR A.4/37A THEN m ELSE n/a - - security mechanism agreement for the session initiation protocol or mediasec header field parameter for marking security mechanisms related to media.

c21: 
IF A.4/37 AND A.4/2 THEN m ELSE n/a - - security mechanism agreement for the session initiation protocol and registrar.

c22:
IF A.3/4 THEN m ELSE n/a - - S-CSCF.

c23:
IF A.4/38 THEN o ELSE n/a - - the Reason header field for the session initiation protocol.

c24:
IF A.4/40 THEN o ELSE n/a - - caller preferences for the session initiation protocol.

c25:
IF A.4/43 THEN m ELSE n/a - - the SIP Referred-By mechanism.

c26:
IF A.4/43 THEN o ELSE n/a - - the SIP Referred-By mechanism.

c27:
IF A.4/22 THEN o ELSE n/a - - acting as the notifier of event information.

c28:
IF A.4/47 THEN m ELSE n/a - - an extension to the session initiation protocol for request history information.

c29:
IF (A.3/1 OR A.3A/81) THEN m ELSE o - - UE, MSC Server enhanced for ICS.

c30:
IF A.4/48 THEN m ELSE n/a - - the P-User-Database private header extension.

c31:
IF A.4/60 THEN m ELSE n/a - - SIP location conveyance.

c32:
IF A.4/70B THEN m ELSE n/a - - inclusion of CANCEL, BYE, REGISTER and PUBLISH in communications resource priority for the session initiation protocol.

c33:
IF A.4/80 THEN o ELSE n/a - - the P-Debug-ID header field for the session initiation protocol.

c34:
IF A.4/80 THEN m ELSE n/a - - the P-Debug-ID header field for the session initiation protocol.
c35:
IF A.4/71 AND (A.3/9B OR A.3/9C THEN m) ELSE n/a - - IF A.4/71 AND (A.3/9B OR A.3/9C) THEN m ELSE n/a - - addressing an amplification vulnerability in session initiation protocol forking proxies, IBCF (IMS-ALG), IBCF (Screening of SIP signalling).

c36:
IF A.4/71 THEN m ELSE n/a - - addressing an amplification vulnerability in session initiation protocol forking proxies.
c37:
IF A.4/13 THEN m ELSE IF A.4/13A THEN m ELSE n/a - - SIP INFO method and package framework, legacy INFO usage.
c38:
IF A.4/91 THEN m ELSE n/a - - the Session-ID header.

	NOTE 1:
No distinction has been made in these tables between first use of a request on a From/To/Call-ID combination, and the usage in a subsequent one. Therefore the use of "o" etc. above has been included from a viewpoint of first usage.

NOTE 2:
The strength of this requirement in RFC 3455 [52] is SHOULD NOT, rather than MUST NOT.

NOTE 3:
Support of this header field in this method is dependent on the security mechanism and the security architecture which is implemented.


Prerequisite A.5/18 - - REGISTER request

Table A.120: Supported message bodies within the REGISTER request

	Item
	Header
	Sending
	Receiving

	
	
	Ref.
	RFC status
	Profile status
	Ref.
	RFC status
	Profile status

	1
	
	
	
	
	
	
	


Table A.121: Void

Prerequisite A.5/19 - - REGISTER response

Prerequisite: A.6/1 - - Additional for 100 (Trying) response

Table A.121A: Supported header fields within the REGISTER response 

	Item
	Header field
	Sending
	Receiving

	
	
	Ref.
	RFC status
	Profile status
	Ref.
	RFC status
	Profile status

	1
	Call-ID
	[26] 20.8
	m
	m
	[26] 20.8
	m
	m

	2
	Content-Length
	[26] 20.14
	m
	m
	[26] 20.14
	m
	m

	3
	Cseq
	[26] 20.16
	m
	m
	[26] 20.16
	m
	m

	4
	Date
	[26] 20.17
	c1
	c1
	[26] 20.17
	m
	m

	5
	From
	[26] 20.20
	m
	m
	[26] 20.20
	m
	m

	5A
	P-Debug-ID
	[140]
	o
	c2
	[140]
	o
	c3

	6
	To
	[26] 20.39
	m
	m
	[26] 20.39
	m
	m

	7
	Via
	[26] 20.42
	m
	m
	[26] 20.42
	m
	m

	c1:
IF A.4/11 THEN o ELSE n/a - - insertion of date in requests and responses.

c2:
IF A.4/80 THEN o ELSE n/a - - the P-Debug-ID header field for the session initiation protocol.

c3:
IF A.4/80 THEN m ELSE n/a - - the P-Debug-ID header field for the session initiation protocol.


Prerequisite A.5/19 - - REGISTER response for all remaining status-codes

Table A.122: Supported header fields within the REGISTER response

	Item
	Header field
	Sending
	Receiving

	
	
	Ref.
	RFC status
	Profile status
	Ref.
	RFC status
	Profile status

	0A
	Allow
	[26] 20.5
	c8
	c8
	[26] 20.5
	m
	m

	1
	Call-ID
	[26] 20.8
	m
	m
	[26] 20.8
	m
	m

	1A
	Call-Info
	[26] 20.9
	o
	o
	[26] 20.9
	o
	o

	2
	Content-Disposition
	[26] 20.11
	o
	o
	[26] 20.11
	m
	m

	3
	Content-Encoding
	[26] 20.12
	o
	o
	[26] 20.12
	m
	m

	4
	Content-Language
	[26] 20.13
	o
	o
	[26] 20.13
	m
	m

	5
	Content-Length
	[26] 20.14
	m
	m
	[26] 20.14
	m
	m

	6
	Content-Type
	[26] 20.15
	m
	m
	[26] 20.15
	m
	m

	7
	Cseq
	[26] 20.16
	m
	m
	[26] 20.16
	m
	m

	8
	Date
	[26] 20.17
	c1
	c1
	[26] 20.17
	m
	m

	9
	From
	[26] 20.20
	m
	m
	[26] 20.20
	m
	m

	9A
	Geolocation-Error
	[89] 4.3
	c10
	c10
	[89] 4.3
	c10
	c10

	9B
	History-Info
	[66] 4.1 
	c9
	c9
	[66] 4.1
	c9
	c9

	10
	MIME-Version
	[26] 20.24
	o
	o
	[26] 20.24
	m
	m

	11
	Organization
	[26] 20.25
	o
	o
	[26] 20.25
	o
	o

	11A
	P-Access-Network-Info
	[52] 4.4
	c3
	n/a
	[52] 4.4
	c3
	n/a

	11B
	P-Charging-Function-Addresses
	[52] 4.5
	c6
	c7
	[52] 4.5
	c6
	c7

	11C
	P-Charging-Vector
	[52] 4.6
	c4
	c5
	[52] 4.6
	c4
	c5

	11D
	P-Debug-ID
	[140]
	o
	c11
	[140]
	o
	c12

	11E
	Privacy
	[33] 4.2
	c2
	n/a
	[33] 4.2
	c2
	n/a

	11F
	Require
	[26] 20.32
	m
	m
	[26] 20.32
	m
	m

	11G
	Server
	[26] 20.35
	o
	o
	[26] 20.35
	o
	o

	11H
	Session-ID
	[162]
	o
	c13
	[162]
	o
	c13

	12
	Timestamp
	[26] 20.38
	c2
	c2
	[26] 20.38
	m
	m

	13
	To
	[26] 20.39
	m
	m
	[26] 20.39
	m
	m

	13A
	User-Agent
	[26] 20.41
	o
	o
	[26] 20.41
	o
	o

	14
	Via
	[26] 20.42
	m
	m
	[26] 20.42
	m
	m

	15
	Warning
	[26] 20.43
	o (note)
	o
	[26] 20.43
	o
	o

	c1:
IF A.4/11 THEN o ELSE n/a - - insertion of date in requests and responses.

c2:
IF A.4/26 THEN o ELSE n/a - - a privacy mechanism for the Session Initiation Protocol (SIP).

c3:
IF A.4/34 THEN o ELSE n/a - - the P-Access-Network-Info header extension.

c4:
IF A.4/36 THEN o ELSE n/a - - the P-Charging-Vector header extension.

c5:
IF A.4/36 OR A.3/4 THEN m ELSE n/a - - the P-Charging-Vector header extension (including S-CSCF as registrar).

c6:
IF A.4/35 THEN o ELSE n/a - - the P-Charging-Function-Addresses header extension.

c7:
IF A.4/35 OR A.3/4 THEN m ELSE n/a - - the P-Charging-Function-Addresses header extension (including S-CSCF as registrar).

c8:
IF A.6/18 THEN m ELSE o - - 405 (Method Not Allowed).

c9:
IF A.4/47 THEN m ELSE n/a - - an extension to the session initiation protocol for request history information.

c10:
IF A.4/60 THEN m ELSE n/a - - SIP location conveyance.

c11:
IF A.4/80 THEN o ELSE n/a - - the P-Debug-ID header field for the session initiation protocol.

c12:
IF A.4/80 THEN m ELSE n/a - - the P-Debug-ID header field for the session initiation protocol.
c13:
IF A.4/91 THEN m ELSE n/a - - the Session-ID header.

	NOTE:
For a 488 (Not Acceptable Here) response, RFC 3261 [26] gives the status of this header field as SHOULD rather than OPTIONAL.


Prerequisite A.5/19 - - REGISTER response

Prerequisite: A.6/102 - - Additional for 2xx response

Table A.123: Supported header fields within the REGISTER response

	Item
	Header field
	Sending
	Receiving

	
	
	Ref.
	RFC status
	Profile status
	Ref.
	RFC status
	Profile status

	1
	Accept
	[26] 20.1
	o
	o
	[26] 20.1
	o
	o

	1A
	Accept-Encoding
	[26] 20.2
	o
	o
	[26] 20.2
	m
	m

	1B
	Accept-Language
	[26] 20.3
	o
	o
	[26] 20.3
	m
	m

	1C
	Accept-Resource-Priority
	[116] 3.2
	c14
	c14
	[116] 3.2
	c14
	c14

	2
	Allow-Events
	[28] 7.2.2
	c12
	c12
	[28] 7.2.2
	c13
	c13

	3
	Authentication-Info
	[26] 20.6
	c6
	c6
	[26] 20.6
	c7
	c7

	5
	Contact
	[26] 20.10
	o
	o
	[26] 20.10
	m
	m

	5A
	Flow-Timer
	[92] 11
	c15
	c15
	[92] 11
	c15
	c15

	5B
	P-Associated-URI
	[52] 4.1
	c8
	c9
	[52] 4.1
	c10
	c11

	6
	Path
	[35] 4
	c3
	c3
	[35] 4
	c4
	c4

	7
	Security-Server
	[174]
	x
	x
	[174]
	n/a
	c16

	8
	Service-Route
	[38] 5
	c5
	c5
	[38] 5
	c5
	c5

	9
	Supported
	[26] 20.37
	m
	m
	[26] 20.37
	m
	m

	c1:
IF (A.3/4 AND A.4/2) THEN m ELSE n/a. - - S-CSCF acting as registrar.

c2:
IF A.3/4 OR A.3/1 THEN m ELSE n/a. - - S-CSCF or UE.

c3:
IF A.4/24 THEN m ELSE n/a - - session initiation protocol extension header field for registering non-adjacent contacts.

c4:
IF A.4/24 THEN o ELSE n/a - - session initiation protocol extension header field for registering non-adjacent contacts.

c5:
IF A.4/28 THEN m ELSE n/a - - session initiation protocol extension header field for service route discovery during registration.

c6:
IF A.4/8 THEN o ELSE n/a - - authentication between UA and registrar.

c7:
IF A.4/8 THEN m ELSE n/a - - authentication between UA and registrar.

c8:
IF A.4/2 AND A.4/31 THEN m ELSE n/a - - P-Assocated-URI header extension and registrar.

c9:
IF A.3/1 AND A.4/31 THEN m ELSE n/a - - P-Assocated-URI header extension and S-CSCF.

c10:
IF A.4/31 THEN o ELSE n/a - - P-Assocated-URI header extension.

c11:
IF A.4/31 AND A.3/1 THEN m ELSE n/a - - P-Assocated-URI header extension and UE.

c12:
IF A.4/22 THEN o ELSE n/a - - acting as the notifier of event information.

c13:
IF A.4/23 THEN m ELSE n/a - - acting as the subscriber to event information.

c14:
IF A.4/70B THEN m ELSE n/a - - inclusion of CANCEL, BYE, REGISTER and PUBLISH in communications resource priority for the session initiation protocol.

c15:
IF A.4/57 THEN m ELSE n/a - - managing client initiated connections in SIP.
c16:
IF A.4/37A THEN m ELSE n/a - - mediasec header field parameter for marking security mechanisms related to media.


Prerequisite A.5/19 - - REGISTER response

Prerequisite: A.6/103 OR A.6/104 OR A.6/105 OR A.6/106 - - Additional for 3xx – 6xx response

Table A.123A: Supported header fields within the REGISTER response

	Item
	Header field
	Sending
	Receiving

	
	
	Ref.
	RFC status
	Profile status
	Ref.
	RFC status
	Profile status

	1
	Error-Info
	[26] 20.18
	o
	o
	[26] 20.18
	o
	o


Prerequisite A.5/19 - - REGISTER response

Prerequisite: A.6/103 OR A.6/35 - - Additional for 3xx or 485 (Ambiguous) response

Table A.124: Supported header fields within the REGISTER response

	Item
	Header field
	Sending
	Receiving

	
	
	Ref.
	RFC status
	Profile status
	Ref.
	RFC status
	Profile status

	3
	Contact
	[26] 20.10
	o (note)
	o
	[26] 20.10
	m
	m


Prerequisite A.5/19 - - REGISTER response

Prerequisite: A.6/14 - - Additional for 401 (Unauthorized) response

Table A.125: Supported header fields within the REGISTER response

	Item
	Header field
	Sending
	Receiving

	
	
	Ref.
	RFC status
	Profile status
	Ref.
	RFC status
	Profile status

	4
	Proxy-Authenticate
	[26] 20.27
	c1
	x
	[26] 20.27
	c1
	x

	6
	Security-Server
	[48] 2
	x
	x
	[48] 2
	n/a
	c2

	10
	WWW-Authenticate
	[26] 20.44
	m
	m
	[26] 20.44
	m
	m

	c1:
IF A.4/8 THEN m ELSE n/a - - support of authentication between UA and registrar.

c2:
IF A.4/37 THEN m ELSE n/a - - security mechanism agreement for the session initiation protocol.


Prerequisite A.5/19 - - REGISTER response

Prerequisite: A.6/17 OR A.6/23 OR A.6/30 OR A.6/36 OR A.6/42 OR A.6/45 OR A.6/50 OR A.6/51 - - Additional for 404 (Not Found), 413 (Request Entity Too Large), 480(Temporarily not available), 486 (Busy Here), 500 (Internal Server Error), 503 (Service Unavailable), 600 (Busy Everywhere), 603 (Decline) response

Table A.126: Supported header fields within the REGISTER response

	Item
	Header field
	Sending
	Receiving

	
	
	Ref.
	RFC status
	Profile status
	Ref.
	RFC status
	Profile status

	6
	Retry-After
	[26] 20.33
	o
	o
	[26] 20.33
	o
	o


Table A.127: Void

Prerequisite A.5/19 - - REGISTER response

Prerequisite: A.6/20 - - Additional for 407 (Proxy Authentication Required) response

Table A.128: Supported header fields within the REGISTER response

	Item
	Header field
	Sending
	Receiving

	
	
	Ref.
	RFC status
	Profile status
	Ref.
	RFC status
	Profile status

	5
	Proxy-Authenticate
	[26] 20.27
	c1
	x
	[26] 20.27
	c1
	x

	9
	WWW-Authenticate
	[26] 20.44
	o
	o
	[26] 20.44
	o
	o

	c1:
IF A.4/8 THEN m ELSE n/a - - support of authentication between UA and registrar.


Prerequisite A.5/19 - - REGISTER response

Prerequisite: A.6/25 - - Additional for 415 (Unsupported Media Type) response

Table A.129: Supported header fields within the REGISTER response

	Item
	Header field
	Sending
	Receiving

	
	
	Ref.
	RFC status
	Profile status
	Ref.
	RFC status
	Profile status

	1
	Accept
	[26] 20.1
	o.1
	o.1
	[26] 20.1
	m
	m

	2
	Accept-Encoding
	[26] 20.2
	o.1
	o.1
	[26] 20.2
	m
	m

	3
	Accept-Language
	[26] 20.3
	o.1
	o.1
	[26] 20.3
	m
	m

	o.1
At least one of these capabilities is supported.


Prerequisite A.5/19 - - REGISTER response

Prerequisite: A.6/26A - - Additional for 417 (Unknown Resource-Priority) response

Table A.129A: Supported header fields within the REGISTER response

	Item
	Header field
	Sending
	Receiving

	
	
	Ref.
	RFC status
	Profile status
	Ref.
	RFC status
	Profile status

	1
	Accept-Resource-Priority
	[116] 3.2
	c1
	c1
	[116] 3.2
	c1
	c1

	c1:
IF A.4/70B THEN m ELSE n/a - - inclusion of CANCEL, BYE, REGISTER and PUBLISH in communications resource priority for the session initiation protocol.


Prerequisite A.5/19 - - REGISTER response

Prerequisite: A.6/27 - - Additional for 420 (Bad Extension) response

Table A.130: Supported header fields within the REGISTER response

	Item
	Header field
	Sending
	Receiving

	
	
	Ref.
	RFC status
	Profile status
	Ref.
	RFC status
	Profile status

	8
	Unsupported
	[26] 20.40
	m
	m
	[26] 20.40
	m
	m


Prerequisite A.5/19 - - REGISTER response

Prerequisite: A.6/28 OR A.6/41A - - Additional for 421 (Extension Required), 494 (Security Agreement Required) response

Table A.130A: Supported header fields within the REGISTER response

	Item
	Header field
	Sending
	Receiving

	
	
	Ref.
	RFC status
	Profile status
	Ref.
	RFC status
	Profile status

	3
	Security-Server
	[48] 2
	c2
	c2
	[48] 2
	c1
	c1

	c1:
IF A.4/37 THEN m ELSE n/a - - security mechanism agreement for the session initiation protocol.

c2:

IF A.4/37 AND A.4/2 THEN m ELSE n/a - - security mechanism agreement for the session initiation protocol and registrar.


Prerequisite A.5/19 - - REGISTER response

Prerequisite: A.6/29 - - Additional for 423 (Interval Too Brief) response

Table A.131: Supported header fields within the REGISTER response

	Item
	Header field
	Sending
	Receiving

	
	
	Ref.
	RFC status
	Profile status
	Ref.
	RFC status
	Profile status

	5
	Min-Expires
	[26] 20.23
	m
	m
	[26] 20.23
	m
	m


Table A.132: Void

Prerequisite A.5/19 - - REGISTER response

Table A.133: Supported message bodies within the REGISTER response

	Item
	Header
	Sending
	Receiving

	
	
	Ref.
	RFC status
	Profile status
	Ref.
	RFC status
	Profile status

	1
	
	
	
	
	
	
	


A.2.1.4.13
SUBSCRIBE method

Prerequisite A.5/20 - - SUBSCRIBE request

Table A.134: Supported header fields within the SUBSCRIBE request

*************** END CHANGE ************
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