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	Reason for change:
(

	RFC 5379 describes the "Guidelines for Using the Privacy Mechanism for SIP” Based on network operator policy the anonymization of the From header can be done in two ways. Either by the UE or by the network.

Some networks are forcing to have a From with a public identity to have more security in case of normal Digest authentication and the relating challenge mechanisms.

RFC5379 describes the following:

5.1.4.  From

   This field contains the identity of the user, such as display-name

   and URI.

   A user agent executing a user-level privacy function on its own

   SHOULD anonymize a From header using an anonymous display-name and an

   anonymous URI as indicated in Section 4.1 in RFC 3323.

   A privacy service should anonymize a From header when user privacy is

   requested with Privacy:user.

   Note: This does not prevent a privacy service from anonymizing the

         From header based on local policy.

   The anonymous display-name and anonymous URI mentioned in this

   section use display-name "Anonymous", a URI with "anonymous" in the

   user portion of the From header, and the hostname value

   "anonymous.invalid" as indicated in Section 4.1.1.3 in RFC 3323.

   The recommended form of the From header for anonymity is:

   From: "Anonymous" <sip:anonymous@anonymous.invalid>;tag=1928301774

   The tag value varies from dialog to dialog, but the rest of this

   header form is recommended as shown.

Only RFC 3323 and RFC 5379 do give guidance.

So it is propose to change the behaviour how the anonymity within the From header shall apply.
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************************************************ First Change *************************************

2.1
Normative references

The following referenced documents are indispensable for the application of the present document. For dated references, only the edition cited applies. For non-specific references, the latest edition of the referenced document (including any amendments) applies.

[1]
ETSI ES 282 007: "Telecommunications and Internet converged Services and Protocols for Advanced Networking (TISPAN); IP Multimedia Subsystem (IMS); Functional architecture".
[2]
ETSI ES 282 003: "Telecommunications and Internet converged Services and Protocols for Advanced Networking (TISPAN); Resource and Admission Control Sub-system (RACS); Functional Architecture".
[3]
ETSI ES 283 003: "Telecommunications and Internet converged Services and Protocols for Advanced Networking (TISPAN); Endorsement of "IP Multimedia Call Control Protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP) Stage 3 (Release 6)" for NGN Release 1".
[4]
ETSI EN 300 089: "Integrated Services Digital Network (ISDN); Calling Line Identification Presentation (CLIP) supplementary service; Service description".
[5]
ETSI EN 300 090: "Integrated Services Digital Network (ISDN); Calling Line Identification Restriction (CLIR) supplementary service; Service description".
[6]
IETF RFC 3323: "A Privacy Mechanism for the Session Initiation Protocol (SIP)".
[7]
IETF RFC 3325: "Private Extensions to the Session Initiation Protocol (SIP) for Network Asserted Identity within Trusted Networks".
[8]
IETF RFC 2396: "Uniform Resource Identifiers (URI): Generic Syntax".
[9]
IETF RFC 3966: "The tel URI for Telephone Numbers".
[10]
IETF RFC 3261: "SIP: Session Initiation Protocol".
[11]
ETSI ES 283 027: "Telecommunications and Internet converged Services and Protocols for Advanced Networking (TISPAN); Interworking SIP-ISUP for TISPAN-IMS".
[12]
ITU-T Recommendation I.210: "Principles of telecommunication services supported by an ISDN and the means to describe them ".
[13]
ETSI TS 183 023: "Telecommunications and Internet converged Services and Protocols for Advanced Networking (TISPAN); NGN Release 1; PSTN/ISDN simulation services; Extensible Markup Language (XML) Configuration Access Protocol (XCAP) over the Ut interface for Manipulating NGN PSTN/ISDN Simulation Services".\

[14]
ETSI TS 183 007 V1.3.0: "Telecommunications and Internet converged Services and Protocols for Advanced Networking (TISPAN); PSTN/ISDN simulation services; Originating Identification Presentation (OIP) and Originating Identification Restriction (OIR); Protocol specification"
[15]
Void

[16]
Void
[17]
RFC 5379 (February 2010): "Guidelines for Using the Privacy Mechanism for SIP”
*************************************** 2nd Change ******************************************

4.5.2.1
Actions at the originating UE
As part of basic communication, the originating UE may insert a P‑Preferred‑Identity header field in any initial SIP request for a dialog or in any SIP request for a standalone transaction as a hint for creation of a public user identity as described in ES 283 003 [3].

NOTE 1:
According ES 283 003 [3], the UE may include any of the following in the P‑Preferred‑Identity header field:

· a public user identity which has been registered by the user;

· a public user identity returned in a registration‑state event package of a NOTIFY request as a result of an implicit registration that was not subsequently deregistered or has expired; or

· any other public user identity which the user has assumed by mechanisms outside the scope of ES 283 003 [3] to have a current registration.

If the originating user wishes to override the default setting of "presentation not restricted" of the OIR service in temporary mode:

· The originating UE shall include an "anonymous" From header field or ad the privacy header with "user" as described in RFC 3323 [6] and RFC5379 [17]. The convention for configuring an anonymous From header field described in RFC 3323 [6] and RFC 3325 [7] should be followed; i.e. From: "Anonymous" <sip:anonymous@anonymous.invalid>;tag= xxxxxxx.

· If only the P‑Asserted‑Identity needs to be restricted the originating UE shall include a Privacy header field set to "id" in accordance with RFC 3323 [6], and RFC 3325 [7].

· If all headers containing private information need to be restricted the originating UE shall include a Privacy header field set to "header" in accordance with RFC 3323 [6], and RFC 3325 [7].

NOTE 2:
It is assumed that all TISPAN NGN UEs will support ES 283 003 [3] or RFC 3325 [7].

If the originating user wishes to override the default setting of "presentation restricted" of the OIR service in temporary mode:

· The originating UE shall include a Privacy header field of privacy type "none" in accordance with 
ES 283 003 [3] (RFC 3323 [6]).

***************************************End of Change*********************************************
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