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	Reason for change:
(

	Assuming we have the following scenario:

1* the UE is attached for emergency bearer services and has NULL emergency security context, 

2* the Authentication procedure is performed as a standalone procedure (i.e. not invoked within an Attach/TAU procedure), e.g. the authentication procedure is delayed after the TAU Accept/Complete in case of inter PLMN handover,

3* the UE rejects the Authentication Request by sending an Authentication Failure and sets T3418/3420 (the UE does not know whether the network would reattempt an authentication procedure or not depending on the error cause),

Then, what should be the behaviour of a network that allows unauthenticated emergency calls ?

If the network considers the authentication as being successful and sends no messages to the UE, then upon T3418/3420 expiry, the UE would locally detach while it would have been possible for the UE to perform emergency calls with this network !

Hence it is proposed that the MME sends a Security Mode Command including NULL algos as per supporting unauthenticated emergency calls. So, the UE would stop T3418/3420 (the UE already does so as per current specification). The UE would regenerate a local Kasme similarly to the case of retransmission of the Security Mode Command including NULL algos.
It is not much added complexity in the network since a network that supports unauthenticated emergency calls while the UE has a non NULL emergency security context, would already do as described earlier i.e. Security Mode Command including NULL algos.
Backward compatibility issues: none, the problem as depicted still occurs if either the UE or the network does not implement the change. 
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	It is proposed to add the following text:
(1st change, authentication not accepted by the network): 

If the network received an Authentication Failure and there is no current EMM specific procedure, the MME shall initiate a security mode command procedure including NULL NAS algorithms.

(2nd change, security mode command accepted by UE): 
 *The UE shall accept a SECURITY MODE COMMAND message if it has a PDN connection for emergency bearer services ongoing

*When the UE has a PDN connection for emergency bearer services, the UE is not required to locally re-generate the KASME (i.e. the SECURITY MODE COMMAND message is to derive and take into use a native EPS security context where the KSI value "000" is included in the NAS key set identifier IE and the NULL NAS security algorithms were included).
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not approved:
	A UE that has failed an authentication procedure (by sending Authentication Failure) initiated by a network supporting unauthenticated emergency calls as a standalone procedure would locally detach if this network does not send any security related message to the UE.
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* * * 1st change * * * *

5.4.2.5
Authentication not accepted by the network

If the authentication response returned by the UE is not valid, the network response depends upon the type of identity used by the UE in the initial NAS message, that is:

-
if the GUTI was used; or

-
if the IMSI was used.

If the GUTI was used, the network should initiate an identification procedure. If the IMSI given by the UE during the identification procedure differs from the IMSI the network had associated with the GUTI, the authentication should be restarted with the correct parameters. Otherwise, if the IMSI provided by the UE is the same as the IMSI stored in the network (i.e. authentication has really failed), the network should proceed as described below.

If the IMSI was used for identification in the initial NAS message, or the network decides not to initiate the identification procedure after an unsuccessful authentication procedure, the network should send an AUTHENTICATION REJECT message to the UE.

Upon receipt of an AUTHENTICATION REJECT message, the UE shall set the update status to EU3 ROAMING NOT ALLOWED, delete the stored GUTI, TAI list, last visited registered TAI and KSIASME. The USIM shall be considered invalid until switching off the UE or the UICC containing the USIM is removed.

If A/Gb or Iu mode is supported by the UE, the UE shall in addition handle the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number and the MM parameters update status, TMSI, LAI and ciphering key sequence number as specified in 3GPP TS 24.008 [13] for the case when the authentication and ciphering procedure is not accepted by the network.

If the AUTHENTICATION REJECT message is received by the UE, the UE shall abort any EMM signalling procedure, stop any of the timers T3410, T3417 or T3430 (if running) and enter state EMM-DEREGISTERED.
Depending on local requirements or operator preference for emergency bearer services, if the UE has a PDN connection for emergency bearer services established or is attaching to the network for emergency bearer services, the MME need not follow the procedures specified for the authentication failure in the present subclause. The MME may continue a current EMM specific procedure as if the authentication was successful and shall deactivate all non-emergency EPS bearers, if any. If the authentication was unsuccessful in the UE and there is no EMM specific procedure running, the MME shall initiate a security mode command procedure including EIA0 and EEA0 as the selected NAS security algorithms.
* * * 2nd change * * * *

5.4.3.3
NAS security mode command accepted by the UE

Upon receipt of the SECURITY MODE COMMAND message, the UE shall check whether the security mode command can be accepted or not. This is done by performing the integrity check of the message and by checking that the received replayed UE security capabilities and the received nonceUE have not been altered compared to what the UE provided in the initial layer 3 message that triggered this procedure. However, the UE is not required to perform the checking of the received nonceUE if the UE does not want to re-generate the K'ASME (i.e. the SECURITY MODE COMMAND message is to derive and take into use a mapped EPS security context and the eKSI matches the current EPS security context, if it is a mapped EPS security context). When the UE has an ongoing PDN connection for emergency bearer services, the UE is not required to locally re-generate the KASME (i.e. the SECURITY MODE COMMAND message is to derive and take into use a native EPS security context where the KSI value "000" is included in the NAS key set identifier IE and the EIA0 and EEA0 are included as the selected NAS security algorithms).
The UE shall accept a SECURITY MODE COMMAND message indicating the "null integrity protection algorithm" EIA0 as the selected NAS integrity algorithm only if the message is received for a UE that has an ongoing PDN connection for emergency bearer services.

If the type of security context flag included in the SECURITY MODE COMMAND message is set to "native security context" and if the KSI matches a valid non-current native EPS security context held in the UE while the UE has a mapped EPS security context as the current EPS security context, the UE shall take the non-current native EPS security context into use which then becomes the current native EPS security context and delete the mapped EPS security context.

If the SECURITY MODE COMMAND message can be accepted, the UE shall take the EPS security context indicated in the message into use. The UE shall in addition reset the uplink NAS COUNT counter if:

-
the SECURITY MODE COMMAND message is received in order to take an EPS security context into use created after a successful execution of the EPS authentication procedure;

-
the SECURITY MODE COMMAND message received includes the type of security context flag set to "mapped security context" in the NAS key set identifier IE the eKSI does not match the current EPS security context, if it is a mapped EPS security context.

If the SECURITY MODE COMMAND message can be accepted and a new EPS security context is taken into use and SECURITY MODE COMMAND message does not indicate the "null integrity protection algorithm" EIA0 as the selected NAS integrity algorithm, the UE shall:

-
if the SECURITY MODE COMMAND message has been successfully integrity checked using an estimated downlink NAS COUNT equal 0, then the UE shall set the downlink NAS COUNT of this new EPS security context to 0;

-
otherwise the UE shall set the downlink NAS COUNT of this new EPS security context to the downlink NAS COUNT that has been used for the successful integrity checking of the SECURITY MODE COMMAND message.

If the SECURITY MODE COMMAND message can be accepted, the UE shall send a SECURITY MODE COMPLETE message integrity protected with the selected NAS integrity algorithm and the EPS NAS integrity key based on the KASME or mapped K'ASME if the type of security context flag is set to "mapped security context" indicated by the eKSI. When the SECURITY MODE COMMAND message includes the type of security context flag set to "mapped security context" in the NAS key set identifier IE, the nonceMME and the nonceUE, then the UE shall either:

-
generate K'ASME from both the nonceMME and the nonceUE as indicated in 3GPP TS 33.401 [19];or

-
check whether the SECURITY MODE COMMAND message indicates the eKSI of the current EPS security context, if it is a mapped EPS security context, in order not to re-generate the K'ASME.

Furthermore, if the SECURITY MODE COMMAND message can be accepted, the UE shall cipher the SECURITY MODE COMPLETE message with the selected NAS ciphering algorithm and the EPS NAS ciphering key based on the KASME or mapped K'ASME indicated by the eKSI. The UE shall set the security header type of the message to "integrity protected and ciphered with new EPS security context".

From this time onward the UE shall cipher and integrity protect all NAS signalling messages with the selected NAS ciphering and NAS integrity algorithms.

If the MME indicated in the SECURITY MODE COMMAND message that the IMEISV is requested, the UE shall include its IMEISV in the SECURITY MODE COMPLETE message.
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