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Introduction:
In the last CT1 meeting Rel-8 and Rel-9 CR’s have been agreed, that allow an MCID Application Server to requests the identity of the originating side party for cases, where the identity was not present in the incoming INVITE request. During approval of the CR in CT plenary some companies raised concerns, as the procedure designed for an Application Server can be misused by a malicious UE to retrieve identity information of the originating side and try to bypass privacy mechanisms.
Discussion:

According to the procedures defined for MCID in the last CT1 meeting, the procedure for requesting identity information is as follows:

1. MCID AS sends INFO request, content-type set to MCID

2. MGCF interworks this, requests identity from originating side via IRS

3. MGCF interworks IDS to INFO with content-type MCID, originating side identity information is encoded as an XML body

In order to avoid that a malicious UE sends the INVITE request as of 1), it needs to be ensured in the network, that the sender of this request has necessary privileges, i.e. needs to be ensure that it is a valid requester that has sent it.
The authorization that a request is only sent from an allowed network entity can be achieved by defining an appropriate trust domain. For the MCID case, the trust domain would need to define that only entities being part of the domain are allowed to request identity information. In general, the policy for MCID is that UE’s are not trusted and therefore are not allowed to trigger the MCID request.
General possibility to realize a trust domain boundary:
· employ trust domain functionality in P-CSCF

· employ a session border controller

· make sure there is an AS that takes core of border functionality

As in the general architecture only the P-CSCF is in the call chain for a UE, it is proposed that that the P-CSCF provides for a trust domain related to MCID retrieval procedures. 

Potential Text in 24.229 in order to define a trust domain concept for Content-Type header field values:
4.4.7
Content-Type header field
A functional entity shall only include a Content-Type header field value in a request if it is within the trust domain for that specific Content-Type header field value. A functional entity at the boundary of the trust domain will need to remove the value when SIP signalling crosses the boundary of the trust domain. 

For the value 'MCID' as defined in 3GPP TS 24.615, the P-CSCF provides the trust domain boundary.
<NOTE> this sub-clause can be enhanced for further values as needed </NOTE>
Discussion:

It is proposed to agree the approach with documenting the usage of Content-Type header field in 24.229 as outlined above.
