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7.3.3
PN access control based on access control lists
In figure 7.3.3-1 it is assumed that the originating UE (i.e., UE 2) is configured in the access control list of the controllee UE (i.e., UE 1b). When the PNM AS receives an Initial Request from S-CSCF# 1, the PNM AS verifies whether UE 2 matches an entry in the access control list of UE 1b. In this case, the PNM AS sends the Initial Request message to UE 1b.
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Figure 7.3.3-1: PN access control in case of PNM AS alone

1.
S-CSCF#1 receives an Initial Request from UE 2 to UE 1b.

2.
S-CSCF#1 invokes the termination service control logic required for the UE 1b and evaluates the initial filter criteria. 

3.
S-CSCF#1 forwards the Initial Request to the PNM AS as a result of executing the initial filter criteria. 

4.
In the privacy mode processing step, the PNM AS extracts the source and destination addresses. It confirms that UE 1b is a controllee UE. Using this as a key, it searches its database for the PN of UE 1b to find if UE 2 is configured in the access control list. In this case, it is assumed that UE 2 is allowed to initiate sessions with UE 1b.

5.
The PNM AS sends the Initial Request message to the S-CSCF#1.

6.
The S-CSCF#1 routes the Initial Request message to the UE 1b.
In figure 7.3.3-2 it is assumed that the originating guest UE (i.e., UE 2) is configured in the access control list of the controllee PNE (i.e., PNE-1). UE1b and PNE-1 form a PAN. When the PNM AS receives an Initial Request from S-CSCF# 1, the PNM AS verifies whether UE 2 matches an entry in the access control list of PNE-1. In this case, the PNM AS sends the Initial Request message to the PNE-1 via UE 1b.
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Figure 7.3.3-2: PNE access control 

1.
S-CSCF#1 receives an Initial Request from UE 2 containing the identity of PNE-1.
2.
S-CSCF#1 invokes the termination service control logic required and evaluates the initial filter criteria. 

3.
S-CSCF#1 forwards the Initial Request to the PNM AS as a result of executing the initial filter criteria. 

4.
In the privacy mode processing step, the PNM AS extracts the source and destination addresses. It confirms that PNE-1 is a controllee PNE. Using this as a key, it searches its database for the PN of PNE to find if UE 2 is configured in the access control list. In this case, it is assumed that UE 2 is allowed to initiate sessions with PNE-1.
5.
The PNM AS sends the Initial Request message to the S-CSCF#1.

6.
PNE-1 accesses the network via UE1b, then the S-CSCF#1 routes the Initial Request message to the UE 1b.
7.
The UE1b sends the Initial Request message to the PNE-1 via the PAN internal interface. 
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