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* * * 1st change * * * *

4.4.4.2
Integrity checking of NAS signalling messages in the UE

Except the messages listed below, no NAS signalling messages shall be processed by the receiving EMM entity in the UE or forwarded to the ESM entity, unless the secure exchange of NAS messages has been established for the NAS signalling connection:

-
EMM messages:

-
IDENTITY REQUEST (if requested identification parameter is IMSI);

-
AUTHENTICATION REQUEST;

-
AUTHENTICATION REJECT;

-
ATTACH REJECT;

-
DETACH REQUEST;

-
DETACH ACCEPT (for non switch off);

-
TRACKING AREA UPDATE REJECT;

-
SERVICE REJECT.

NOTE:
These messages are accepted by the UE without integrity protection, as in certain situations they are sent by the network before security can be activated.

All ESM messages are integrity protected.

Once the secure exchange of NAS messages has been established, the receiving EMM or ESM entity in the UE shall not process any NAS signalling messages unless they have been successfully integrity checked by the NAS. If NAS signalling messages, having not successfully passed the integrity check, are received, then the NAS in the UE shall discard that message unless it is the SECURITY MODE COMMAND message (see subclause 5.4.3.5). If any NAS signalling message is received as not integrity protected even though the secure exchange of NAS messages has been established by the network, then the NAS shall discard this message.
* * * 2nd change (service request) * * * *
5.6.1.6
Abnormal cases in the UE

The following abnormal cases can be identified:

a)
Access barred because of access class barring or NAS signalling connection establishment rejected by the network

If the service request procedure is started in response to a paging request from the network, access class barring is not applicable.


If the trigger for the service request procedure is the response to a paging request from the network and the NAS signalling connection establishment is rejected by the network, the service request procedure shall not be started. The UE stays in the current serving cell and applies normal cell reselection process. The service request procedure may be started if it is still necessary, i.e. when access for "terminating calls" is granted or because of a cell change.


Otherwise, if access is barred for "originating calls" (see 3GPP TS 36.331 [22]), the service request procedure shall not be started. The UE stays in the current serving cell and applies normal cell reselection process. The service request procedure may be started if it is still necessary, i.e. when access for "originating calls" is granted or because of a cell change.

If the service request was initiated for CS fallback, the UE shall select GERAN or UTRAN radio access technology. The UE then proceeds with appropriate MM and CC specific procedures.

If the service request was initiated for 1xCS fallback, the UE shall select cdma2000® 1x radio access technology. The UE then proceeds with appropriate cdma2000® 1x CS call processing.
b)
Lower layer failure before the service request procedure is completed (see subclause 5.6.1.4) or SERVICE REJECT message is received

If the service request was initiated for CS fallback, the UE shall select GERAN or UTRAN radio access technology. The UE then proceeds with appropriate MM and CC specific procedures.


If the service request was initiated for 1xCS fallback, the UE shall select cdma2000® 1x radio access technology. The UE then proceeds with appropriate cdma2000® 1x CS call processing.

Otherwise, the UE shall enter state EMM-REGISTERED. The UE shall abort the service request procedure, stop timer T3417 and locally release any resources allocated for the service request procedure.

c)
T3417 expired


The UE shall enter state EMM-REGISTERED.


The UE shall abort the procedure and release locally any resources allocated for the service request procedure.

d)
T3417ext expired


The EMM sublayer shall abort the procedure and indicate to the MM sublayer that the CS fallback procedure has failed, and then enter the state EMM-REGISTERED.
e)
SERVICE REJECT received, other EMM cause values than those treated in subclause 5.6.1.5


The procedure shall be aborted and move to EMM-REGISTERED. If the service request was initiated for CS fallback, the UE shall select GERAN or UTRAN radio access technology. It then proceeds with appropriate MM specific procedures. If the service request was initiated for 1xCS fallback, the UE shall select cdma2000® 1x radio access technology. The UE then proceeds with appropriate cdma2000® 1x CS call processing.
f)
Tracking area updating procedure is triggered


The UE shall abort the service request procedure, stop timer T3417 or T3417ext if running and perform the tracking area updating procedure. The "active" flag shall be set in the TRACKING AREA UPDATE REQUEST message. If the service request was initiated for CS fallback or 1xCS fallback, the UE shall send the EXTENDED SERVICE REQUEST message to the MME by using the existing NAS signalling connection after the completion of the tracking area updating procedure.
g)
Switch off


If the UE is in state EMM-SERVICE-REQUEST-INITIATED at switch off, the detach procedure shall be performed. 
h)
Procedure collision


If the UE receives a DETACH REQUEST message from the network in state EMM-SERVICE-REQUEST-INITIATED, the detach procedure shall be progressed and the service request procedure shall be aborted. 

Additionally, if the service request was initated for CS fallback or 1xCS fallback, the EMM sublayer shall indicate to the MM sublayer or the cdma2000® upper layers that the CS fallback or 1xCS fallback procedure has failed.

If the Detach type IE in the DETACH REQUEST message indicated "re-attach required", the attach procedure shall be performed.
i)
Transmission failure of SERVICE REQUEST or EXTENDED SERVICE REQUEST message indication with TAI change from lower layers


If the current TAI is not in the TAI list, the service request procedure shall be aborted to perform the tracking area updating procedure. The "active" flag shall be set in the TRACKING AREA UPDATE REQUEST message. If the service request was initiated for CS fallback or 1xCS fallback, the UE shall send the EXTENDED SERVICE REQUEST message to the MME by using the existing NAS signalling connection  after the completion of the tracking area updating procedure.

If the current TAI is still part of the TAI list, the UE shall restart the service request procedure.

j)
Transmission failure of SERVICE REQUEST or EXTENDED SERVICE REQUEST message indication without TAI change from lower layers


The UE shall restart the service request procedure.

k)
Default or dedicated bearer set up failure


If the lower layers indicate a failure to set up a radio bearer, the UE shall locally deactivate the EPS bearer as described in subclause 6.4.4.6.
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