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**** 1st change ****

3.1
Definitions

Semi-priviledged sender: A semi-priviledged sender is allowed to send SIP messages where the identities in P-Asserted-Identity will be passed on in the P-CSCF and is subject to processing in the P-CSCF
**** next change ****
5.2.6.3.1
General for all requests

When the P-CSCF receives an initial request for a dialog or a request for a standalone transaction from a UE that is not considered as either priviledged sender or semi-priviledged sender, and:

-
the request includes a P-Asserted-Identity header field and does not include any P-Preferred-Identity header field, then the P-CSCF shall identify the originator and the served user of the request by the default public user identity;

-
the request includes a P-Preferred-Identity header field that matches one of the registered public user identities or wildcarded public user identities, the P-CSCF shall identify the originator and the served user of the request by that public user identity;

-
the request includes a P-Preferred-Identity header field that does not match one of the registered public user identities, then the P-CSCF shall identify the originator and the served user of the request by the default public user identity;

-
the request does not include a P-Preferred-Identity header field nor a P-Asserted-Identity header field, then the P-CSCF shall identify the originator and the served user of the request by a default public user identity.

When the P-CSCF receives an initial request for a dialog or a request for a standalone transaction from a UE that is considered as priviledged sender, and the request:

a)
does not include any P-Preferred-Identity header field, then the P‑CSCF shall identify the served user of the request by the default public user identity;
b)
includes a P-Preferred-Identity header field that does not match one of the registered public user identities or wildcarded public user identities, then the P‑CSCF shall identify the served user of the request by the default public user identity; or

c)
includes a P-Preferred-Identity header field that matches one of the registered public user identities or wildcarded public user identities, then the P‑CSCF shall identify the served user of the request by the public user identity from the P-Preferred-Identity header field.

In addition, if the request:

1)
includes a P-Asserted-Identity header field then the P‑CSCF shall identify the originator of that request by the public user identity from the P-Asserted-Identity header field; or

2)
does not include a P-Asserted-Identity header field then the P‑CSCF shall identify the originator of that request by the same identity that has been determined for the served user according to steps a), b), and c) above.

NOTE 1:
If no security association was set-up during registration, the P-CSCF identifies the originator and served user of the request by using the IP association information stored during the registration for which it holds the list of registered public user identities.

NOTE 2:
The contents of the From header field do not form any part of this decision process.

NOTE 3: The display-name portion of the P-Preferred-Identity header field and the registered public user identities is not included in the comparison to determine a match.

NOTE 4:
The P-CSCF can determine if the UE is considered as priviledged sender based on parameters stored during registration (see subclause 5.2.2.1), if available. Otherwise the P-CSCF can make the determination based on local configuration.
When the P-CSCF receives an initial request for a dialog or a request for a standalone transaction from a UE that is considered as semi-priviledged sender, and:

-
the request does not include P-Asserted-Identity header field or none of the P-Asserted-Identity header fields included in the request matches any of the registered public user identities or any of the registered wildcarded public user identities, then the P-CSCF shall identify the originator and the served user of the request by a default public user identity;
-
the request includes a P-Asserted-Identity header field that matches a registered public user identities or a registered wildcarded public user identities, the P-CSCF shall identify the originator and the served user of the request by the public user identity from the first such P-Asserted-Identity header field; and
-
the request includes two P-Asserted-Identity header fields that match a registered public user identity or a registered wildcarded public user identity, the P-CSCF shall identify the intended alias of the originator of the request by the public user identity from the second such P-Asserted-Identity header field.
NOTE 5:
The P-CSCF can determine if the UE is considered as semi-priviledged sender based on parameters stored during registration (see subclause 5.2.2.1), if available. Otherwise the P-CSCF can make the determination based on local configuration.
When the P-CSCF receives from the UE an initial request for a dialog or a request for a standalone transaction, and the request matches a trigger for starting logging of SIP signalling, as described in draft-dawes-sipping-debug [140], the P-CSCF shall start to log SIP signalling for this dialog according to its debug configuration.

When the P-CSCF receives from the UE a request sent on a dialog for which logging of signalling is in progress, the P-CSCF shall check whether a trigger for stopping logging of SIP signalling has occurred, as described in draft-dawes-sipping-debug [140]. If a stop trigger event has occurred then the P-CSCF shall stop logging of signalling, else the P-CSCF shall determine, by checking its debug configuration, whether to log the request.

When the P-CSCF receives from the UE a request sent on a dialog for which logging of signalling is not in progress, and the request contains a P-Debug-ID header field, the P-CSCF shall remove the P-Debug-ID header field before forwarding the request. 

**** next change ****
5.2.6.3.3
Initial request for a dialog

When the P-CSCF receives from the UE an initial request for a dialog, and a service route value list exists for the served user of the request, the P-CSCF shall:

1)
remove its own SIP URI from the top of the list of Route header fields;

2)
verify that the resulting list of Route header fields matches the list of URIs received in the Service-Route header field (during the last successful registration or re-registration). This verification is done on a per URI basis, not as a whole string. If the verification fails, then the P-CSCFshall either:

a)
return a 400 (Bad Request) response; the P-CSCF shall not forward the request, and shall not continue with the execution of steps 2 onwards; or

b)
replace the preloaded Route header field value in the request with the value of the Service-Route header field received during the last 200 (OK) response for the last successful registration or reregistration;

3)
if the P-CSCF is located in the visited network, and local policy requires the application of IBCF capabilities in the visited network towards the home network, select an IBCF in the visited network and add the URI of the selected IBCF to the topmost Route header field;

NOTE 1:
It is implementation dependent as to how the P-CSCF obtains the address of the IBCF exit point. 

4)
add its own address to the Via header field. The P-CSCF Via header field entry is built in a format that contains the port number of the P-CSCF in accordance with the procedures of RFC 3261 [26], and either:

a)
the P-CSCF FQDN that resolves to the IP address, or

b)
the P-CSCF IP address;

5)
when adding its own SIP URI to the Record-Route header field, build the P-CSCF SIP URI in a format that contains the port number of the P-CSCF where it awaits subsequent requests from the called party, and either:

a)
the P-CSCF FQDN that resolves to the IP address; or

b)
the P-CSCF IP address.

If the Contact header field in the request contains an "ob" SIP URI parameter, the P-CSCF shall add a flow token and the "ob" SIP URI parameter to its SIP URI;

NOTE 2:
The inclusion of these values in the Record-Route header field will ensure that all subsequent mid dialog requests destined for the UE are sent over the same IMS flow over which the initial dialog-forming request was received.

5A)
if a P-Private-Network-Indication header field is included in the request, check whether the information saved during registration allows the receipt of private network traffic from this source. If private network traffic is allowed, the P-CSCF shall check whether the received domain name in any included P-Private-Network-Indication header field in the request is the same as the domain name associated with that saved information. If private network traffic is not allowed, or the received domain name does not match, then the P-CSCF shall remove the P-Private-Network-Indication header field;

5B)
if the served user of the request is understood from information saved during registration to always send and receive private network traffic from this source, insert a P-Private-Network-Indication header field containing the domain name associated with that saved information;
Editor's note: The specific details of the stored information is FFS.

5C)
if the request is originated from a UE which the P-CSCF considers as priviledged sender, keep the P-Asserted-Identity header field unchnanged if one was received, or include the originator of the request in the P-Asserted-Identity header field if no P-Asserted-Identity header field was received. In addition include the served user of the request in the P-Served-User header field as specified in draft-vanelburg-sipping-served-user [133] and skip step 6) below;

NOTE 3:
The P-CSCF can determine if the UE is considered as priviledged senderbased on parameters stored during registration (see subclause 5.2.2.1), if available. Otherwise the P-CSCF can make the determination based on local configuration.

6)
remove any P-Preferred-Identity header field or P-Asserted-Identity header field, if present, and insert a P-Asserted-Identity header field with the value identifying the originator of the request and the value of the intended alias of the originator of the request, if identified (see subclause 5.2.6.3.1), including the display name if previously stored during registration representing the served user of the request;

6A)
if the identity of the served user of the request was taken from P-Preferred-Identity header field or P-Asserted-Identity header field by it matching a registered wildcarded public user identity and the P-CSCF supports the SIP P-Profile-Key private header extension, include the wildcarded public user identity value in the P-Profile-Key header field as defined in RFC 5002 [97]; 

7)
add a P-Charging-Vector header field with the "icid-value" header field parameter populated as specified in 3GPP TS 32.260 [17]; and
8)
if the request is an INVITE request, save the Contact, CSeq and Record-Route header field values received in the request such that the P-CSCF is able to release the session if needed. If the Contact header field in the INVITE request contains a GRUU but itdoes not include an "ob" SIP URI parameter as defined in draft-ietf-outbound [92], the P-CSCF shall save the GRUU received in the Contact header field of the request and associate that GRUU with the UE IP address and the UE port such that the P-CSCF is able to release the session if needed. The UE port used for the association is determined as follows:

-
if IMS AKA or SIP digest with TLS is being used as a security mechanism, the UE protected server port for the security association on which the request was received; or

-
if SIP digest without TLS, NASS-IMS bundled authentication or GPRS-IMS-Bundled Authentication is being used as a security mechanism, the UE unprotected port on which the request was received;

before forwarding the request, based on the topmost Route header field, in accordance with the procedures of RFC 3261 [26].

NOTE 4:
According to draft-ietf-sip-outbound [92], an approach such as having the Edge Proxy adds a Record-Route header field with a flow token is one way to ensure that mid-dialog requests are routed over the correct flow.
**** next change ****

5.2.6.3.7
Request for a standalone transaction

When the P-CSCF receives from the UE the request for a standalone transaction, and a service route value list exists for the served user of the request, the P-CSCF shall:

1)
remove its own SIP URI from the top of the list of Route header fields;

2)
verify that the resulting list of Route header fields matches the list of URIs received in the Service-Route header field (during the last successful registration or re-registration). This verification is done on a per URI basis, not as a whole string. If the verification fails, then the P-CSCF shall either:

a)
return a 400 (Bad Request) response; the P-CSCF shall not forward the request, and shall not continue with the execution of steps 3 onwards; or 

b)
replace the preloaded Route header field value in the request with the one received during the last registration in the Service-Route header field of the 200 (OK) response;

3)
if the P-CSCF is located in the visited network, and local policy requires the application of IBCF capabilities in the visited network towards the home network, select an IBCF in the visited network and add the URI of the selected IBCF to the topmost Route header field;

NOTE 1:
It is implementation dependent as to how the P-CSCF obtains the address of the IBCF exit point.

3A)
if the request is originated from a UE which the P-CSCF considers as priviledged sender, keep the P-Asserted-Identity header field unchnanged if one was received, or include the originator of the request in the P-Asserted-Identity header field if no P-Asserted-Identity header field was received. In addition include the served user of the request in the P-Served-User header field as specified in draft-vanelburg-sipping-served-user [133] and skip step 4) below;

NOTE 2:
The P-CSCF can determine if the UE is considered as priviledged sender based on parameters stored during registration (see subclause 5.2.2.1), if available. Otherwise the P-CSCF can make the determination based on local configuration.

4)
remove any P-Preferred-Identity header field or P-Asserted-Identity header field, if present, and insert P-Asserted-Identity header fields with the value identifying the originator of the request and the value of the intended alias of the originator of the request, if identified (see subclause 5.2.6.3.1), including the display name if previously stored during registration, representing the served user of the request;

4A)
if the identity of the served user of the request was taken from P-Preferred-Identity header field or P-Asserted-Identity header field by it matching a registered wildcarded public user identity and the P-CSCF supports the SIP P-Profile-Key private header extension, include the wildcarded public user identity value in the P-Profile-Key header field as defined in RFC 5002 [97];

4B)
if a P-Private-Network-Indication header field is included in the request, check whether the information saved during registration allows the receipt of private network traffic from this source. If private network traffic is allowed, the P-CSCF shall check whether the received domain name in any included P-Private-Network-Indication header field in the request is the same as the domain name associated with that saved information. If private network traffic is not allowed, or the received domain name does not match, then the P-CSCF shall remove the P-Private-Network-Indication header field;

4C)
if the served user of the request is understood from information saved during registration to always send and receive private network traffic from this source, insert a P-Private-Network-Indication header field containing the domain name associated with that saved information;
Editor's note: The specific details of the stored information is FFS.

5)
add a P-Charging-Vector header field with the "icid-value" header field parameter populated as specified in 3GPP TS 32.260 [17];

before forwarding the request, based on the topmost Route header field, in accordance with the procedures of RFC 3261 [26].
**** next change ****

5.2.6.3.11
Request for an unknown method that does not relate to an existing dialog

When the P-CSCF receives from the UE the request for an unknown method (that does not relate to an existing dialog), and a service route value list exists for the served user of the request, the P-CSCF shall:

1)
verify that the list of URIs received in the Service-Route header field (during the last successful registration or re-registration) is included, preserving the same order, as a subset of the preloaded Route header fields in the received request. This verification is done on a per URI basis, not as a whole string. If the verification fails, then the P-CSCF shall either:

a)
return a 400 (Bad Request) response; the P-CSCF shall not forward the request, and shall not continue with the execution of steps 2 onwards; or 

b)
replace the Route header field value in the request with the one received during the last registration in the Service-Route header field of the 200 (OK) response;

2)
if the P-CSCF is located in the visited network, and local policy requires the application of IBCF capabilities in the visited network towards the home network, then the P-CSCF shall select an IBCF in the visited network and add the URI of the selected IBCF to the topmost Route header field;

NOTE 1:
It is implementation dependent as to how the P-CSCF obtains the address of the IBCF exit point.

2A)
if the request is originated from a UE which the P-CSCF considers as priviledged sender, keep the P-Asserted-Identity header field unchnanged if one was received, or include the originator of the request in the P-Asserted-Identity header field if no P-Asserted-Identity header field was received. In addition include the served user of the request in the P-Served-User header field as specified in draft-vanelburg-sipping-served-user [133] and skip step 3) below;

NOTE 2:
The P-CSCF can determine if the UE is considered priviledged sender based on parameters stored during registration (see subclause 5.2.2.1), if available. Otherwise the P-CSCF can make the determination based on local configuration.

3)
remove any P-Preferred-Identity header field or P-Asserted-Identity header field, if present, and insert a P-Asserted-Identity header fields with the value identifying the originator of the request and the value of the intended alias of the originator of the request, if identified (see subclause 5.2.6.3.1), including the display name if previously stored during registration, representing the served user of the request; and

3A)
if the identity of the served user of the request was taken from P-Preferred-Identity header field or P-Asserted-Identity header field by it matching a registered wildcarded public user identity and the P-CSCF supports the SIP P-Profile-Key private header extension, include the wildcarded public user identity value in the P-Profile-Key header field as defined in RFC 5002 [97];

before forwarding the request, based on the topmost Route header field, in accordance with the procedures of RFC 3261 [26].
**** next change ****

5.2.6.4.4
Responses to an initial request for a dialog

When the P-CSCF receives any 1xx or 2xx response to the above request, the P-CSCF shall:

0A)
if the response is originated from a UE which the P-CSCF considers as priviledged sender skip step 1) below;

NOTE 1:
The P-CSCF can determine if the UE is considered priviledged sender based on parameters stored during registration (see subclause 5.2.2.1), if available. Otherwise the P-CSCF can make the determination based on local configuration.
0B)
if the response is originated from a UE which the P-CSCF considers as a semi-priviledged sender and
a)
if the response does not include P-Asserted-Identity header field or none of the P-Asserted-Identity header fields included in the response matches any of the registered public user identities or any of the registered wildcarded public user identities, then the P-CSCF shall identify the originator of the response by a default public user identity;
b)
if the response includes a P-Asserted-Identity header field that matches a registered public user identities or a registered wildcarded public user identities, then the P-CSCF shall identify the originator of the response by the public user identity from the first such P-Asserted-Identity header field; and
c)
if the response includes two P-Asserted-Identity header fields that match a registered public user identity or a registered wildcarded public user identity, then the P-CSCF shall identify the intended alias of the originator of the response by the public user identity from the second such P-Asserted-Identity header field
and remove any P-Preferred-Identity header field or P-Asserted-Identity header field, if present, and insert a P-Asserted-Identity header field with the value identifying the originator of the response and the value of the intended alias of the originator of the response, if identified, including the display name if previously stored during registration representing the originator of the request;
NOTE 2:
The P-CSCF can determine if the UE is considered as semi-priviledged sender based on parameters stored during registration (see subclause 5.2.2.1), if available. Otherwise the P-CSCF can make the determination based on local configuration.
1)
remove any P-Preferred-Identity header field or P-Asserted-Identity header field, if present, and insert a P-Asserted-Identity header field with the saved public user identity from the P-Called-Party-ID header field that was received in the request, plus the display name if previously stored during registration, representing the originator of the response;

2)
verify that the list of Via header fields matches the saved list of Via header fields received in the request corresponding to the same dialog, including the P-CSCF Via header field value. This verification is done on a per Via header field value basis, not as a whole string. If the verification fails, then the P-CSCF shall either:

a)
discard the response; or

b)
replace the Via header field values with those received in the request;

3)
verify that the list of URIs received in the Record-Route header field of the request corresponding to the same dialog is included, preserving the same order, as a subset of the Record-Route header field list of this response. This verification is done on a per URI basis, not as a whole string.

If the verification fails, then the P-CSCF shall either:

a)
discard the response; or

b)
replace the Record-Route header field values with those received in the request, and if a security association or TLS session exists, add its own Record-Route entry with its own SIP URI with the port number where it awaits subsequent requests from the calling party. The P-CSCF shall include in the Record-Route header field either:

-
the P-CSCF FQDN that resolves to its IP address; or

-
the P-CSCF IP address.

The P-CSCF shall remove the comp header field parameter from the Record-Route header field.


If the verification is successful, the P-CSCF shall rewrite its own Record-Route entry to its SIP URI in a format that contains the port number where it awaits subsequent requests from the calling party. The P-CSCF shall include in the Record-Route header field either:

a)
the P-CSCF FQDN that resolves to its IP address; or

b)
the P-CSCF IP address.

The P-CSCF shall remove the comp header field parameter from the Record-Route header field;


When adding its SIP URI to the Record-Route header field, the P-CSCF shall also copy  the flow token and the "ob" SIP URI parameter from the Route header field of the initial dialog-forming request destined for the UE to its SIP URI, if the Route header field contained these values;

4)
store the dialog ID and associate it with the private user identity and public user identity involved in the session; and

5)
if the response corresponds to an INVITE request, save the Contact, To, From and Record-Route header field value received in the response such that the P-CSCF is able to release the session if needed. If the Contact header field in the response to the INVITE request contains a GRUU and the INVITE request was not sent over a bidirectional flow as defined in draft-ietf-outbound [92], the P-CSCF shall save the GRUU received in the Contact header field of the response and associate that GRUU with the UE IP address and the UE port, for the security association on which the INVITE request was sent such that the P-CSCF is able to release the session if needed. The UE port used for the association is determined as follows:

-
if IMS AKA or SIP digest with TLS is being used as a security mechanism, the UE protected server port for the security association on which the request was received; or

-
if SIP digest without TLS, NASS-IMS bundled authentication or GPRS-IMS-Bundled Authentication is being used as a security mechanism, the UE unprotected port on which the request was received;

before forwarding the response in accordance with the procedures of RFC 3261 [26].

When the P-CSCF receives any other response to the above request, the P-CSCF shall:

1)
verify that the list of Via header fields matches the saved list of Via header fields received in the request corresponding to the same dialog, including the P-CSCF Via header field value. This verification is done on a per Via header field value basis, not as a whole string. If these lists do not match, then the P-CSCF shall either:

a)
discard the response; or

b)
replace the Via header field values with those received in the request;

before forwarding the response in accordance with the procedures of RFC 3261 [26].
**** next change ****
5.2.6.4.8
Responses to a request for a standalone transaction

When the P-CSCF receives any response to the above request, the P-CSCF shall:

1)
verify that the list of Via header fields matches the saved list of Via header fields received in the request corresponding to the same dialog, including the P-CSCF Via header field value. This verification is done on a per Via header field value basis, not as a whole string. If these lists do not match, then the P-CSCF shall either:

a)
discard the response; or

b)
replace the Via header field values with those received in the request;

1A)
if the response is originated from a UE which the P-CSCF considers as priviledged sender skip step 2) below; and

NOTE 1:
The P-CSCF can determine if the UE is considered priviledged sender based on parameters stored during registration (see subclause 5.2.2.1), if available. Otherwise the P-CSCF can make the determination based on local configuration.
1B)
if the response is originated from a UE which the P-CSCF considers as a semi-priviledged sender and

a)
if the response does not include P-Asserted-Identity header field or none of the P-Asserted-Identity header fields included in the response matches any of the registered public user identities or any of the registered wildcarded public user identities, then the P-CSCF shall identify the originator of the response by a default public user identity;
b)
if the response includes a P-Asserted-Identity header field that matches a registered public user identities or a registered wildcarded public user identities, then the P-CSCF shall identify the originator of the response by the public user identity from the first such P-Asserted-Identity header field; and
c)
if the response includes two P-Asserted-Identity header fields that match a registered public user identity or a registered wildcarded public user identity, the P-CSCF shall identify the intended alias of the originator of the response by the public user identity from the second such P-Asserted-Identity header field;
and remove any P-Preferred-Identity header field or P-Asserted-Identity header field, if present, and insert a P-Asserted-Identity header field with the value identifying the connected party of the response and the value of the intended alias of the originator of the response, if identified, including the display name if previously stored during registration representing the originator of the response;
NOTE 2:
The P-CSCF can determine if the UE is considered as semi-priviledged sender based on parameters stored during registration (see subclause 5.2.2.1), if available. Otherwise the P-CSCF can make the determination based on local configuration.
2)
remove any P-Preferred-Identity header field or P-Asserted-Identity header field, if present, and insert an P-Asserted-Identity header field with the saved public user identity from the P-Called-Party-ID header field of the request, plus the display name if previously stored during registration, representing the originator of the response;

before forwarding the response in accordance with the procedures of RFC 3261 [26].
