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1. Overall Description:

CT1 thanks SA3 for LS in S3-090269/ C1-090190 regarding the exception lists for integrity protection of NAS messages, asking CT1 to take a number of issues (listed below) into account. This LS is to provide CT1 answers to SA3 questions.

SAE 3 issue no.1:

· TS 24.301 v8.0.0, clause 4.4.4.3, includes both SERVICE REQUEST and EXTENDED SERVICE REQUEST messages in the second exception list. It is not clear to SA3 why they are included as it is stated a bit further down in clause 4.4.4.3: “If a SERVICE REQUEST or EXTENDED SERVICE REQUEST message fails the integrity check, the MME shall reject the request with EMM cause value #9, "UE identity cannot be derived by the network”. The quoted statement is in line with the fact that TS 33.401, clause 7.2.6.2, mandates integrity protection for the service request message. SA3 would appreciate a clarification.

CT1 response:

CT1's understanding is inline with SA3's and a clarification is added to the Note 2 in subclause 4.4.4.3, 3GPP TS 24.301.
Basically in the case you described in issue#1, the SERVICE REQUEST and the EXTENDED SERVICE REQUEST messages are forwarded to the EMM layer and rejected as a consequence of processing the message by sending a SERVICE REJECT message with EMM cause #9 due to the integrity check failure. These messages are thus not silently discarded. This is why they are included in the list you mentioned above. 
SAE 3 issue no.2:

· TS 24.301 v8.0.0, clause 5.5.2.2.1, states: “…the UE may be switched off as soon as the DETACH REQUEST message has been sent. After transmission of the message, the UE shall delete the KSI, if any.” This is not in line with TS 33.401 v8.2.1, clause 7.2.5.1, which states that cached (now called: native) EPS NAS security context may remain stored in the UE. This statement has not been substantially changed by CRs agreed at the present SA3 meeting. SA3 would like CT1 to adapt TS 24.301 accordingly.

CT1 response:
CT1 has agreed a CR to remove the sentence "After transmission of the message, the UE shall delete the KSI, if any" to align the 3GPP TS 24.301 with SA3 specification.
SAE 3 issue no.3:

· When reading TS 24.301 it was not fully clear to SA3 that EPS session management messages are protected. SA3’s assumption is that EPS session management messages are protected by applying clause 8.2.23 “Security protected NAS message”, but SA3 would appreciate CT1’s confirmation of this assumption, and a clarification in TS 24.301, if the assumption is correct.

CT1 response:

CT1 confirms that all the EPS session management messages are integrity protected by applying subclause 8.2.23 of TS 24.301“Security protected NAS message". The description in subclause 8.2.23 refers to NAS, which consists of EPS mobility management (EMM) and EPS session management (ESM) messages. The protocol discriminator in the security header will always be set to EMM, where in the actual NAS message header, the protocol discriminator will indicate if the message is EMM or ESM message. 
CT1 has provided clarification that all ESM messages are integrity protected. This clarification is added to subclauses 4.4.4.2 and 4.4.4.3 of 3GPP TS 24.301.
2. Actions:

To 

ACTION: 
none
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