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* * * 1st change * * * *

6.5.1.2
UE requested PDN connectivity procedure initiation
When the PDN CONNECTIVITY REQUEST message is sent together with an ATTACH REQUEST message, the UE shall not include the APN.

In order to request connectivity to a PDN using the default APN, the UE includes the access point name IE in the PDN CONNECTIVITY REQUEST message or, when applicable, in the ESM INFORMATION RESPONSE message, according to the following conditions:

-
if use of a PDN using the default APN requires PAP/CHAP, then the UE should include the access point name IE; and
-
in all other conditions, the UE need not include the access point name IE.
In order to request connectivity to an additional PDN, the UE shall send a PDN CONNECTIVITY REQUEST message including a requested APN to the MME, start timer T3482 and enter the state PROCEDURE TRANSACTION PENDING (see example in figure 6.5.1.2.1). In the PDN type information element the UE shall indicate the IP version capability of the IP stack associated with the UE as specified in subclause 6.4.1

The UE shall set the request type to "initial attach" when the UE is establishing connectivity to a PDN for the first time, i.e. when it is an initial attach to that PDN. The UE shall set the request type to "handover" when the connectivity to a PDN is established upon handover from a non-3GPP access network and the UE was connected to that PDN before the handover to the 3GPP access network.
If the UE supports DSMIPv6, the UE may include a request for obtaining the IPv6 address and optionally the IPv4 address of the home agent in the Protocol configuration options IE in the PDN CONNECTIVITY REQUEST message. The UE may also include a request for obtaining the IPv6 Home Network Prefix.

The UE may set the ESM information transfer flag in the PDN CONNECTIVITY REQUEST message to indicate that it has ESM information, i.e. protocol configuration options, APN, or both, that needs to be sent after the NAS signalling security has been activated between the UE and the MME.
A PCO provided by the ESM INFORMATION RESPONSE replaces any PCO provided by the PDN CONNECTIVITY REQUEST message.
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Figure 6.5.1.2.1: UE requested PDN connectivity procedure

6.5.1.3
UE requested PDN connectivity procedure accepted by the network

Upon receipt of the PDN CONNECTIVITY REQUEST message, the MME checks whether the ESM information transfer flag is included. If the flag is included the MME waits for completion of the ESM information request procedure before proceeding with the PDN connectivity procedure. The MME then checks if connectivity with the requested PDN can be established. If no requested APN is included in the PDN CONNECTIVITY REQUEST message, the MME shall use the default APN as requested APN.
If connectivity with the requested PDN is accepted by the network, the MME shall initiate the default EPS bearer context activation procedure (see subclause 6.4.1).
If connectivity with the requested PDN is accepted, but with a restriction of IP version (i.e. both an IPv4 address and an IPv6 prefix is requested, but only one particular IP version, or only single IP version bearers are supported/allowed by the network), cause value #50, "PDN type IPv4 only supported", #51, "PDN type IPv6 only allowed", or #52, "single address bearers only allowed", respectively, as listed in subclause 6.5.1.4, shall be included in the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message.

Upon receipt of the message ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST, the UE shall stop timer T3482 and enter the state PROCEDURE TRANSACTION INACTIVE.
6.5.1.4
UE requested PDN connectivity procedure not accepted by the network

If connectivity with the requested PDN cannot be accepted by the network, the MME shall send a PDN CONNECTIVITY REJECT message to the UE. The message shall contain the PTI and a cause value indicating the reason for rejecting the UE requested PDN connectivity.

Upon receipt of the PDN CONNECTIVITY REJECT message, the UE shall stop timer T3482 and enter the state PROCEDURE TRANSACTION INACTIVE.

The PDN CONNECTIVITY REJECT message contains an ESM cause that typically indicates one of the following cause values:
#8:

operator determined barring;

#26:
insufficient resources;

#27:
missing or unknown APN;

#28:
unknown PDN type;

#29:
user authentication failed;

#30:
activation rejected by Serving GW or PDN GW;

#31:
activation rejected, unspecified;

#32:
service option not supported;

#33:
requested service option not subscribed;

#34:
service option temporarily out of order;

#35:
PTI already in use;
#38:
network failure;

#50:
PDN type IPv4 only allowed;

#51:
PDN type IPv6 only allowed;

#52:
single address bearers only allowed;

#54:
PDN connection does not exist;

#95 – 111:
protocol errors;

#112:
APN restriction value incompatible with active EPS bearer context.

6.5.1.5
Abnormal cases in the UE

The following abnormal cases can be identified:

a)
T3482 expired


On the first expiry of the timer T3482, the UE shall resend the PDN CONNECTIVITY REQUEST and shall reset and restart timer T3482. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3482, the UE shall abort the procedure, release the PTI allocated for this invocation and enter the state PROCEDURE TRANSACTION INACTIVE;

6.5.1.6
Abnormal cases on the network side

The following abnormal cases can be identified:

a)
UE initiated PDN connectivity request for an already existing PDN connection:

If the network receives a PDN CONNECTIVITY REQUEST message with the same combination of APN and PDN type as an already existing PDN connection, the network shall deactivate the existing EPS bearer contexts for the PDN connection locally without notification to the UE and proceed with the requested PDN connectivity procedure.
b)
UE initiated PDN connectivity request with request type "handover" for a PDN connection that does not exist:


If the network receives a PDN CONNECTIVITY REQUEST message for either a default APN or a specific APN with request type set to "handover" and the MME does not have any information about that PDN connection, then MME shall reject the PDN connectivity request procedure including the cause value #54, "PDN connection does not exist", in the PDN CONNECTIVITY REJECT message.
c)
ESM information not received:

If the ESM information transfer flag in the PDN CONNECTIVITY REQUEST message has been set and the ESM information is not received before the final expiry of timer T3489 as described in subclause 6.6.1.2.6, the MME shall reject the PDN connectivity request procedure including the cause value #53, "ESM information not received", in the PDN CONNECTIVITY REJECT message.
* * * 2nd change * * * *
6.6.1.2
ESM information request procedure

6.6.1.2.1
General

The ESM information request procedure is used by the network to retrieve ESM information, i.e. protocol configuration options, APN, or both from the UE during the attach procedure if the UE indicated in the PDN CONNECTIVITY REQUEST message that it has ESM information that needs to be sent security protected. The purpose of this procedure is to provide privacy for the ESM information if ciphering is enabled in the network.
6.6.1.2.2
ESM information request initiated by the network

The network intiates the ESM information request procedure by sending a ESM INFORMATION REQUEST message to the UE and starting timer T3489 (see example in figure 6.6.1.2.2.1). This message shall be sent only after the security context has been setup, and if the ESM information transfer flag has been set in the PDN CONNECTIVITY REQUEST message. The MME shall set the EPS bearer identity of the ESM INFORMATION REQUEST message to the value "no EPS bearer identity assigned" and include the PTI from the associated PDN CONNECTIVITY REQUEST message.
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Figure 6.6.1.2.2.1: ESM information request procedure

6.6.1.2.3
ESM information request completion by the UE

Upon receipt of the ESM INFORMATION REQUEST message, the UE shall send an ESM INFORMATION RESPONSE message to the network .The UE shall include all the protocol configuration options that need to be transferred security protected, and APN if required, to the network in the ESM INFORMATION RESPONSE message. The UE shall set the EPS bearer identity of the ESM INFORMATION RESPONSE message to the value "no EPS bearer identity assigned" and include the PTI from the ESM INFORMATION REQUEST message.
6.6.1.2.4
ESM information request completion by the network
Upon receipt of the ESM INFORMATION RESPONSE message, the network shall stop timer T3489. A PCO included in the ESM INFORMATION RESPONSE message replaces any PCO that the network previously may have received during the attach procedure execution.
6.6.1.2.5
Abnormal cases in the UE

Editor's note: The abnormal cases in the UE are FFS.

6.6.1.2.6
Abnormal cases on the network side

The following abnormal cases can be identified:

a)
Expiry of timer T3489:

On the first expiry of the timer T3489, the MME shall resend the ESM INFORMATION REQUEST message and shall reset and restart timer T3489. This retransmission is repeated two times, i.e. on the third expiry of timer T3489, the MME shall abort the procedure, release any resources for this procedure and reject the associated PDN connectivity procedure including the cause value #53, "ESM information not received", in the PDN CONNECTIVITY REJECT message.

6.6.1.3
Exchange of protocol configuration options in other messages

The UE may include a Protocol configuration options IE on EPS bearer context activation, EPS bearer context deactivation, EPS bearer context modification, PDN connectivity request, PDN disconnect request, and bearer resource modification request if the UE wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the PDN-GW.

The PDN-GW may include a Protocol configuration options IE on EPS bearer context activation, EPS bearer context deactivation, EPS bearer context modification, PDN connectivity reject, PDN disconnect reject, and bearer resource modification reject if the PDN-GW wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the UE.
messages/events) to the network.
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