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* * * 1st change * * * *

4.4.3.3
Integrity protection and verification

The sender shall use its locally stored NAS COUNT as input to the integrity protection algorithm.

The receiver shall use the NAS sequence number included in the received message and an estimate for the NAS overflow counter to form the NAS COUNT input to the integrity verification algorithm.
The algorithm to calculate the integrity protection information is specified in 3GPP TS 33.401 [19], and the integrity protection shall include octet 6 to n of the security protected NAS message, i.e. the sequence number IE and the NAS message IE. In addition to the data that is to be integrity protected, the constant BEARER ID, DIRECTION bit and COUNT are input to the MAC algorithm. These parameters are described in 3GPP TS 33.401 [19].
4.4.3.4
Ciphering and deciphering

The sender shall use its locally stored NAS COUNT as input to the ciphering algorithm.

The receiver shall use the NAS sequence number included in the received message and an estimate for the NAS overflow counter to form the NAS COUNT input to the deciphering algorithm.
The input parameters for the NAS ciphering algorithms shall be the same as the ones used for NAS integrity protection as described in subclause 4.4.3.3, with the addition that the length of the key stream to be generated by the encryption algorithms.
* * * 2nd change * * * *
9.5
Message authentication code

The Message authentication code (MAC) information element contains the integrity protection information for the message. The MAC IE shall be included in the security protected NAS message if a valid NAS security context exists and security functions are started. The usage of MAC is specified in subclause 4.4.3.3.
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