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	Reason for change:
(

	a) The EN in s8.2.10.1 “The need of inclusion of the KSI in the DETACH REQUEST is FFS.” is addressed and mandatory KSI IE added in the message due to:
s4.4.2.2            Establishment of secure exchange of NAS messages:
“The secure exchange of NAS messages […] is terminated […] or when the NAS signalling connection is released.

When a UE in EMM-IDLE mode establishes a new NAS signalling connection and has a valid current EPS security context, secure exchange of NAS messages can be re-established in the following ways:

1)   Except for the case described in item 2 below, the UE shall transmit the initial NAS message integrity protected with the current EPS security context, but unciphered. The MME shall check whether the eKSI included in the initial NAS message belongs to an EPS security context available in the MME, and shall verify the MAC of the NAS message. If the verification is successful, the MME may re-establish the secure exchange of NAS messages:

-     by replying with a NAS message that is integrity protected and ciphered using the current EPS security context. From this time onward, except for the messages specified in subclauses 4.4.4 and 4.4.5, all NAS messages exchanged between the UE and the MME are sent integrity protected and ciphered; or […]”
As Detach Request can be initiated while the UE is in idle, KSI shall be included.
==============================================================

b) AMF failure to align with TS 33.401 s6.1.1
AKA procedure:
“An ME accessing E-UTRAN shall check during authentication that the "separation bit" in the AMF field of AUTN is set to 1 and reject authentication otherwise with a CAUSE value. The "separation bit" is bit 0 of the AMF field of AUTN.”

As the AMF is used to compute the MAC, a wrong AMF leads to a wrong MAC, hence “MAC failure” can be used as cause code.
As the source of the authentication challenge is not genuine, it is proposed that the UE further processes as described in 5.4.2.7 abnormal cases in the UE case e) request RRC to release the signalling connection and consider the cell as barred.
c) The order of checkings (MAC, SQN, AMF) against AUTN is not clear typically when more than one of the checkings fail. It is proposed to check AMF and then SQN and then MAC. AMF shall be checked first as the network shall use EPS AKA on E-UTRAN. Then, SQN shall be checked due to possible desynchronization issue. Moreover, as SQN is used to compute MAC, the latter shall be checked at the end.
d) SA3#54 TD S3-090288 says:in s9.2.2.1: “the MME shall assume that the following default set of EPS security algorithms is supported by the UE:
 - 128-EEA0, 128-EEA1 and 128-EEA2 for NAS signalling ciphering, RRC signalling ciphering and UP ciphering;
 - 128-EIA1 and 128-EIA2 for NAS signalling integrity protection and RRC signalling integrity protection”.
Hence, we don’t see the point in indicating mandatory support of security algorithms in a security capability IE, as a capability IE is supposed to deal with an optional feature.
In case of extensions of security algorithms in future releases of EPS, the supported EPS security algorithms can be appended to the UE security capability IE.


	
	

	Summary of change:
(

	a) 2nd change: Spare half octet IE is replaced with KSI IE in Detach Request message.

b) c) 1st change: Processing further to AMF verification, order of checkings against AUTN is AMF, SQN and then MAC.

d) 4th change: the EPS security capability are removed from UE security capability IE.



	
	

	Consequences if 
(

not approved:
	Network can not retrieve the UE context on detach request in idle mode.
False network due to AMF failure can not be detected.

UE can not properly set the error cause value in case of multiple failures in AUTN parameter.

Signalling overhead to indicate unnecessary default information.
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* * * 1st change * * * *

5.4.2.6
Authentication not accepted by the UE

In an EPS authentication challenge, the UE shall check the authenticity of the core network by means of the AUTN parameter received in the AUTHENTICATION REQUEST message. This enables the UE to detect a false network.

During an EPS authentication procedure, the UE may reject the core network due to an incorrect AUTN parameter (see 3GPP TS 33.401 [19]). This parameter contains the possible causes for authentication failure as follows:

a)
MAC code failure:


If the UE finds the MAC code (supplied by the core network in the AUTN parameter) to be invalid, the UE shall send an AUTHENTICATION FAILURE message to the network, with the EMM cause "MAC failure". The UE shall then follow the procedure described in subclause 5.4.2.7, item c.

b)
SQN failure:


If the UE finds the SQN (supplied by the core network in the AUTN parameter) to be out of range, the UE shall send an AUTHENTICATION FAILURE message to the network, with the EMM cause "synch failure" and a re-synchronization token AUTS provided by the USIM (see 3GPP TS 33.102 [18]). The UE shall then follow the procedure described in subclause 5.4.2.7, item d.
c) AMF failure:

      If the UE find the AMF separation bit (supplied by the core network in the AUTN parameter) is set to 0, the UE shall send an AUTHENTICATION FAILURE message to the network, with the EMM cause "MAC failure". The UE shall then follow the procedure as described in subclause 5.4.2.7, item e.
Editor's note: It is FFS under which conditions, if any, the UE will accept a UMTS authentication challenge via E‑UTRAN.

The UE may perform the checkings on the AUTN parameter in this order: AMF, SQN and then MAC. 
If the UE returns an AUTHENTICATION FAILURE message to the network, the UE shall delete any previously stored RAND and RES and shall stop timer T3416, if running.

* * * 2nd change * * * *

8.2.10.1
Detach request (UE originating detach)

This message is sent by the UE to request the release of an EMM context. See table 8.2.10.1.1.

Message type:
DETACH REQUEST

Significance:

dual

Direction:


UE to network

Table 8.2.10.1.1: DETACH REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type

9.3.1
	M
	V
	1/2

	
	Detach request message identity
	Message type

9.8
	M
	V
	1

	
	Detach type
	Detach type

9.9.3.7
	M
	V
	1/2

	
	NAS key set identifierASME
	NAS key set identifier 

9.9.3.21
	M
	V
	1/2

	
	GUTI or IMSI
	EPS mobile identity

9.9.3.12
	M
	LV
	5-12



* * * 3rd change * * * *
9.9.3.36
UE security capability

The UE security capability information element is used by the network to indicate which security algorithms are supported by the UE Iu mode and Gb mode. If the UE supports S101 mode, then the mandatory security algorithms to be supported in S1 mode as indicated in TS 33.401 [19] are also supported for NAS security in S101 mode.

The UE security capability information element is coded as shown in figure 9.9.3.36.1 and table 9.9.3.36.1.

The UE security capability is a type 4 information element with a minimum length of 2 octets and a maximum length of 5 octets.

Octets 3, 4, and 5 are optional. If octet 3 is included, then also octet 4 shall be included and octet 5 may be included.

If a UE did not indicate support of any security algorithm for Gb mode, octet 5 shall not be included. If the UE did not indicate support of any security algorithm for Iu mode and Gb mode, octets 3, 4, and 5 shall not be included.

	8
	7
	6
	5
	4
	3
	2
	1
	

	UE security capability IEI
	octet 1

	Length of UE security capability contents
	octet 2

	

	

	

	
	
	
	
	
	

	

	

	

	
	
	
	
	
	

	UEA0
	UEA1
	UEA2
	UEA3
	UEA4
	UEA5
	UEA6
	UEA7
	octet 3*

	0

spare
	UIA1
	UIA2
	UIA3
	UIA4
	UIA5
	UIA6
	UIA7
	octet 4*

	0

spare
	GEA1
	GEA2
	GEA3
	GEA4
	GEA5
	GEA6
	GEA7
	octet 5*


Figure 9.9.3.36.1: UE security capability information element

Table 9.9.3.36.1: UE security capability information element

	

	

	

	
	
	
	
	

	
	
	
	
	

	

	

	
	
	
	
	

	
	
	
	
	

	

	

	
	
	
	
	

	
	
	
	
	

	

	

	
	
	
	
	

	
	
	
	
	

	

	

	
	
	
	
	

	
	
	
	
	

	

	

	
	
	
	
	

	
	
	
	
	

	

	

	
	
	
	
	

	
	
	
	
	

	

	

	
	
	
	
	

	
	
	
	
	

	

	

	

	

	

	

	
	
	
	
	

	
	
	
	
	

	

	

	
	
	
	
	

	
	
	
	
	

	

	

	
	
	
	
	

	
	
	
	
	

	

	

	
	
	
	
	

	
	
	
	
	

	

	

	
	
	
	
	

	
	
	
	
	

	

	

	
	
	
	
	

	
	
	
	
	

	

	

	
	
	
	
	

	
	
	
	
	

	

	UMTS encryption algorithms supported (octet 3)

	

	UMTS encryption algorithm UEA0 supported (octet 3, bit 8)

	0
	
	
	
	UMTS encryption algorithm UEA0 not supported

	1
	
	
	
	UMTS encryption algorithm UEA0 supported

	

	UMTS encryption algorithm UEA1 supported (octet 3, bit 7)

	0
	
	
	
	UMTS encryption algorithm UEA1 not supported

	1
	
	
	
	UMTS encryption algorithm UEA1 supported

	

	UMTS encryption algorithm UEA2 supported (octet 3, bit 6)

	0
	
	
	
	UMTS encryption algorithm UEA2 not supported

	1
	
	
	
	UMTS encryption algorithm UEA2 supported

	

	UMTS encryption algorithm UEA3 supported (octet 3, bit 5)

	0
	
	
	
	UMTS encryption algorithm UEA3 not supported

	1
	
	
	
	UMTS encryption algorithm UEA3 supported

	

	UMTS encryption algorithm UEA4 supported (octet 3, bit 4)

	0
	
	
	
	UMTS encryption algorithm UEA4 not supported

	1
	
	
	
	UMTS encryption algorithm UEA4 supported

	

	UMTS encryption algorithm UEA5 supported (octet 3, bit 3)

	0
	
	
	
	UMTS encryption algorithm UEA5 not supported

	1
	
	
	
	UMTS encryption algorithm UEA5 supported

	

	UMTS encryption algorithm UEA6 supported (octet 3, bit 2)

	0
	
	
	
	UMTS encryption algorithm UEA6 not supported

	1
	
	
	
	UMTS encryption algorithm UEA6 supported

	

	UMTS encryption algorithm UEA7 supported (octet 3, bit 1)

	0
	
	
	
	UMTS encryption algorithm UEA7 not supported

	1
	
	
	
	UMTS encryption algorithm UEA7 supported

	

	UMTS integrity algorithms supported (octet 4)

	

	Bit 8 of octet 6 is spare and shall be coded as zero.

	

	UMTS integrity algorithm UIA1 supported (octet 4, bit 7)

	0
	
	
	
	UMTS integrity algorithm UIA1 not supported

	1
	
	
	
	UMTS integrity algorithm UIA1 supported

	

	UMTS integrity algorithm UIA2 supported (octet 4, bit 6)

	0
	
	
	
	UMTS integrity algorithm UIA2 not supported

	1
	
	
	
	UMTS integrity algorithm UIA2 supported

	

	UMTS integrity algorithm UIA3 supported (octet 4, bit 5)

	0
	
	
	
	UMTS integrity algorithm UIA3 not supported

	1
	
	
	
	UMTS integrity algorithm UIA3 supported

	

	UMTS integrity algorithm UIA4 supported (octet 4, bit 4)

	0
	
	
	
	UMTS integrity algorithm UIA4 not supported

	1
	
	
	
	UMTS integrity algorithm UIA4 supported

	

	UMTS integrity algorithm UIA5 supported (octet 4, bit 3)

	0
	
	
	
	UMTS integrity algorithm UIA5 not supported

	1
	
	
	
	UMTS integrity algorithm UIA5 supported

	

	UMTS integrity algorithm UIA6 supported (octet 4, bit 2)

	0
	
	
	
	UMTS integrity algorithm UIA6 not supported

	1
	
	
	
	UMTS integrity algorithm UIA6 supported

	

	UMTS integrity algorithm UIA7 supported (octet 4, bit 1)

	0
	
	
	
	UMTS integrity algorithm UIA7 not supported

	1
	
	
	
	UMTS integrity algorithm UIA7 supported

	

	GPRS encryption algorithms supported (octet 5)

	

	Bit 8 of octet 7 is spare and shall be coded as zero.

	

	GPRS encryption algorithm GEA1 supported (octet 5, bit 7)

	0
	
	
	
	GPRS encryption algorithm GEA1 not supported

	1
	
	
	
	GPRS encryption algorithm GEA1 supported

	

	GPRS encryption algorithm GEA2 supported (octet 5, bit 6)

	0
	
	
	
	GPRS encryption algorithm GEA2 not supported

	1
	
	
	
	GPRS encryption algorithm GEA2 supported

	

	GPRS encryption algorithm GEA3 supported (octet 5, bit 5)

	0
	
	
	
	GPRS encryption algorithm GEA3 not supported

	1
	
	
	
	GPRS encryption algorithm GEA3 supported

	

	GPRS encryption algorithm GEA4 supported (octet 5, bit 4)

	0
	
	
	
	GPRS encryption algorithm GEA4 not supported

	1
	
	
	
	GPRS encryption algorithm GEA4 supported

	

	GPRS encryption algorithm GEA5 supported (octet 5, bit 3)

	0
	
	
	
	GPRS encryption algorithm GEA5 not supported

	1
	
	
	
	GPRS encryption algorithm GEA5 supported

	

	GPRS encryption algorithm GEA6 supported (octet 5, bit 2)

	0
	
	
	
	GPRS encryption algorithm GEA6 not supported

	1
	
	
	
	GPRS encryption algorithm GEA6 supported

	

	GPRS encryption algorithm GEA7 supported (octet 5, bit 1)

	0
	
	
	
	GPRS encryption algorithm GEA7 not supported

	1
	
	
	
	GPRS encryption algorithm GEA7 supported
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