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1. Introduction

This contribution proposes to explicitly list messages that can be sent without integrity protection and ciphering from both the UE and the MME.

It is unclear within the current 3GPP specifications which messages can be ciphered, which can result in some unpredictable behavior with the EPC. The current definition of the NAS signalling indicates which messages are integrity protected but in the case of ciphering it is unclear.
2. Reason for Change

The current text specifies messages that the UE should perform integrity checking on, but it does not specify messages that the UE and MME can send without integrity protection or ciphering, nor does it state when these messages can be sent without integrity protection.
Additionally, the security header type contains the values below to indicate which messages can be security protected. For the initial attach case it is unclear how to indicate when a message is integrity proteced but is not ciphered. Conversely it is also desirable to indicate that a message is both ciphered and integrity protected. This would remove any potential misalignment between the sending an receiving entities when decoding a message.

The Security header type IE can take the values shown in Table 9.3.1.

Table 9.3.1: Security header type

	Security header type (octet 1)

	

	8
	7
	6
	5
	

	0
	0
	0
	0
	No security protection

	0
	0
	0
	1
	Security protected NAS message

	
	
	
	
	

	1
	1
	0
	0
	Security header for the SERVICE REQUEST message 

	
	
	
	
	

	1
	1
	0
	1
	These values are not used in this version of the protocol.

	To
	If received they shall be interpreted as ‘1100’. (NOTE)

	1
	1
	1
	1
	

	
	
	
	
	

	All other values are reserved.

	

	NOTE:
When bits 7 and 8 are set to '11', bits 5 and 6 can be used for future extensions of the SERVICE REQUEST message.


3. Conclusions

We propose that a separate section be added to the document to explicitly list those messages that can be sent unciphered. In order to easily determine the UE context, we propose that the Attach Request and normal TAU be sent unciphered. Additionally, as discussed in CT1#55, we propose that the Service Request be sent unciphered as well.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.301 v0.5.0
* * * First Change * * * *

4.4.4
Ciphering of NAS signalling messages

4.4.4.1
General

Ciphering of NAS messages is performed according to the negotiated security algorithm once a valid NAS security context exists; i.e. the NAS security mode control procedure has been successfully completed in the UE and the network.
4.4.4.2
Ciphering of NAS signalling messages in the UE

Except the messages listed below, no NAS signalling messages shall be processed by the receiving EMM entity or forwarded to the ESM entity, unless the NAS security mode control procedure has been successfully completed:

-
SECURITY MODE COMMAND; and

-
messages that are processed without integrity protection (see subclause 4.4.3.2).

Once ciphering is activated, the UE shall cipher all NAS messages, with the following exceptions: 

-
the ATTACH REQUEST and the SERVICE REQUEST shall be sent always unciphered;

-
if sent as initial NAS messages, the DETACH REQUEST and the TRACKING AREA UPDATING REQUEST shall be sent unchiphered; and
-
any message sent without integrity protection (see subclause 4.4.3.3) shall also be sent unciphered.
4.4.4.4 Ciphering of NAS signalling messages in the MME

Except the messages listed below, no NAS signalling messages shall be processed by the receiving EMM entity or forwarded to the ESM entity, unless the NAS security mode control procedure has been successfully completed:
-
SERVICE REQUEST;

-
DETACH REQUEST (if sent before security has been activated, or if sent as an initial message);
-
TRACKING AREA UPDATING REQUEST shall be sent unchiphered; and

-
messages that are processed without integrity protection (see subclause 4.4.3.3).

Once a security context has been established, the MME shall cipher all NAS messages sent to the UE, with the following exceptions:
-
the SECURITY MODE COMMAND message shall be sent always unciphered regardless of whether a security context exists; and
-
messages that are sent without integrity protection shall also be sent unciphered (see subclause 4.4.3.2).
* * * Third Change * * * *

5.4.3.3
NAS security mode command accepted by the UE

Upon receipt of the SECURITY MODE COMMAND message, the UE shall check whether the security mode command can be accepted or not. This is done by performing the integrity check of the message and by checking that the received UE security capabilities and the received UE nonce have not been altered compared to what the UE provided in the initial layer 3 message that triggered this procedure.

If the security mode command can be accepted and the KSIASME was included in the SECURITY MODE COMMAND message, the UE shall send a SECURITY MODE COMPLETE message integrity protected with the selected NAS integrity algorithm and the NAS integrity key based on the KASME indicated by the KSIASME. If the SECURITY MODE COMMAND message includes KSISGSN, MME nonce and UE nonce, the UE shall generate K'ASME from both nonces as indicated in 3GPP TS 33.401 [11] to check whether the SECURITY MODE COMMAND can be accepted or not.  If the MME selected a NAS ciphering algorithm different from the "null ciphering algorithm", the UE shall cipher the SECURITY MODE COMPLETE message with the selected NAS ciphering algorithm and the NAS ciphering key based on the KASME indicated by the KSIASME or fresh K'ASME.

From now on the UE shall cipher and integrity protect all NAS signalling messages with the selected NAS ciphering and NAS integrity algorithms, with the exception of those messages identified in clauses 4.4.3 and 4.4.4.

If the MME indicated in the SECURITY MODE COMMAND message that the IMEISV is requested, the UE shall include its IMEISV in the SECURITY MODE COMPLETE message.

* * * Fourth Change * * * *

9.3.1
Security header type
Bits 5 to 8 of the first octet of every EPS Mobility Management (EMM) message contain the Security header type IE. This IE includes control information related to the security protection of a NAS message. The total size of the Security header type IE is 4 bits.

The Security header type IE can take the values shown in Table 9.3.1.

Table 9.3.1: Security header type

	Security header type (octet 1)

	

	8
	7
	6
	5
	

	0
	0
	0
	0
	No security protection

	0
	0
	0
	1
	integrity protected NAS message

	0
	0
	1
	0
	Integrity protected and ciphered NAS message

	
	
	
	
	

	1
	1
	0
	0
	Security header for the SERVICE REQUEST message 

	
	
	
	
	

	1
	1
	0
	1
	These values are not used in this version of the protocol.

	To
	If received they shall be interpreted as ‘1100’. (NOTE)

	1
	1
	1
	1
	

	
	
	
	
	

	All other values are reserved.

	

	NOTE:
When bits 7 and 8 are set to '11', bits 5 and 6 can be used for future extensions of the SERVICE REQUEST message.
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