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1. Overall Description:

CT1 has studied SA3's stage 2 specification for the EPS security architecture and would like to inform SA3 about an issue CT1 found with the information flow for intersystem handover from GERAN/UTRAN to E-UTRAN (TS 33.401, v 8.1.1, subclause 9.2.1.1).

According to the description, it is assumed that during the handover resource reservation, the SGSN transfers the UE's EPC security capabilities in the Forward Relocation Request message in the MS network capability IE to the MME. The MME selects the NAS security algorithms and includes the information about the security algorithms, the KSI and key derivation parameter in the Handover Request to the target eNB. From there the information is sent transparently to the source BSS/RNC, and finally delivered to the UE.
CT1 would like to inform SA3 that especially for pre-Rel-8 SGSNs the assumption that the MS network capability information is forwarded without truncation cannot be taken for granted. Some SGSNs are storing only that part of the MS network capability that has been specified in a certain release of the specification. Information that has been added in a later release, like the EPC security capabilities, is discarded and can therefore not be provided to the target MME during the handover resource reservation.

The complete MS network capability will be provided to the target MME only after completion of the handover, when the UE performs a TAU to update its registration toward the MME.

CT1 would therefore like to ask SA3 to check whether a solution without explicit signalling of the EPC security capabilities between SGSN and MME is possible for Rel-8. The MME would assume that the UE is supporting only the default algorithms and select the NAS algorithms accordingly. 

CT1 intends to work together with CT4 on a solution for the Rel-8 standard to provide the MS network capability information between two core network nodes without truncation of data. When this solution has been rolled out in existing networks, it will be possible to support also other, "non-default" NAS security algorithms for intersystem handover from GERAN/UTRAN to E-UTRAN. 
2. Actions:

To TSG SA3.
ACTION: 
CT1 kindly asks SA3 to check whether a solution for intersystem handover from GERAN/UTRAN to E-UTRAN without explicit signalling of the EPC security capabilities is possible for Rel-8. 
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