3GPP TSG-SA4#51

Tdoc S4-080683
3rd – 7th November 2008, Shenzhen, P.R. China

Source:
Telefon AB LM Ericsson
Title:
Security Discussion for “IMS Controlled PSS and MBMS”
Document for:
Discussion & Agreement
Agenda Item:
8
1.
Introduction 
The Security framework for IMS controlled PSS and MBMS User Services is still an open issue. The intention is this document is to describe the general security concepts and the aspects to consider.
It seems to be agreed, that at least the MIKEY based key delivery (MSK & MTK) and the GBA procedures for user authentication are re-used from TS 33.346.

It is currently still under discussion, how the BMSC.UPF gets all necessary information to start MSK delivery for the service. 

It is currently also still under discussion, when and how the GBA procedures are triggered. 

2.
Discussion
2.1
Roles and responsibilities of functions

In the following, we first present the roles of the different functions.

The SCF provides service logic and functions required to support execution of such logic. It does service authorization during session initiation and session modification, which includes checking PSS and MBMS user's service subscription in order to allow or deny access to the service. In that sense, the SCF is one key function in the security procedures. 
The BM-SC.UPF provides and manages the key material for all MBMS User Services. The BMSC.UPF contains also the key distribution function (MSK & MTK). The BMSC.UPF must involve the SCF into the security decisions. 

GBA is used to authenticate the user and to create the shared secret (Ks) between Network and UE. The shared secret is used to derive the MUK, which is used to protect the service key. The MSK is the protected service key. The terminal must receive the MSKs for each user service.

As a BM-SC may serve both "IMS controlled MBMS users" and "native MBMS users", the BM-SC must be able to differentiate IMS from Non-IMS terminals.
2.2
General Procedure

The general procedure of access protected “IMS-Controlled” services is, the following:

1. UE finds the SSF and gets the list of available services. (this step is listed here for sake of completeness)
2. If a UE initiates a service by contacting the SCF. The SCF authenticates the user and authorizes the initiation request. The SCF informs the BMSC.UPF about its decision (hopefully a successful authorization). 
3. Depending on the realization, some intermediate steps are taken.

4. The BMSC.UPF has received all necessary information to start sending MSKs to the UE. BMSC.UPF requires a successful authorization from the SCF, a user service identifier (the actual service to get the keys for), and the IP Unicast address of the UE to deliver the MSKs to the UE. There are several ways to provide the BMSC.UPF with the required information.
2.3 
List of MBMS Security Procedures
The MBMS Security specification TS 33.246 defines the following set of security procedures. Equivalent procedures shall be supported in the context of IMS base PSS and MBMS US specification as well. These are:
· “MBMS User Service Registration procedure”: The user registers its IP unicast address with the BMSC to receive the MSKs for one or more services. The BMCS authenticates the user and authorizes access. 

· In the context of IMS based MBMS, the subscription is done and maintained in the IMS domain. The UE is authenticated by the IMS system during IMS registration so explicit authentication by BM-SC is not required. The SCF is responsible for authorization.

· “MBMS User Service Deregistration procedure”: reverting previous procedure. 

· In the context of IMS based MBMS, the IMS domain and in particular the SCF shall be able to revert registration and authorization.

· “Basic MSK request procedure”: The UE receives MBMS traffic, and would like to get a specific MSK for the traffic.  

· In the context of IMS based MBMS, once registered and authorized the UE should be able to receive the MSKs, but in case the UE notices that an MSK is missing, the UE can request the MSK via the SCF.

· “Missed key update procedure”: The UE receives MBMS traffic, and would like to get the MSKs for the traffic. The UE has missed the MSK update. The UE uses the “Basic MSK request” to get new MSKs

· Equivalent to the previous procedure.

· “BM-SC solicited pull procedure”: The BM-SC would like to trigger the UE that it needs to update the MSK:

· In the context of IMS based MBMS, this can will also trigger MSK refresh procedure...
2.4

Requirements to consider

The SCF shall be able to control that only authorized UEs get access to IMS controlled MBMS services. This shall also apply for Roaming Scenarions (BMSC.UPF s in visited networks).
If the BM-SC is providing both IMS controlled MBMS User Services and "native" MBMS User Services, it shall be able to differentiate between Non-IMS and IMS based Service requests.

The security procedures for PSS and MBMS services should be aligned as much as possible.
3
Ericsson’s Realization
The Ericsson Realization describes an alternative, where the NAF for the MBMS User Services is implemented in the SCF. Thus, the SCF fetches the GBA keys and gives them (with the IP Unicast address of the terminal) to the BM-SC.UPF. This is also the “authorization indication”. 
The advantage of combining the NAF with the SCF is, that the IMS system (and the Home operator) keeps control of authorizing users to access the content. The BMSC.UPF has the task to protect the content, but has no authority to authorize users to receive the content. This separation also simplifies deployments, where a BM-SC serves IMS and Non-IMS users.
Session initiation (User Service Registration)
This procedure is used to register a UE with a User Service.
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Figure 4 MBMS session initiation with key establishment

The SCF is responsible to provide the Ks_NAF, UE IP address and B-TID to the BM-SC.UPF at session establishement over interface 14. The BM-SC.KF can then use the Ks_NAF as MUK to proceed with MSK and MTK delivery procedure defined in 3GPP TS 33.246 [5]. 

It is assumed that the UE has received the EPG and that the UE has been registered and authenticated to IMS according to 3GPP TS 33.203 [yy], and that the UE has run GBA bootstrapping with the BSF as defined in 3GPP TS 33.220 [xx]. It is also assumed that the SCF resides in the home network and that network interfaces are protected with Network Domain Security (NDS/IP) as defined in 3GPP TS 33.210 [zz].
The procedure is as follows (only relevant information on the security procedures is shown):

· UE sends an INVITE to the SCF via the IM CN subsystem. The INVITE includes the identities of the requested MBMS user services (ServiceID) and B-TID. 

· The SCF performs a check based on stored subscription information whether the UE is authorized to access the requested MBMS user services. If yes, the procedure continues. If not, the procedure is terminated. 

· The SCF runs GBA usage procedure with the BSF to fetch the IMPU and Ks_NAF key corresponding to the UE. 

Editor's Note: A new Ua security protocol needs to be registered in 3GPP TS 33.220 for this purpose.

· SCF sends the MUK (i.e. Ks_NAF) along with ServiceID, IMPU and UE IP address to the BM-SC.UPF. 

· The BM-SC.UPF receives the POST message. As the POST message came from SCF, the BM-SC.UPF does not need to authenticate the UE as the UE has been authenticated by the IMS. Also, the POST message also indicates to the BM-SC.UPF that the SCF has authorized the UE to use the indicated MBMS User Service. 

The BM-SC.UPF stores the received information and it can now start sending MIKEY MSK (protected with MUK) to the UE for the indicated MBMS User Services according to TS 33.246.

· SCF indicates success to UE with 200 OK.

In case the UE is not anymore authorized to receive the service in question, e.g. due to end of subscription, the SCF sends a POST message to the BM-SC.UPF indicating that the UE is no more authorized to get key updates (Not shown in figure).

MSK refresh (Basic MSK Request)
The UE receives traffic, which is does not have the keys for. Also the “BM-SC solicited pull procedure” triggers the MSK refresh. 
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The procedure for MSK refresh is as follows:

· UE sends an RE-INVITE to the SCF via the IM CN subsystem. The INVITE includes the identities of the requested MSK keys. 

· The SCF performs a check whether the UE is authorized to access the requested MSKs  . If yes, the procedure continues. If not, the procedure is terminated. 

· SCF sends POST message with indication that this is MSK request, IMPU and to the BM-SC.UPF. 

· SCF indicates success to UE with 200 OK.

· The BM-SC.UPF sends the requested MIKEY MSK message to the UE.

Ks_NAF refresh
The GBA session (i.e. key Ks) has a limited lifetime. The GBA session may expire during service consumption and the terminal should asap create a new shared secret (Ks). In this case the UE shall run GBA again. The UE shall then run the Session Initiation procedure with RE-INVITE and the new B-TID (see the clause above). The network may use the “BM-SC solicited pull procedure” to trigger the UE to request new MSKs.
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