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INTRODUCTION

During CT1#55bis “CT1 agree[d] that in Rel-5, Rel-6, Rel7 and Rel-8 of IMS networks compliant to 3GPP TS 24.229 a DDOS attack can occur on the PSAP. The UE can request emergency service without the user’s consent or knowledge when the UE initiates a session (which results in a 380 being spoofed)”.

This document discusses some solutions for asserting that a message is not spoofed.

3GPP TS 24.229 CR series 2355 – 2358 and 2438 have in common that they require an emergency-related indication to be transmitted to the UE from a functional element (e.g. the P-CSCF) and that the indication must be trusted.
Trust can be achieved by asserting that such indicators are not transmitted in an untrusted manner or the UE can activelly determine whether a indicator can be trusted. If a UE determines whether a indicator can be trusted, new procedures are needed on the UE, causing impact on UEs present in the field. It would be undesirable if a solution was chosen that fails to protect UEs present in the field.
In the remainder some different flows are presented and evaluated. The flows have in common that the UE must ensure that the message is genuinly emergency related and not a spoofed message.
EXAMPLE FLOW 1: 380 (ALTERNATIVE SERVICE) RESPONSE
Figure 1 shows a possible flow where a UE makes a normal session request. The P-CSCF then determines the request is for emergency service and responds with a 380 (Alternative Service). Not all messages are shown
------ ----------   ----------
| UE | | P-CSCF |   | E-CSCF |
------ ----------   ----------
  | --> (1) |            |

  | <-- (2) |            |
  | <-- (3) |            |
Figure 1
The details of the signalling flows are as follows: 

1.
INVITE request (UE to P-CSCF) see example in table 1-1

UE requests a normal session setup with an emergency identifier in the R-URI.
Table 1-1: INVITE request (UE to P-CSCF)

INVITE tel:110;phone-context=+81 SIP/2.0

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]:1357;comp=sigcomp;branch=z9hG4bKnashds7

Max-Forwards: 70

Route: <sip:pcscf1.visited1.net:7531;lr;comp=sigcomp>, <sip:scscf1.home1.net;lr>

P-Preferred-Identity: "John Doe" <sip:user1_public1@home1.net>

P-Access-Network-Info: 3GPP-UTRAN-TDD; utran-cell-id-3gpp=234151D0FCE11

Privacy: none

From: <sip:user1_public1@home1.net>;tag=171828

To: <tel:110;phone-context=+81>

Call-ID: cb03a0s09a2sdfglkj490333 

Cseq: 127 INVITE

Require: sec-agree

Supported: precondition, 100rel, gruu, histinfo
Accept: application/sdp,application/3gpp-ims+xml
Proxy-Require: sec-agree

Security-Verify: ipsec-3gpp; q=0.1; alg=hmac-sha-1-96; ealg=aes-cbc; spi-c=98765432; spi-s=87654321; port-c=8642; port-s=7531

Contact: <sip:user1_public1@home1.net;gr=urn:uuid:f81d4fae-7dec-11d0-a765-00a0c91e6bf6;comp=sigcomp>

Allow: INVITE, ACK, CANCEL, BYE, PRACK, UPDATE, REFER, MESSAGE

Content-Type: application/sdp 

Content-Length: (…)

v=0

o=- 2987933615 2987933615 IN IP6 5555::aaa:bbb:ccc:ddd

s=-

c=IN IP6 5555::aaa:bbb:ccc:ddd 

t=0 0

m=audio 3456 RTP/AVP 97 96

b=AS:25.4

a=curr:qos local none

a=curr:qos remote none

a=des:qos mandatory local sendrecv

a=des:qos none remote sendrecv

a=inactive
a=rtpmap:97 AMR 

a=fmtp:97 mode-set=0,2,5,7; maxframes=2

a=rtpmap:96 telephone-event

2.
100 (Trying) response (P-CSCF to UE)


The P-CSCF responds to the INVITE request with a 100 (Trying) provisional response.
3.
380 (Alternative Service) response (P-CSCF to UE)


The P-CSCF determines that the request is a request for emergency services and responds, in this example, to the INVITE request with a 380 (Alternative Service) response. One or more of the following indicators can be used to determine if the response can be trusted:

-
a P-Asserted-Identity header field set to the SIP URI of the P-CSCF, which was inserted into the Path header during the registration of the user whose UE originated the request that is retargeted, is inserted; 
-
upon receipt of an INVITE with a known emergency identifier in the R-URI, the Via header is modified to include a token, in addition to any other procedures required by RFC 3261.
NOTE:
A P-CSCF would have to screen some SIP responses for presence of the token, and rewrite the Via header if needed.
NOTE:
RFC 3261 does not define the use of the Record-Route header field for the SIP 380 response.

Table 1-2: 380 response (P-CSCF to UE)

SIP/2.0 380 Alternative Service
Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]:1357;comp=sigcomp;branch=z9hG4bKnashds7;token
From: <sip:user1_public1@home1.net>;tag=171828

To: <tel:110;phone-context=+81>;tag=314159
P-Asserted-Identity: sip:term@pcscf1.visited1.net

Call-ID: cb03a0s09a2sdfglkj490333 

Cseq: 127 INVITE

Content-Length: (…)
Content-Type: application/3gpp-ims+xml;sv="1"
<3gpp-ims version="1">

  <alternative-service>

    <type>

      <emergency/>

    </type>

    <reason/>

  </alternative-service>

</3gpp-ims>

EXAMPLE FLOW 2: 1xx or 2xx RESPONSE TO REQUEST NOT PROPERLY MARKED AS EMERGENCY
Figure 2 shows a possible flow where a UE makes a normal session request. The P-CSCF then determines the request is for emergency services and retargets the request. Not all messages are shown

------  ---------- ----------   --------
| UE |  | P-CSCF | | E-CSCF |   | PSAP |
------  ---------- ----------   --------
  | --> (1)  |          |          |

  | <-- (2a) | --> (2c) |          |
  | <-- (2b) | <-- (3a) | --> (3b) |

  |          | <-- (4b) | <-- (4a) |

  | <-- (5)  |          |          |
Figure 2
1.
INVITE request (UE to P-CSCF) see example in table 1-1

UE requests a normal session setup with an emergency identifier in the R-URI.

2a.
100 (Trying) response (P-CSCF to UE)


The P-CSCF responds to the INVITE request with a 100 (Trying) provisional response.
2b.
181 (Call is being forwarded) response (P-CSCF to UE)


P-CSCF retargets the requests as emergency session setup with an emergency service URN according RFC 5031 in the R-URI. If histinfo is supported, the P-CSCF returns a 181 (Call is being forwarded) response including a History-Info header field, set to < tel:110;phone-context=+81>;index=1, <urn:service:sos.police>; index=1.1.
NOTE:
Returning a 181 (Call is being forwarded) response would require the P-CSCF to acts as a B2BUA.
NOTE:
histinfo in RFC 4244 would have to become one of the capabilities within main protocol.
-
upon receipt of an INVITE with a known emergency identifier in the R-URI, the Via header is modified to include a token, in addition to any other procedures required by RFC 3261.
NOTE:
A P-CSCF would have to screen some SIP responses for presence of the token, and rewrite the Via header if needed.
-
upon receipt of an INVITE with a known emergency identifier in the R-URI, Record-Route header field is modified to include the SIP URI of the P-CSCF, which was inserted into the Path header during the registration of the user whose UE originated the request, in addition to any other procedures required by RFC 3261.
NOTE:
A P-CSCF would have to screen some SIP responses for presence of the SIP URI of the P-CSCF, which was inserted into the Path header during the registration of the user, and rewrite Record-Route header field if needed.
2c.
INVITE request (P-CSCF to E-CSCF)


P-CSCF retargets the requests as emergency session setup with an emergency service URN according RFC 5031 in the R-URI. 
3a.
100 (Trying) response (E-CSCF to P-CSCF)


The P-CSCF responds to the INVITE request with a 100 (Trying) provisional response.
3b.
INVITE request (E-CSCF to PSAP)


E-CSCF routes the requests to a PSAP configured to handle emergencies of the indicated emergency type.

4a.
a response to the INVITE request (PSAP to E-CSCF)


PSAP responds to the request with e.g. a SIP 18x (Session Progress) or 200 OK.
NOTE:
Solutions that don’t introduce new requirements for the PSAP are preferred.

4b.
a response to the INVITE request (E-CSCF to P-CSCF)


E-CSCF routes the response to the P-CSCF after inserting a P-Asserted-Identity set to an emergency service URN according RFC 5031.
NOTE
In other configurations, where a CS-PSAP is connected, the MGCF can insert the a P-Asserted-Identity set to an emergency service URN according RFC 5031
5.
a response to the INVITE request (P-CSCF to UE) see example in table 2-1

P-CSCF routes the response to the UE after including an indicator enabling the UE to trust the indicator indicating that the normal session setup transmitted must be handled using emergency session procedures by the UE. One or more of the following indicators can be used to determine if the response can be trusted:
-
upon receipt of an INVITE with a known emergency identifier in the R-URI, the Via header is modified to include a token, in addition to any other procedures required by RFC 3261.
NOTE:
A P-CSCF would have to screen some SIP responses for presence of the token, and rewrite the Via header if needed.
-
the Record-Route header field is modified to include the SIP URI of the P-CSCF, which was inserted into the Path header during the registration of the user whose UE originated the request, in addition to any other procedures required by RFC 3261.
NOTE:
A P-CSCF would have to screen some SIP responses for presence of the SIP URI of the P-CSCF, which was inserted into the Path header during the registration of the user, and rewrite the Record-Route header field if needed.
Table 2-1: 183 response (P-CSCF to UE)

SIP/2.0 183 Session Progress

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]:1357;comp=sigcomp;branch=z9hG4bKnashds7;token
Record-Route: <sip:ecscf1.visited1.net:5088;lr>, <sip:term@pcscf1.visited1.net;lr>

P-Asserted-Identity: urn:service:sos.police
Privacy: none
From: <sip:user1_public1@home1.net>;tag=171828

To: <tel:110;phone-context=+81>;tag=314159

Call-ID: cb03a0s09a2sdfglkj490333 

Cseq: 127 INVITE

Content-Length: (…)
Content-Type: application/sdp

Require: 100rel, precondition

Contact: <sip:[5555::eee:fff:aaa:bbb]:8805;comp=sigcomp>

Allow: INVITE, ACK, CANCEL, BYE, PRACK, UPDATE, REFER, MESSAGE

RSeq: 9021
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EXAMPLE FLOW 3: INVITE REQUEST FOR PSAP CALL BACK SESSION
Figure 3 shows a possible flow where a UE makes a normal session request. The P-CSCF then determines the request is for emergency service and responds with a 380 (Alternative Service). Not all messages are shown. Optionally, the Contact header field can be modified according to draft-patel-ecrit-sos-parameter.
------ ---------- ---------- ---------- --------
| UE | | P-CSCF | | S-CSCF | | P-CSCF | | PSAP |
------ ---------- ---------- ---------- --------
  |         |          |          | <-- (1) |

  |         | <-- (2b) | <-- (2a) |         |
  | <-- (3) |          |          |         |
Figure 3
1.
INVITE request (PSAP to P-CSCF) see example in table 3-1

PSAP requests a normal session setup with an emergency indicator. Optionally, the Contact header field can be modified according to draft-patel-ecrit-sos-parameter.
Table 1-1: INVITE request (PSAP to P-CSCF)

INVITE sip:user1_public1@home1.net;gr=urn:uuid:f81d4fae-7dec-11d0-a765-00a0c91e6bf6 SIP/2.0

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]:1357;comp=sigcomp;branch=z9hG4bKnashds7

Max-Forwards: 70

Route: <sip:pcscf1.home1.net:7531;lr;comp=sigcomp>, <sip:scscf1.home1.net;lr>

P-Access-Network-Info: 3GPP-UTRAN-TDD; utran-cell-id-3gpp=234151D0FCE11

Privacy: none

From: <urn:service:sos.police>;tag=171828

To: <sip:user1_public1@home1.net>

Call-ID: cb03a0s09a2sdfglkj490333 

Cseq: 127 INVITE

Require: sec-agree

Supported: precondition, 100rel, gruu

Accept: application/sdp,application/3gpp-ims+xml
Proxy-Require: sec-agree

Security-Verify: ipsec-3gpp; q=0.1; alg=hmac-sha-1-96; ealg=aes-cbc; spi-c=98765432; spi-s=87654321; port-c=8642; port-s=7531

Contact: <sip:psap1_public1@home1.net;gr=urn:uuid:2ad8950e-48a5-4a74-8d99-ad76cc7fc74c;comp=sigcomp>

Allow: INVITE, ACK, CANCEL, BYE, PRACK, UPDATE, REFER, MESSAGE

Content-Type: application/sdp 

Content-Length: (…)

v=0

o=- 2987933615 2987933615 IN IP6 5555::aaa:bbb:ccc:ddd

s=-

c=IN IP6 5555::aaa:bbb:ccc:ddd 

t=0 0

m=audio 3456 RTP/AVP 97 96

b=AS:25.4

a=curr:qos local none

a=curr:qos remote none

a=des:qos mandatory local sendrecv

a=des:qos none remote sendrecv

a=inactive
a=rtpmap:97 AMR 

a=fmtp:97 mode-set=0,2,5,7; maxframes=2

a=rtpmap:96 telephone-event

2.
INVITE request (P-CSCF to S-CSCF, to P-CSCF)


Per 3GPP TS 24.229 procedures, the PSAP’s P-CSCF inserts the P-Asserted-Identity and forwards the request to the S-SCSF which forwards the request to a P-CSCF. Essentially, a P-Asserted-Identity containing an emergency service URN according to RFC 5031 is included. The user’s P-CSCF may modify:
-
the Via header field or Record-Route header field to include a token or the SIP URI of the P-CSCF. respectivelly, where the SIP URI corresponds to one which was inserted into the Path header during the registration of the user whose UE originated the request, in addition to any other procedures required by RFC 3261.

NOTE:
A P-CSCF would have to screen some SIP responses for presence of a token or the SIP URI of the P-CSCF, which was inserted into the Path header during the registration of the user, and rewrite the Via header field or Record-Route header field if needed.
3.
INVITE request (P-CSCF to UE)


The UE recognizes the INVITE request as a PSAP call back INVITE request based on:
-
a P-Asserted-Identity header field set to a service URN according to RFC 5031;
-
a Record-Route header field or Via header field including a SIP URI of the P-CSCF or a token, respectively. The value of the Record-Route or Via header field could be set to the SIP URI of the P-CSCF, which was inserted into the Path header during the registration of the user whose UE is targeted;

Evaluation
Two methods of trust have been indicated:

a)
asserting that the network shall not deliver spoofed SIP messages of certain kind (network based screening);
b)
asserting that a SIP message is transmitted from the indicated UAC or UAS (UE based filterting).
When applied to the case of preventing spoofed SIP 380 (Alternative Service), the advantage of method a) is that no legacy IMS UEs need to be modified.

Method b) applies in cases where an action is expected from the UE upon receiving a trusted indication that an undetected emergency services request was detected or upon receipt of a PSAP call back request. The three approaches are briefly evaluated in the remainder have been demonstrated in this document.
Approach 1: PAI based
In the case asserting the trustworthiness of a 380 (Alternative Service) response, placing a well known value in the P-Asserted-Identity header field requires no IETF work.

If needed, for incoming messages, the user’s P-CSCF will need to deny use of the well known value in the P-Asserted-Identity header field.

In the cases of initiating a PSAP session call back or a transmitting a backwards direction emergency indication, except for placing an emergency service URN as a value in the P-Asserted-Identity header field, no new internet-drafts need to be referenced; recent discussion in IETF suggests that draft-ietf-sipping-update-pai may lift the restriction of only accepting values of URI schemes of ‘SIP’ (,’SIPS’) or ‘tel’. 
Alternatively, a URI corresponding to a well known emergency service number could be inserted. E.g. 3GPP TS 22.010 specifies that “911” and “112” are recognized by all MEs. Multiple emergency service identifiers can be included, including at least one well known one.
This assumes that:

-
in the case of requesting a PSAP call back session, any IM CN subsystem entities involved are in one and the same trust domain for asserting identity.
Approach 2: Record-Route or Via based

A Record-Route header field can be placed in a SIP 18x or 2xx responses as well as initial INVITE requests. A proxy can modify the Record-Route header field.
A Via header field can also be used in 3xx responses. However, a proxy role of the P-CSCF would gave to modify the Via header field value and include some token prior to a UAS role of the P-CSCF copying the Via header field into e.g. a 380 (Alternative Service) response. It is likely definition of the token requires IETF work. At the time of writing the author is not aware of such work having been initiated.

For incoming messages, the user’s P-CSCF will need to deny use of the token (in the Via header field) or its SIP URI (if already present in the Record-Route header field), where the SIP URI which was inserted into the Path header during the registration of the UE to which the SIP response is to be routed. For example, if needed, the P-CSCF may rewrite the Record-Route header such that its SIP URI does not match the one inserted into the Path header during the registration of the UE (i.e. such that it does not include an indication (see NOTE) that requests routed in this direction of the P-CSCF (i.e. from the S-CSCF towards the P-CSCF) are expected to be treated as for the UE-terminating case). Or, the P-CSCF might rewrite the Via header field value such that it doesn’t not include the token, if needed
NOTE:
The indication, that requests routed in this direction of the P-CSCF are expected to be treated as for the UE-terminating case, may e.g. be in a parameter in the URI, a character string in the user part of the URI, or be a port number in the URI.
Approach 3: History-Info based

The History-Info approach only applies to the undetected emergency service request case or transmitting a backwards direction emergency indication case. The user’s P-CSCF will need to deny use of the History-Info containing a “sos” service URN according to RFC 5031 if encountered in non-emergency SIP 181 (Call is Being Forwarded) responses. The user’s UE must support RFC 4244 and indicate “histinfo” in the Supported header field.
Alternatively, the History-Info header field can be included as a body of content type message/sipfrag or the whole retargeted INVITE request can be included as a body of type message/sip into the SIP 181 (Call is Being Forwarded) response. The P-CSCF could originate a SIP 181 (Call is Being Forwarded) upon retargeting (as discussed in C1-084275). 

CONCLUSION

This document contains some different solutions for addressing two different questions:

1)
how to ensure a UE does not make emergency call attempts when spoofed 380 (Alternative Service) responses are transmitted; and

2)
how to ensure a UE can trust an indication that a SIP message is either a SIP response indicating a undetected emergency call attempt was detected or a SIP request indicating a PSAP call back session is requested.

The following general considerations apply:

-
a solution should not make requirements on the PSAP;  and

-
a solution should be timely given that Rel-8 is becoming slushy.

The following considerations apply when selecting a solution for question 1):

-
if pre-Rel-8 UEs or Rel-8 UEs interacting with a pre-Rel-8 P-CSCF must be prevented from making emergency call attempts when spoofed 380 (Alternative Service) responses are transmitted, UE sections of other releases of 3GPP TS 24.229 must be CR-ed. If impacting the UE is considered impractical for pre-Rel-8 UEs, method b) is less attractive. It is Research in Motion’s view that method a) applies.

The following considerations apply when selecting a solution for question 2):

-
requirements for recognizing PSAP call back session requests exist since Rel-7 and requirements for recognizing a that a undetected emergency call was detected exist since Rel-8. In order to filter normal responses/requests from emergency responses/requests, a trusted indicator needs to be present in the response/request; 
-
Research in Motion continues to have a slight preference for the PAI based approach.
