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1. Introduction
The CR proposes abnormal cases in UE and network side during handling of ESM procedures.

2. Reason for Change
The following abnormal cases in the UE are not currently addressed in TS 24.301:

· Receiving an ACTIVATE DEFAULT/DEDICATED EPS BEARER CONTEXT REQUEST message when UE is in BEARER CONTEXT ACTIVE state

· PTI mismatch in ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message

· Collision of UE requested bearer resource allocation procedure and EPS bearer context deactivation procedure

3. Conclusions

The above mentioned cases and clarification should be addressed in TS 24.301 along with the associated cause value #101 (from TS 24.008).

4. Proposal

It is proposed to agree to the following changes to 3GPP TS 24.301 v1.1.1..
* * * First Change * * * *

6.3
General on elementary ESM procedures
…
6.3.2
Abnormal cases in the UE
The following generic abnormal case can be identified:

a)
ESM uplink message transmission failure indication by lower layers


If lower layers indicate a TAI change, but the current TAI is not in the TAI list, the ESM procedure shall be aborted and re-initiated after successfully performing a tracking area updating procedure.


If lower layers indicate a TAI change, but the current TAI is still part of the TAI list, it is up to the UE implementation how the ESM procedure is re-initiated.


If lower layers indicate the TAI has not changed, it is up to the UE implementation how the ESM procedure is re-initiated.

NOTE:
The ESM procedure can typically be re-initiated using a retransmission mechanism of the uplink message (the one that has previously failed to be transmitted) with new sequence number and message authentication code information thus avoiding to restart the whole procedure.
b)  If the UE receives an ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST or ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST message for an EPS bearer which is in BEARER CONTEXT ACTIVE state, the UE shall send an ESM STATUS message with cause value #101, "Message not compatible with the protocol state".

c)  If the UE receives a MODIFY EPS BEARER CONTEXT REQUEST or DEACTIVATE EPS BEARER CONTEXT REQUEST message for an EPS bearer which is in BEARER CONTEXT INACTIVE state, the UE shall send ESM STATUS message with cause value #101, "Message not compatible with the protocol state".

* * * Next Change * * * *
6.4
Network initiated ESM procedures

6.4.1
Default EPS bearer context activation procedure
….
6.4.1.5
Abnormal cases in the UE
The following abnormal cases can be identified:

a)
Default EPS bearer context activation request for an already activated default EPS bearer context:


If the UE receives an ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message with an EPS bearer identity identical to the EPS bearer identity of an already activated default EPS bearer context, the UE shall locally deactivate the existing default EPS bearer context and all the associated dedicated EPS bearer contexts, if any, and proceed with the requested default EPS bearer context activation.

b)
Default EPS bearer context activation request for an already activated dedicated EPS bearer context:


If the UE receives an ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message with an EPS bearer identity identical to the EPS bearer identity of an already activated dedicated EPS bearer context, the UE shall locally deactivate the existing dedicated EPS bearer context and proceed with the requested default EPS bearer context activation.
c)
PTI mismatch:


If the PTI indicated in the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST does not match any PTI used in the UE, the UE shall respond with an ACTIVATE DEFAULT EPS BEARER CONTEXT REJECT with the EPS bearer identity associated with this PTI.
* * * Next Change * * * *

6.4
Network initiated ESM procedures

….

6.4.3
EPS bearer context modification procedure

….

6.4.3.4
EPS bearer context modification not accepted by the UE

Upon receipt of the MODIFY EPS BEARER CONTEXT REQUEST message, the UE may reject the request from the MME by sending a MODIFY EPS BEARER CONTEXT REJECT message to the MME. The message shall include the EPS bearer identity and a cause value indicating the reason for rejecting the EPS bearer context modification request.


The MODIFY EPS BEARER CONTEXT REJECT message shall contain a cause code that typically indicates one of the following causes:
#26:
insufficient resources;

#41:
semantic error in the TFT operation;

#42:
syntactical error in the TFT operation;

#44:
semantic error(s) in packet filter(s);

#45:
syntactical error(s) in packet filter(s);

#46:
EPS bearer context without TFT already activated; or

#95 – 111:
protocol errors.

The UE shall check the TFT in the request message for different types of TFT IE errors as follows:

-
semantic errors in the TFT operations;

-
syntactical errors in the TFT operations;

-
semantic errors in packet filters; and

-
syntactical errors in packet filters,

as indicated in 3GPP TS 24.008 [6], subclause 6.1.3.3.3, and shall reject the request message if TFT IE errors are detected.

Upon receipt of the MODIFY EPS BEARER CONTEXT REJECT message in state BEARER CONTEXT MODIFY PENDING, the MME shall stop the timer T3486, enter the state BEARER CONTEXT ACTIVE and abort the EPS bearer context modification procedure.

6.4.3.5
Abnormal cases in the UE

The following abnormal cases can be identified:

a)  If the PTI indicated in the MODIFY EPS BEARER CONTEXT REQUEST does not match any PTI used in the UE, the UE shall respond with a MODIFY EPS BEARER CONTEXT REJECT with the EPS bearer identity associated with this PTI.

* * * Next Change * * * *

6.5
UE requested ESM procedures

6.5.1
UE requested PDN connectivity procedure

….

6.5.1.2
UE requested PDN connectivity procedure initiation
In order to request connectivity to the default PDN in the attach procedure, the UE shall send a PDN CONNECTIVITY REQUEST message combined with ATTACH REQUEST message to the MME and enter the state PROCEDURE TRANSACTION PENDING for the PTI used. The UE shall not include any APN in the PDN CONNECTIVITY REQUEST message.

In order to request connectivity to an additional PDN, the UE shall send a PDN CONNECTIVITY REQUEST message to the MME, start timer T3482 and enter the state PROCEDURE TRANSACTION PENDING for the PTI used. This message shall include the requested APN, if available. In the PDN type information element the UE shall indicate the IP version capability of the IP stack associated with the UE as specified in subclause 6.4.1

The UE shall set the request type to "initial attach" when the UE is establishing connectivity to a PDN for the first time, i.e. when it is an initial attach to that PDN. The UE shall set the request type to "handover" when the connectivity to a PDN is established upon handover from a non-3GPP access network and the UE was connected to that PDN before the handover to the 3GPP access network.
If the UE supports DSMIPv6, the UE may include a request for obtaining the IPv6 address and optionally the IPv4 address of the home agent in the Protocol configuration options IE in the PDN CONNECTIVITY REQUEST message. The UE may also include a request for obtaining the IPv6 Home Network Prefix.

The UE may set the ESM information transfer flag in the PDN CONNECTIVITY REQUEST message to indicate that it has ESM information, i.e. protocol configuration options, APN, or both, that needs to be sent after the NAS signalling security has been activated between the UE and the MME.

* * * Next Change * * * *

6.5
UE requested ESM procedures

…..

6.5.3
UE requested bearer resource allocation procedure
…….
6.5.3.5
Abnormal cases in the UE

The following abnormal cases can be identified:

a)
Expiry of timer T3480:


On the first expiry of the timer T3480, the UE shall resend the BEARER RESOURCE ALLOCATION REQUEST and shall reset and restart timer T3480. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3480, the UE shall abort the procedure, release the PTI allocated for this activation and enter the state PROCEDURE TRANSACTION INACTIVE.
b) Collision of UE requested bearer resource allocation procedure and EPS bearer context deactivation procedure:

When the UE receives a DEACTIVATE EPS BEARER CONTEXT REQUEST message during a UE requested bearer resource allocation procedure, and the EPS bearer indicated in the DEACTIVATE EPS BEARER CONTEXT REQUEST message is same as the EPS bearer of the default bearer for which UE has requested bearer resource allocation procedure, the UE shall abort the bearer resource allocation procedure.
* * * Next Change * * * *

9.9.4.2
ESM cause

The purpose of the ESM cause information element is to indicate the reason why a session management request is rejected.

The ESM cause information element is coded as shown in figure 9.9.4.2.1 and table 9.9.4.2.1.

The ESM cause is a type 3 information element with 2 octets length.

	8
	7
	6
	5
	4
	3
	2
	1
	

	ESM cause IEI
	octet 1

	Cause value
	octet 2


Figure 9.9.4.2.1: ESM cause information element

Table 9.9.4.2.1: ESM cause information element

	Cause value (octet 2)

	

	Bits

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	1
	1
	0
	1
	0
	1
	
	ESM information not received

	0
	1
	1
	0
	1
	1
	1
	1
	
	Protocol error, unspecified

	0
	1
	1
	0
	0
	1
	0
	1
	
	Message not compatible with the protocol state

	
	
	
	
	
	
	
	
	
	

	Any other value received by the mobile station shall be treated as 0110 1111, "Protocol error, unspecified". Any other value received by the network shall be treated as 0110 1111, "Protocol error, unspecified".

	


Editor's note: The coding of the other cause values is FFS.

* * * End of Changes * * * *

