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Introduction

At CT1# 55-bis, InterDigital had a contribution (C1-083747), where a generic approach was suggested for the tunnelling of the NAS messages. The idea was to define a single procedure for carrying NAS application messages, over the SGs interface, that are only to be created and analyzed by the UE and the VLR, instead of constraining the procedure to the tunnelling of the SMS messages only. InterDigital’s intention was simply to avoid the duplication of specification work for the future releases of TS 24.301 as well as TS 29.118. 

Some CT1 delegates showed reluctance about the proposed way forward in C1-083747. During the follow-up discussions, especially the offline ones, it became clear to us that a detailed explanation of the suggested mechanism would, indeed, be necessary to address all the questions (and perhaps associated confusion). This paper serves, therefore, as an attempt to describe the involved steps of the basic idea. Below, we try to break it down to several bullets in order to make it easier to agree upon different elements of the entire idea.

Technical Description

1. It is our understanding that the SMS messages shall be sent as “Security Protected NAS Messages”. Therefore, they will then follow the message format according to figure 9.1.2 (see below) from TS 24.301.
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Figure 9.1.2: General message organization example for a security protected NAS message
    It is also our understanding that the “NAS Message”, which starts from octet  

    7, can be either an EMM or an ESM message.

2. In addition, according to the Stage 2 description of the SMS flow diagrams in TS 23.272, the SMS messages are sent as “UL/DL NAS Transport” between the UE and the MME. As a consequence, in the UL direction, this means that the EMM entity in the MME is supposed to check the message type and if the type is the UL-NAS-Transport then it only adopts a “relay” functionality for the SMS messages and sends them to the VLR.

3. Assuming that the above stated sections (i.e. 1 & 2) are acceptable to everyone, we believe that the structure of “UL/DL NAS Transport” messages would be as follows:
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Figure 1: Message structure for UL/DL NAS Transport

We are also under the impression that the UL/DL NAS Transport messages will belong to the EMM messages group. That is why the code point of the PD in octet 7 shall indicate “EMM”. 

4. As we can see, the Message Type in octet 8 indicates a “transport” (i.e. transparent) message. Our interpretation of the stage 2 description and the current TS 24.301 is that the EMM entity in the MME shall not analyze the content of the message. If the message is sent by the UE, the MME shall then extract the NAS message (starting from octet 9) and send it to the VLR as the “NAS Message Container” in the “SGsAP-UL-UNITDATA”. For the other direction, in case the MME receives an “SGsAP-DL-UNITDATA” message from the VLR, the MME shall extract the “NAS Message Container” and send it to the UE using the message format according to the Figure 1. 

5. The message structure shown in Figure 1 encompasses both the security aspect of NAS message and the NAS message definition in the current 24.301. Hence, no specification change is needed. Moreover, this structure also ensures the format compatibility for EMM encapsulated CM messages between the UE and the VLR, which is a forward compatible approach. Therefore, we believe that CT1 can adopt a generic approach for “tunneling/encapsulation” of the “NAS/CM” messages as opposed to having the mechanism defined solely for SMS messages.

Conclusion

Judging from the bullets presented in the Technical Description above, we do not see any technical justification to constrain the tunnelling/encapsulation mechanism to the SMS messages only. Therefore, our proposal would be to define a generic procedure for the tunnelling/encapsulation of the NAS/CM messages, which obviously applies to the SMS messages as well. Note that this approach ensures forward compatibility in case the SA and CT committees e.g. decide to define the same procedures for other CM (or even other application) entities as the one defined for SMS in CSFB. 
