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1. Introduction
This pseudo CR introduces editorial changes to the authentication procedure.  It also introduces text to clarify the reference to messages and information elements.

2. Reason for Change

The current authentication procedure refers to values in information elements and messages without specifically identifying the information element of the message in which that information element is present.

3. Proposal

It is proposed to agree the following changes to 3GPP TS <24.301>.

* * * First Change * * * *

5.4.2
Authentication procedure

5.4.2.1
General

The purpose of the EPS authentication and key agreement (AKA) procedure is to provide mutual authentication between the user and the network as well as E-UTRAN key setting (see 3GPP TS 33.401 [11]). The cases when the EPS AKA procedure should be used are defined in 3GPP TS 33.401 [11].

The EPS AKA procedure is always initiated and controlled by the network. However, the UE can reject the EPS authentication challenge sent by the network.

The UE shall only support the EPS authentication challenge if a USIM is present in the UE.

An EPS security context is established in the UE and the network when an EPS authentication is successfully completed. During a successful EPS authentication, the CK and IK keys are computed. CK and IK are then used as key material to compute a new key, KASME. KASME is stored in the EPS security contexts (see 3GPP TS 33.401 [11]) of both the network and the UE, and is the root for the EPS integrity protection and ciphering key hierarchy.

5.4.2.2
Authentication initiation by the network

When a NAS signalling connection exists, the network can initiate an authentication procedure at any time. The network initiates the authentication procedure by sending an AUTHENTICATION REQUEST message to the UE and starting the timer T3460. The AUTHENTICATION REQUEST message contains the parameters necessary to calculate the authentication response (see 3GPP TS 33.401 [11]).

5.4.2.3
Authentication response by the UE

The UE shall respond to an AUTHENTICATION REQUEST message. With the exception of the cases described in subclause 5.4.2.6, the UE shall process the authentication challenge data and respond with an AUTHENTICATION RESPONSE message to the network.

Upon a successful EPS authentication challenge, the new KASME calculated from the authentication challenge data shall overwrite the previous KASME  in both the UE and the network.

Internal to the UE the USIM will compute the authentication response (RES) using the authentication challenge data received from the ME, and pass RES to the ME.
Editor's note: It is FFS how to avoid synchronisation failure during the authentication procedure.

In order to avoid a synchronisation failure, when the UE receives an AUTHENTICATION REQUEST message, the UE shall store the RAND value received in the 'Authentication parameter RAND' information element of the AUTHENTICATION REQUEST message together with the RES (Result of the security calculation) returned from the USIM in the volatile memory. When the UE receives a subsequent AUTHENTICATION REQUEST message, if the stored RAND value is equal to the new received RAND value in the 'Authentication parameter RAND' information element in the AUTHENTICATION REQUEST message, then the UE shall not pass the RAND to the USIM, but shall send the AUTHENTICATION RESPONSE message with the stored RES in the 'Authentication response parameter' information element. If there is no valid stored RAND in the UE or the stored RAND is different from the new received value in the 'Authentication response parameter' information element in AUTHENTICATION REQUEST message, the UE shall pass the RAND to the USIM, shall override any previously stored RAND and RES with the new ones and start, or reset and restart timer T3416.

The RAND and RES values stored in the UE shall be deleted and timer T3416, if running, shall be stopped:

-
upon receipt of a

-
SECURITY MODE COMMAND,

-
SERVICE REJECT,

-
TRACKING AREA UPDATE ACCEPT, or

-
AUTHENTICATION REJECT message;

-
upon expiry of timer T3416; or

-
if the UE enters the EMM state EMM-DEREGISTERED or EMM-NULL.

5.4.2.4
Authentication completion by the network

5.4.2.4.1
Authentication response received by the network

Upon receipt of an AUTHENTICATION RESPONSE message from the UE, the network stops the timer T3460 and checks the correctness of RES the value of which is in the  'Authentication response parameter' information element of the AUTHENTICATION RESPONSE message. (see 3GPP TS 33.401 [11]).

Upon receipt of an AUTHENTICATION FAILURE message, the network stops the timer T3460. In the Synch failure case (EMM cause value 'Synch failure' as defined in table 9.9.3.7.1), the core network may renegotiate with the HSS/AuC and provide the UE with new authentication parameters.

5.4.2.4.2
EPS key identification

The security parameters for authentication, integrity protection and ciphering are tied together in sets and identified by the Key Set Identifier (KSIASME). The relationship between the security parameters is defined in 3GPP TS 33.401 [11].
The KSIASME is assigned by the network and passed with the AUTHENTICATION REQUEST message in the 'NAS key set identifierASME ' information element, to the UE to enable the start of ciphering and integrity protection of NAS signalling at the next establishment of a NAS signalling connection without executing a new authentication procedure.
If an authentication procedure has been completed successfully and the related KSIASME is stored in the EPS security context of the network, the network shall include a different KSIASME value in the 'NAS key set identifierASME ' information element of the AUTHENTICATION REQUEST message when it initiates a new authentication procedure.

The UE stores the KSIASME along with the KASME, the EPS NAS ciphering key and the EPS NAS integrity key in its EPS security context. In the initial NAS message the UE sends the effective KSIASME value in the 'NAS key set identifierASME ' information element back to the network. The network may start ciphering and integrity protection with the stored EPS NAS ciphering key and EPS NAS integrity key (under the restrictions given in 3GPP TS 33.401 [11]) if the KSIASME stored in the network and the one sent by the UE  in the 'NAS key set identifierASME ' information element are equal.
In the present document, when the UE is required to delete a KSIASME, the UE shall set the KSIASME to the value "no key is available" and also consider the associated KASME, EPS NAS ciphering key and EPS NAS integrity key invalid (i.e. the EPS NAS security context associated with the KSIASME as no longer valid).

NOTE:
In some specifications the term ciphering key sequence number might be used instead of the term Key Set Identifier (KSI).

5.4.2.5
Authentication not accepted by the network

If the authentication response carried in the 'Authentication response parameter' information element returned by the UE is not valid, the network response depends upon the type of identity carried in the 'Old GUTI or IMSI' information element used by the UE in the initial NAS message, that is:

-
if the GUTI was used; or
-
if the IMSI was used.

If the GUTI was used, the network should initiate an identification procedure. If the IMSI given by the UE in the 'Mobile identity' information element of the 'Identity response' message during the identification procedure differs from the IMSI the network had associated with the GUTI, the authentication should be restarted with the correct parameters. Otherwise, if the IMSI provided by the UE in the 'Mobile identity' information element of the 'Identity response' message is the same as the IMSI stored in the network (i.e. authentication has really failed), the network should proceed as described below.

If the IMSI carried in the 'Mobile identity' information element of the 'Identity response' message was used for identification in the initial NAS message, or the network decides not to initiate the identification procedure after an unsuccessful authentication procedure, the network should send an AUTHENTICATION REJECT message to the UE.

Upon receipt of an AUTHENTICATION REJECT message, the UE shall set the update status to EU3 ROAMING NOT ALLOWED, delete the stored GUTI, TAI list, last visited registered TAI and KSIASME. The USIM shall be considered invalid until switching off the UE or the UICC containing the USIM is removed.

If the AUTHENTICATION REJECT message is received by the UE, the UE shall abort any EMM signalling procedure, stop any of the timers T3410, T3417 or T3430 (if running) and enter state EMM-DEREGISTERED.

5.4.2.6
Authentication not accepted by the UE

In an EPS authentication challenge, the UE shall check the authenticity of the core network by means of the AUTN parameter received in the 'Authentication parameter AUTN' information element of the AUTHENTICATION REQUEST message. This enables the UE to detect a false network.

During an EPS authentication procedure, the UE may reject the core network due to an incorrect AUTN parameter received in the 'Authentication parameter AUTN' information element of the AUTHENTICATION REQUEST message (see 3GPP TS 33.401 [11]). This parameter contains two possible causes for authentication failure:

a)
MAC code failure:


If the UE finds the MAC code (supplied by the core network in the 'Authentication parameter AUTN' information element of the AUTHENTICATION REQUEST message) to be invalid, the UE shall send an AUTHENTICATION FAILURE message to the network, with the 'Authentication failure parameter' set to 'MAC failure'. The UE shall then follow the procedure described in subclause 5.4.2.7 (c).

b)
SQN failure:


If the UE finds the SQN (supplied by the core network in the 'Authentication parameter AUTN' information element of the AUTHENTICATION REQUEST message) to be out of range, the UE shall send an AUTHENTICATION FAILURE message to the network, with the 'EMM cause' information element set to  'Synch failure' and a re-synchronization token AUTS provided by the USIM (see 3GPP TS 33.102 [10]). The UE shall then follow the procedure described in subclause 5.4.2.7 (d).

Editor's note: It is FFS under which conditions, if any, the UE will accept a UMTS authentication challenge via E‑UTRAN.

If the UE returns an AUTHENTICATION FAILURE message to the network, the UE shall delete any previously stored RAND and RES and shall stop timer T3416, if running.

5.4.2.7
Abnormal cases

a)
Lower layer failure:


Upon detection of lower layer failure before the AUTHENTICATION RESPONSE is received, the network shall abort the procedure.

b)
Expiry of timer T3460:


The network shall, on the first expiry of the timer T3460, retransmit the AUTHENTICATION REQUEST and shall reset and start timer T3460. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3460, the network shall abort the authentication procedure and any ongoing EMM specific procedure and release the NAS signalling connection.

c)
Authentication failure (reject cause "MAC failure"):


The UE shall send an AUTHENTICATION FAILURE message, with the "EMM cause information element set to "MAC failure" according to subclause 5.4.2.6, to the network and start timer T3418. Furthermore, the UE shall stop any of the retransmission timers that are running (e.g. T3410, T3417, T3421 or T3430). Upon the first receipt of an AUTHENTICATION FAILURE message from the UE with  the 'EMM cause' information element value set to "MAC failure", the network may initiate the identification procedure described in subclause 5.4.4. This is to allow the network to obtain the IMSI from the UE. The network may then check that the GUTI found in the 'Mobile identity' information element of the identity response message originally used in the authentication challenge corresponded to the correct IMSI. Upon receipt of the IDENTITY REQUEST message from the network, the UE shall send the IDENTITY RESPONSE message.

NOTE 1:
Upon receipt of an AUTHENTICATION FAILURE message from the UE with the 'EMM cause' information element set to  "MAC failure", the network may also terminate the authentication procedure (see subclause 5.4.2.5).


If the GUTI/IMSI mapping in the network was incorrect, the network should respond by sending a new AUTHENTICATION REQUEST message to the UE. Upon receiving the new AUTHENTICATION REQUEST message from the network, the UE shall stop the timer T3418, if running, and then process the challenge information as normal.


If the network is validated successfully (an AUTHENTICATION REQUEST that contains a valid SQN and MAC is received), the UE shall send the AUTHENTICATION RESPONSE message to the network and shall start any retransmission timers (e.g. T3410, T3417, T3421 or T3430) if they were running and stopped when the UE received the first failed AUTHENTICATION REQUEST message.


If the UE receives the second AUTHENTICATION REQUEST while T3418 is running, and the MAC value found in the 'Authentication parameter AUTN' information element cannot be resolved or the message contains an EPS authentication challenge indicated by the presence of the 'Authentication parameter RAND' information element and the ' Authentication parameter AUTN' information element,, the UE shall follow the procedure specified in this subclause (c), starting again from the beginning. If the SQN is invalid, the UE shall proceed as specified in (d).


It can be assumed that the source of the authentication challenge is not genuine (authentication not accepted by the UE) if any of the following occur:

-
after sending the AUTHENTICATION FAILURE message with the 'EMM cause' information element set to "MAC failure" the timer T3418 expires;

-
the UE detects any combination of the authentication failures: "MAC failure" and "invalid SQN", during three consecutive authentication challenges (AUTHENTICATION REQUEST message). The authentication challenges shall be considered as consecutive only, if the authentication challenges causing the second and third authentication failure are received by the UE, while the timer T3418 or T3420 started after the previous authentication failure is running.


When it has been deemed by the UE that the source of the authentication challenge (AUTHENTICATION REQUEST message) is not genuine (i.e. authentication not accepted by the UE), the UE shall proceed as described in (e).
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Figure 5.4.2.7.1: Authentication Failure Procedure (reject cause "MAC failure")
d)
Authentication failure ('EMM cause' information element set to "synch failure"):


The UE shall send an AUTHENTICATION FAILURE message, with the 'EMM cause' information element set to "synch failure", to the network and start the timer T3420. Furthermore, the UE shall stop any of the retransmission timers that are running (e.g. T3410, T3417, T3421 or T3430). Upon the first receipt of an AUTHENTICATION FAILURE message from the UE with the 'EMM cause' information element set to "synch failure", the network shall use the returned 'Authentication failure parameter' information element in the AUTHENTICATION FAILURE message, to re-synchronise. The re-synchronisation procedure requires the MME to delete all unused authentication vectors for that IMSI and obtain new vectors from the HSS. When re-synchronisation is complete, the network shall initiate the authentication procedure. Upon receipt of the AUTHENTICATION REQUEST message, the UE shall stop the timer T3420, if running.

NOTE 2:
Upon receipt of two consecutive AUTHENTICATION FAILURE messages from the UE with the 'EMM cause' information element set to "synch failure", the network may terminate the authentication procedure by sending an AUTHENTICATION REJECT message.


If the network is validated successfully (a new AUTHENTICATION REQUEST is received which contains a valid SQN and MAC in the ' Authentication parameter AUTN' information element) while T3420 is running, the UE shall send the AUTHENTICATION RESPONSE message to the network and shall start any retransmission timers (e.g. T3410, T3417, T3421 or T3430), if they were running and stopped when the UE received the first failed AUTHENTICATION REQUEST message.


If the UE receives the second AUTHENTICATION REQUEST while T3420 is running, and the MAC value in the 'Authentication parameter AUTN' information element cannot be resolved or the message contains a EPS authentication challenge indicated by the presence of the 'Authentication parameter RAND' information element and the ' Authentication parameter AUTN' information element, the UE shall proceed as specified in (c); if the SQN found in the 'Authentication parameter AUTN' information element is invalid, the UE shall follow the procedure specified in this subclause (d), starting again fom the beginning.


The UE shall deem that the network has failed the authentication check and proceed as described in (e) if any of the following occurs:

-
the timer T3420 expires;

-
the UE detects any combination of the authentication failures: "MAC failure" or "invalid SQN" in the 'Authentication parameter AUTN' information element, during three consecutive authentication challenges. The authentication challenges shall be considered as consecutive only if the authentication challenges causing the second and third authentication failure are received by the UE while the timer T3418 or T3420 started after the previous authentication failure is running.
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Figure 5.4.2.7.2: Authentication Failure Procedure (reject cause "Synch failure")

e)
Network failing the authentication check:


If the UE deems that the network has failed the authentication check by an invalid value in the 'Authentication parameter AUTN' information element, then it shall request RRC to locally release the RRC connection and the NAS signalling connection, and treat the active cell as barred (see 3GPP TS 36.331 [14]). The UE shall start any retransmission timers (e.g. T3410, T3417, T3421 or T3430), if they were running and stopped when the UE received the first AUTHENTICATION REQUEST message containing an invalid MAC or SQN in the 'Authentication parameter AUTN' information element .

Editor's note: The description of the behaviour concerning local release and treating the cell as barred may need to be re-considered once RAN2 has provided the corresponding functionality.

f)
Transmission failure of AUTHENTICATION RESPONSE message or AUTHENTICATION FAILURE message indication from lower layers (if the authentication procedure is triggered by a tracking area updating procedure)


The UE shall re-initiate the tracking area updating procedure.

g)
Transmission failure of AUTHENTICATION RESPONSE message or AUTHENTICATION FAILURE message indication with TAI change from lower layers (if the authentication procedure is triggered by a service request procedure)


If the current TAI is not in the TAI list, the authentication procedure shall be aborted and a tracking area updating procedure shall be initiated.


If the current TAI is still part of the TAI list, it is up to the UE implementation how to re-run the ongoing procedure that triggered the authentication procedure.

h)
Transmission failure of AUTHENTICATION RESPONSE message or AUTHENTICATION FAILURE message indication without TAI change from lower layers (if the authentication procedure is triggered by a service request procedure)


It is up to the UE implementation how to re-run the ongoing procedure that triggered the authentication procedure.

5.4.3
Security mode control procedure
5.4.3.1
General

The purpose of the NAS security mode command (SMC) procedure is to take the new key set into use, initialise and start NAS signalling security between the UE and the MME, which performs integrity and replay protection as well as enciphering and deciphering of NAS signalling messages.

Editor's note: It is FFS whether the SMC procedure can be combined or concatenated with the attach and tracking area update procedures for optimisation purposes.

5.4.3.2
NAS security mode setup command initiation by the network

The MME initiates the NAS security mode setup command procedure by sending a SECURITY MODE COMMAND message to the UE and starting timer T3460.
The MME shall integrity protect the SECURITY MODE COMMAND message with the NAS integrity key based on KASME indicated by the KSIASME indicated in the message.

If the security mode procedure is not initiated due to the A/Gb mode or Iu mode to S1 mode mobility, the MME shall set the KSISGSN to the value "no key is available".

For A/Gb mode or Iu mode to S1 mode mobility, if the MME uses the cached EPS security context, the MME shall include the KSIASME IE in the SECURITY MODE COMMAND message and integrity protect the SECURITY MODE COMMAND message with the NAS integrity key based on KASME indicated by the KSIASME indicated in the message. 
For idle mode mobility from A/Gb mode or Iu mode to S1 mode, if the MME uses the mapped EPS security context, the MME shall include the KSISGSN IE in the SECURITY MODE COMMAND message and integrity protect the SECURITY MODE COMMAND message with the NAS integrity key based on K'ASME indicated by the KSISGSN indicated in the message.

The MME shall include the replayed security capabilities of the UE (including the security capabilities with regard to NAS, RRC and UP (user plane) ciphering as well as NAS, RRC integrity, and other possible target network security capabilities, i.e. UTRAN/GERAN if UE included them in the message to network), the replayed NONCEUE if the UE included it in the message to the network, the selected NAS ciphering and integrity algorithms and the Key Set Identifier (KSIASME or KSISGSN).

Additionally, the MME may request the UE to include its IMEISV in the SECURITY MODE COMPLETE message.

NOTE:
The AS and NAS security capabilities will be the same, i.e. if the UE supports one algorithm for NAS it is also be supported for AS.

5.4.3.3
NAS security mode command accepted by the UE

Upon receipt of the SECURITY MODE COMMAND message, the UE shall check whether the security mode command can be accepted or not. This is done by performing the integrity check of the message and by checking that the received UE security capabilities and the received UE nonce have not been altered compared to what the UE provided in the initial layer 3 message that triggered this procedure.

If the security mode command can be accepted and the KSIASME was included in the SECURITY MODE COMMAND message, the UE shall send a SECURITY MODE COMPLETE message integrity protected with the selected NAS integrity algorithm and the NAS integrity key based on the KASME indicated by the KSIASME. If the SECURITY MODE COMMAND message includes KSISGSN, MME nonce and UE nonce, the UE shall generate K'ASME from both nonces as indicated in 3GPP TS 33.401 [11] to check whether the SECURITY MODE COMMAND can be accepted or not.  If the MME selected a NAS ciphering algorithm different from the "null ciphering algorithm", the UE shall cipher the SECURITY MODE COMPLETE message with the selected NAS ciphering algorithm and the NAS ciphering key based on the KASME indicated by the KSIASME or fresh K'ASME.

From now on the UE shall cipher and integrity protect all NAS signalling messages with the selected NAS ciphering and NAS integrity algorithms.

If the MME indicated in the SECURITY MODE COMMAND message that the IMEISV is requested, the UE shall include its IMEISV in the SECURITY MODE COMPLETE message.

5.4.3.4
NAS security mode command completion by the network

The MME shall, upon receipt of the SECURITY MODE COMPLETE message, stop timer T3460. From now on the MME shall integrity protect and encipher all signalling messages with the selected NAS integrity and ciphering algorithms.

5.4.3.5
NAS security mode command not accepted by the UE

If the security mode command cannot be accepted, the UE shall send a SECURITY MODE REJECT message, which shall not be integrity protected. The SECURITY MODE REJECT message shall contain a cause code that typically indicates one of the following causes:
#23:
UE security capabilities mismatch;

#24:
security mode rejected, unspecified.

Editor's note: The actions to be taken by the network are FFS.

Upon receipt of the SECURITY MODE REJECT message, the MME shall stop timer T3460. The MME shall also abort the ongoing procedure that triggered the initiation of the NAS security mode setup command procedure.

5.4.3.6
Abnormal cases in the UE

The following abnormal cases can be identified:

a)
Transmission failure of SECURITY MODE COMPLETE message or SECURITY MODE REJECT message indication from lower layers (if the security mode control procedure is triggered by a tracking area updating procedure)


The UE shall re-initiate the tracking area updating procedure.

b)
Transmission failure of SECURITY MODE COMPLETE message or SECURITY MODE REJECT message indication with TAI change from lower layers (if the security mode control procedure is triggered by a service request procedure)


If the current TAI is not in the TAI list, the security mode control procedure shall be aborted and a tracking area updating procedure shall be initiated.


If the current TAI is still part of the TAI list, it is up to the UE implementation how to re-run the ongoing procedure that triggered the security mode control procedure.

c)
Transmission failure of SECURITY MODE COMPLETE message or SECURITY MODE REJECT message indication without TAI change from lower layers (if the security mode control procedure is triggered by a service request procedure)


It is up to the UE implementation how to re-run the ongoing procedure that triggered the security mode control procedure.

5.4.3.7
Abnormal cases on the network side
The following abnormal cases can be identified:

a)
Lower layer failure before the SECURITY MODE COMPLETE or SECURITY MODE REJECT message is received


The network shall abort the procedure.

b)
Expiry of timer T3460


The network shall, on the first expiry of the timer T3460, retransmit the SECURITY MODE COMMAND and shall reset and start timer T3460. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3460, the procedure shall be aborted.

c)
Procedure collision

Editor's note: Details are FFS.
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