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************** BEGIN CHANGE *****************


Scope

The present document provides the ETSI TISPAN endorsement of 3GPP TS 24.229 [1]: "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; IP multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3 (Release 7)" in line with the requirements of TISPAN NGN. 

The present document together with the endorsed document provides the necessary SIP/SDP specifications for supporting TISPAN Release 2 requirements.

************** END CHANGE *****************

************** BEGIN CHANGE *****************

Endorsement notice

The present document endorses 3GPP TS 24.229 (V7.9.0): "IP Multimedia Call Control Protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP) Stage 3 (Release 7)" [1].

The present document shows the modifications, additions and deletions through the use of underlined and strikethrough text.

For the purpose of the present document clause 1 of [1] applies.

For the purpose of the present document clause 3 of [1] applies except for subclauses 3.1, 3.2, which are replaced by the appropriate subclauses in clause 3 of the present document.

For the purpose of the present document clause 4 of [1] applies, except for clauses 4.1 and 4.2, which are replaced by the appropriate clauses in clause 4 of the present document.
For the purpose of the present document clause 5 of [1] applies, except for clauses 5.1.1.1A, 5.1.1.2, 5.1.1.3, 5.1.1.4, 5.1.1.5.1, 5.1.1.5.2, 5.1.1.5A, 5.1.1.6, 5.1.1.7, 5.1.2.1, 5.1.2A.1, 5.1.2.A2, 5.1.3.1, 5.1.6.2, 5.1.6.8.3, 5.1.6.8.4, 5.2.1, 5.2.2, 5.2.4, 5.2.5.1, 5.2.5.2, 5.2.6.2, 5.2.6.3, 5.2.6.4, 5.2.7.2, 5.2.7.3, 5.2.8.1.1, 5.2.8.1.2, 5.2.8.1.4, 5.2.8.3, 5.2.10.1, 5.2.10.3, 5.3.2.1, 5.3.2.1A, 5.4.1.1, 5.4.1.2, 5.4.1.2.1, 5.4.1.2.2, 5.4.1.3, 5.4.1.4, 5.4.1.5, 5.4.1.6, 5.4.1.7, 5.4.3.2, 5.4.3.3, 5.7.1.9 and 5.10.6, which are replaced by the appropriate clauses in clause 5 of the present document. In addition clauses 5.1.1.1B, 5.1.1.2A, 5.1.1.4A, 5.1.1.5.1A, 5.1.1.5.1B, 5.1.1.6A, 5.2.2A and 5.4.1.2A.1 are added.

For the purpose of the present document clause 6 of [1] applies, except for clauses 6.1.1 and 6.2 , which are replaced by the appropriate clauses in clause 6 of the present document.

For the purpose of the present document clause 7 of [1] applies, except for clauses 7.2A.4, 7.2A.9.2, 7.2A.10.3, 7.6.1, 7.6.2, 7.6.3, 7.9.2, and 7.9.3, which is replaced by the appropriate clause in clause 7 of the present document.

For the purpose of the present document clause 9 of [1] applies.

For the purpose of the present document annex A of [1] applies, except for clauses A.2.1.2, A.2.1.4.7, A2.1.4.12, A.2.2.4.7 and A.3.2.1 which are replaced by the appropriate clauses in annex A of the present document.

For the purpose of the present document annex B of [1] applies, except for subclause B.2.2.1 which is replaced by the appropriate subclause in annex B. In addition subclause B.2A.2 is added.
For the purpose of the present document annex C of [1] applies, except for the addition of clause C.4.

For the purpose of the present document annex F of [1] is replaced with annex F of the present document.

For the purpose of the present document annex G of [1] is replaced with annex G of the present document.

For the purpose of the present document annex I of [1] applies.

For the purpose of the present document annex J of [1] applies, except for clauses J.1 and J.2 which are replaced by the appropriate clauses in annex J of the present document. In addition clause J.9A is added.

For the purpose of the present document annex F of [1] applies, except for clauses F.2.1.2.2, F.2.1.2.4, F.4.1 and F.4.2 which are replaced as indicated in the appropriate clauses in annex F of the present document.
For the purpose of the present document annex F of [1] applies with the addition of clause F.4A
************** END CHANGE *******************
------------------------ Wilcarded PUI ------------------------

************** BEGIN CHANGE ****************

5.2.2
Registration (with security association set-up)
The P‑CSCF shall be prepared to receive only the initial REGISTER requests on the SIP default port values as specified in RFC 3261 [26]. The P‑CSCF shall also be prepared to receive only the initial REGISTER requests on the port advertised to the UE during the P‑CSCF discovery procedure.

When the P‑CSCF receives a REGISTER request from the UE, the P‑CSCF shall:

1)
insert a Path header in the request including an entry containing: 

-
the SIP URI identifying the P‑CSCF;

-
an indication that requests routed in this direction of the path (i.e. from the S‑CCF towards the P‑CSCF) are expected to be treated as for the UE-terminating case. This indication may e.g. be in a parameter in the URI, a character string in the user part of the URI, or be a port number in the URI;

2)
insert a Require header containing the option tag "path";

3)
insert a P‑Charging-Vector header with the icid parameter populated as specified in 3GPP TS 32.260 [17] and a type 1 orig-ioi parameter. The P‑CSCF shall set the type 1 orig-ioi parameter to a value that identifies the sending network of the request. The P‑CSCF shall not include the type 1 term-ioi parameter;
4)
insert the parameter "integrity-protected" (described in subclause 7.2A.2) with a value "yes" into the Authorization header field in case the REGISTER request was either received protected with the security association created during an ongoing authentication procedure and includes an authentication challenge response (i.e. RES parameter), or it was received on the security association created during the last successful authentication procedure and with no authentication challenge response (i.e. no RES parameter), otherwise insert the parameter with the value "no";

5)
in case the REGISTER request was received without protection, then check the existence of the
Security-Client header. If the header is present, then remove and store it. If the header is not present, then the P‑CSCF shall return a suitable 4xx response;

6)
in case the REGISTER request was received protected, then the P‑CSCF shall:

a)
check the security association which protected the request. If the security association is a temporary one, then the request is expected to contain a Security-Verify header in addition to a Security-Client header. If there are no such headers, then the P‑CSCF shall return a suitable 4xx response. If there are such headers, then the P‑CSCF shall compare the content of the Security-Verify header with the content of the Security-Server header sent earlier and the content of the Security-Client header with the content of the Security-Client header received in the challenged REGISTER. If those do not match, then there is a potential man-in-the-middle attack. The request should be rejected by sending a suitable 4xx response. If the contents match, the P‑CSCF shall remove the Security-Verify and the Security-Client header;

b)
if the security association the REGISTER request was received on, is an already established one, then:

-
the P‑CSCF shall remove the Security-Verify header if it is present;

-
a Security-Client header containing new parameter values is expected. If this header or any required parameter is missing, then the p‑CSCF shall return a suitable 4xx response;

-
the p‑CSCF shall remove and store the Security-Client header before forwarding the request to the S‑CCF; and

c)
check if the private user identity conveyed in the Authorization header of the protected REGISTER request is the same as the private user identity which was previously challenged or authenticated. If the private user identities are different, the p‑CSCF shall reject the REGISTER request by returning a 403 (Forbidden) response;
7)
insert a P-Visited-Network-ID header field, with the value of a pre-provisioned string that identifies the visited network at the home network;

8)
if the p‑CSCF is located in the visited network, and local policy requires the application of IBCF capabilities in the visited network towards the home network, forward the request to an IBCF in the visited network

If the selected exit point:

-
does not respond to the REGISTER request and its retransmissions by the P‑CSCF; or

-
sends back a 3xx response or 480 (Temporarily Unavailable) response to a REGISTER request;

the p‑CSCF shall select a new exit point and forward the original REGISTER request.
NOTE 1:
The list of the exit points can be either obtained as specified in RFC 3263 [27A] or provisioned in the P‑CSCF.
If the P‑CSCF fails to forward the REGISTER request to any exit point, the P‑CSCF shall send back a 504 (Server Time-Out) response to the user, in accordance with the procedures in RFC 3261 [26] unless local policy allows omitting the exit point; and

NOTE 2:
If the P‑CSCF forwards the request to an IBCF in the visited network, the IBCF can determine the entry point of the home network, using the same mechanisms as described in note 1 above. In that case the P‑CSCF does not need to determine the entry point of the home network.

9)
determine the entry point of the home network and forward the request to that entry point.

If the selected entry point:

-
does not respond to the REGISTER request and its retransmissions by the P‑CSCF; or

-
sends back a 3xx response or 480 (Temporarily Unavailable) response to a REGISTER request;

the P‑CSCF shall select a new entry point and forward the original REGISTER request. 

NOTE 3:
The list of the entry points can be either obtained as specified in RFC 3263 [27A] or provisioned in the P‑CSCF.
If the P‑CSCF fails to forward the REGISTER request to any entry point, the P‑CSCF shall send back a 504 (Server Time-Out) response to the user, in accordance with the procedures in RFC 3261 [26]. 

When the P‑CSCF receives a 401 (Unauthorized) response to a REGISTER request, the P‑CSCF shall:

1)
delete any temporary set of security associations established towards the UE;

2)
remove the CK and IK values contained in the 401 (Unauthorized) response and bind them to the proper private user identity and to the temporary set of security associations which will be setup as a result of this challenge. The P‑CSCF shall forward the 401 (Unauthorized) response to the UE if and only if the CK and IK have been removed;

3)
insert a Security-Server header in the response, containing the P‑CSCF static security list and the parameters needed for the security association setup, as specified in annex H of 3GPP TS 33.203 [19]. The P‑CSCF shall support the "ipsec-3gpp" security mechanism, as specified in RFC 3329 [48]. The P‑CSCF shall support the IPsec layer algorithms for integrity and confidentiality protection as defined in 3GPP TS 33.203 [19] and shall announce support for them according to the procedures defined in RFC 3329 [48];
4)
set up the temporary set of security associations with a temporary SIP level lifetime between the UE and the P‑CSCF for the user identified with the private user identity. For further details see 3GPP TS 33.203 [19] and RFC 3329 [48]. The P‑CSCF shall set the temporary SIP level lifetime for the temporary set of security associations to the value of reg-await-auth timer; and

5)
send the 401 (Unauthorized) response to the UE using the security association with which the associated REGISTER request was protected, or unprotected in case the REGISTER request was received unprotected.

NOTE 4:
The challenge in the 401 (Unauthorized) response sent back by the S‑CCF to the UE as a response to the REGISTER request is piggybacked by the P‑CSCF to insert the Security-Server header field in it. The S‑CCF authenticates the UE, while the P‑CSCF negotiates and sets up two pairs of security associations with the UE during the same registration procedure. For further details see 3GPP TS 33.203 [19].

When the P‑CSCF receives a 200 (OK) response to a REGISTER request, the P‑CSCF shall check the value of the Expires header field and/or Expires parameter in the Contact header. When the value of the Expires header field and/or expires parameter in the Contact header is different than zero, then the P‑CSCF shall:

1)
save the list of Service-Route headers preserving the order. The P‑CSCF shall store this list during the entire registration period of the respective public user identity. The P‑CSCF shall use this list to validate the routeing information in the requests originated by the UE. If this registration is a reregistration, the P‑CSCF shall replace the already existing list of Service-Route headers with the new list;

2)
associate the Service-Route header list with the registered public user identity;

3)
store the public user identities and wildcarded public user identities, found in the P-Associated-URI header value, including any associated display names, and associate them to the registered public user identity, i.e. the registered public user identity and its associated set of implicitly registered public user identities and implicitly registered wildcarded public user identities;
4)
store the default public user identity, including its associated display name, if provided, for use with procedures for the P-Asserted-Identity header. The default public user identity is the first on the list of URIs present in the P-Associated-URI header;

NOTE 5:
There can be more than one default public user identity stored in the P‑CSCF, as the result of the multiple registrations of public user identities.

5)
store the values received in the P‑Charging-Function-Addresses header; 

6)
if a term-ioi parameter is received in the P‑Charging-Vector header, store the value of the received term-ioi parameter; 

NOTE 6:
Any received term-ioi parameter will be a type 1 term-ioi. The type 1 term-ioi identifies the home network of the registered user.

7)
if an existing set of security association is available, set the SIP level lifetime of the security association to the longest of either the previously existing security association lifetime, or the lifetime of the just completed registration plus 30 seconds;

8)
if a temporary set of security associations exists, change the temporary set of security associations to a newly established set of security associations, i.e. set its SIP level lifetime to the longest of either the previously existing set of security associations SIP level lifetime, or the lifetime of the just completed registration plus
30 seconds; and

9)
protect the 200 (OK) response to the REGISTER request within the same security association to that in which the request was protected.

When receiving a SIP message (including REGISTER requests) from the UE over the newly established set of security associations that have not yet been taken into use, the P‑CSCF shall:

1)
reduce the SIP level lifetime of the old set of security associations towards the same UE to 64*T1 (if currently longer than 64*T1); and

2)
use the newly established set of security associations for further messages sent towards the UE as appropriate (i.e. take the newly established set of security associations into use).

NOTE 7:
In this case, the P‑CSCF will send requests towards the UE over the newly established set of security associations. Responses towards the UE that are sent via UDP will be sent over the newly established set of security associations. Responses towards the UE that are sent via TCP will be sent over the same set of security associations that the related request was received on.

NOTE 8:
When receiving a SIP message (including REGISTER requests) from the UE over a set of security associations that is different from the newly established set of security associations, the P‑CSCF will not take any action on any set of security associations.

When the SIP level lifetime of an old set of security associations is about to expire, i.e. their SIP level lifetime is shorter than 64*T1 and a newly established set of security associations has not been taken into use, the P‑CSCF shall use the newly established set of security associations for further messages towards the UE as appropriate (see note 5).

When sending the 200 (OK) response for a REGISTER request that concludes a re-authentication, the P‑CSCF shall:

1)
keep the set of security associations that was used for the REGISTER request that initiated the re‑authentication;

2)
keep the newly established set of security associations created during this authentication;

3)
delete, if existing, any other set of security associations towards this UE immediately; and

4)
go on using for further requests sent towards the UE the set of security associations that was used to protect the REGISTER request that initiated the re-authentication.

When sending the 200 (OK) response for a REGISTER request that concludes an initial authentication, i.e. the initial REGISTER request was received unprotected, the P‑CSCF shall:

1)
keep the newly established set of security associations created during this authentication;

2)
delete, if existing, any other set of security associations towards this UE immediately; and

3)
use the kept newly established set of security associations for further messages sent towards the UE.

NOTE 9:
The P‑CSCF will maintain two Route header lists. The first Route header list - created during the registration procedure - is used only to validate the routeing information in the initial requests that originate from the UE. This list is valid during the entire registration of the respective public user identity. The second Route list - constructed from the Record Route headers in the initial INVITE and associated response - is used during the duration of the call. Once the call is terminated, the second Route list is discarded.

The P‑CSCF shall delete any security association from the IPsec database when their SIP level lifetime expires.

The handling of the security associations at the P‑CSCF is summarized in table 5.2.2-1.

Table 5.2.2-1: Handling of security associations at the P‑CSCF

	
	Temporary set of security associations
	Newly established set of security associations
	Old set of security associations

	SIP message received over newly established set of security associations that have not yet been taken into use
	No action
	Take into use
	Reduce SIP level lifetime to 64*T1, if lifetime is larger than 64*T1

	SIP message received over old set of security associations
	No action
	No action
	No action

	Old set of security associations currently in use will expire in 64*T1
	No action
	Take into use
	No action 

	Sending an authorization challenge within a 401 (Unauthorized) response for a REGISTER request
	Create

Remove any previously existing temporary set of security associations 
	No action
	No action

	Sending 200 (OK) response for REGISTER request that concludes re-authentication
	Change to a newly established set of security associations
	Convert to and treat as old set of security associations (see next column)
	Continue using the old set of security associations over which the REGISTER request, that initiated the re-authentication was received.

Delete all other old sets of security associations immediately

	Sending 200 (OK) response for REGISTER request that concludes initial authentication
	Change to a newly established set of security associations and take into use immediately
	Convert to old set of security associations, i.e. delete
	Delete


5.2.2A
Registration without security association set-up

The P‑CSCF shall be prepared to receive the initial REGISTER requests on the SIP default port values as specified in RFC 3261 [26]. The P‑CSCF shall also be prepared to receive the initial REGISTER requests on the port advertised to the UE during the P‑CSCF discovery procedure.

When the P‑CSCF receives a REGISTER request from the UE, the P‑CSCF shall:

1)
insert a Path header in the request including an entry containing: 

-
the SIP URI identifying the P‑CSCF;

-
an indication that requests routed in this direction of the path (i.e. from the S‑CCF towards the P‑CSCF) are expected to be treated as for the UE-terminating case. This indication may e.g. be in a parameter in the URI, a character string in the user part of the URI, or be a port number in the URI;

2)
insert a Require header containing the option tag "path";

3)
insert a P‑Charging-Vector header with the icid parameter populated as specified in 3GPP TS 32.260 [17] and a type 1 orig-ioi parameter. The P‑CSCF shall set the type 1 orig-ioi parameter to a value that identifies the sending network of the request. The P‑CSCF shall not include the type 1 term-ioi parameter;

4)
insert a P-Visited-Network-ID header field, with the value of a pre-provisioned string that identifies the visited network at the home network; 

5)
if the P‑CSCF is located in the visited network, and local policy requires the application of IBCF capabilities in the visited network towards the home network, forward the request to an IBCF in the visited network

If the selected exit point: 

-
does not respond to the REGISTER request and its retransmissions by the P‑CSCF; or

-
sends back a 3xx response or 480 (Temporarily Unavailable) response to a REGISTER request;

the P‑CSCF shall select a new exit point and forward the original REGISTER request. 

NOTE 1:
The list of the exit points can be either obtained as specified in RFC 3263 [27A] or provisioned in the P‑CSCF.
If the P‑CSCF fails to forward the REGISTER request to any exit point, the P‑CSCF shall send back a 408 (Request Timeout) response or 504 (Server Time-Out) response to the user, in accordance with the procedures in RFC 3261 [26] unless local policy allows omitting the exit point; and

NOTE 2:
If the P‑CSCF forwards the request to an IBCF in the visited network, the IBCF can determine the entry point of the home network, using the same mechanisms as described in note 1 above. In that case the P‑CSCF does not need to determine the entry point of the home network.

6)
determine the entry point of the home network and forward the request to that entry point.

If the selected entry point:

-
does not respond to the REGISTER request and its retransmissions by the P‑CSCF; or

-
sends back a 3xx response or 480 (Temporarily Unavailable) response to a REGISTER request;

the P‑CSCF shall select a new entry point and forward the original REGISTER request. 

NOTE 3:
The list of the entry points can be either obtained as specified in RFC 3263 [27A] or provisioned in the P‑CSCF.
If the P‑CSCF fails to forward the REGISTER request to any entry point, the P‑CSCF shall send back a 408 (Request Timeout) response or 504 (Server Time-Out) response to the user, in accordance with the procedures in RFC 3261 [26]. 

When the P‑CSCF receives a 200 (OK) response to a REGISTER request, the P‑CSCF shall check the value of the Expires header field and/or Expires parameter in the Contact header. When the value of the Expires header field and/or expires parameter in the Contact header is different than zero, then the P‑CSCF shall:

1)
save the list of Service-Route headers preserving the order. The P‑CSCF shall store this list during the entire registration period of the respective public user identity. The P‑CSCF shall use this list to validate the routeing information in the requests originated by the UE. If this registration is a reregistration, the P‑CSCF shall replace the already existing list of Service-Route headers with the new list;

2)
associate the Service-Route header list with the registered public user identity;

3)
store an association between the IP source address and port of the initial REGISTER request and the public user identities and wildcarded public user identities, found in the P-Associated-URI header value and associate them to the public user identity under registration;
4)
store an association between the IP source address and port of the initial REGISTER request the default public user identity for use with procedures for the P-Asserted-Identity header. The default public user identity is the first on the list of URIs present in the P-Associated-URI header;

NOTE 4:
There can be more than one default public user identity stored in the P‑CSCF, as the result of the multiple registrations of public user identities.

5)
store the values received in the P‑Charging-Function-Addresses header;

6)
if a term-ioi parameter is received in the P‑Charging-Vector header, store the value of the received term-ioi parameter; 

NOTE 5:
Any received term-ioi parameter will be a type 1 term-ioi. The type 1 term-ioi identifies the home network of the registered user.

************** END CHANGE ****************

************** BEGIN CHANGE *******************

5.2.6.3
Requests initiated by the UE

When the P‑CSCF receives from the UE an initial request for a dialog or a request for a standalone transaction, and the request contains a P-Preferred-Identity header that matches one of the registered public user identities or wildcarded public user identities, the P‑CSCF shall identify the initiator of the request by that public user identity.
NOTE 1:
If no security association was set-up during registration, the P‑CSCF identifies the initiator of the request by matching the IP source address and port of the request with the IP source address entries stored during the registration for which it holds the list of registered public user identities.

When the P‑CSCF receives from the UE an initial request for a dialog or a request for a standalone transaction, and the request contains a P-Preferred-Identity header that does not match one of the registered public user identities, or does not contain a P-Preferred-Identity header, the P‑CSCF shall identify the initiator of the request by a default public user identity. If there is more than one default public user identity available, the P‑CSCF shall randomly select one of them.

NOTE 2:
If no security association was set-up during registration, the P‑CSCF identifies the initiator of the request by matching the IP source address and port of the request with the IP source address entries stored during the registration for which it holds one or more default public user identities.

NOTE 31:
The contents of the From header do not form any part of this decision process.

NOTE 42: The display-name portion of the P-Preferred-Identity header and the registered public user identities is not included in the comparison to determine a match.

When the P‑CSCF receives from the UE an initial request for a dialog, and a Service-Route header list exists for the initiator of the request, the P‑CSCF shall:

1)
verify that the list of URIs received in the Service-Route header (during the last successful registration or
re-registration) matches the preloaded Route headers in the received request. This verification is done on a per URI basis, not as a whole string. If the verification fails, then the P‑CSCF shall either:

a)
return a 400 (Bad Request) response; the P‑CSCF shall not forward the request, and shall not continue with the execution of steps 2 onwards; or

b)
replace the preloaded Route header value in the request with the value of the Service-Route header received during the last 200 (OK) response for a registration or reregistration;

2)
if the P‑CSCF is located in the visited network, and local policy requires IBCF capabilities in the visited network towards the home network, then the P‑CSCF shall select an IBCF in the visited network and add the URI of the selected IBCF to the topmost Route header;

NOTE 53:
It is implementation dependent as to how the P‑CSCF obtains the address of the IBCF exit point.
3)
add its own address to the Via header. The P‑CSCF Via header entry is built in a format that contains the port number of the P‑CSCF in accordance with the procedures of RFC3261 [26], and either:

a)
the P‑CSCF FQDN that resolves to the IP address; or

b)
the P‑CSCF IP address;

4)
when adding its own SIP URI to the top of the Record-Route header, build the P‑CSCF SIP URI in a format that contains the port number of the P‑CSCF where it awaits subsequent requests from the called party, and either:

a)
the P‑CSCF FQDN that resolves to the IP address; or

b)
the P‑CSCF IP address;

5)
remove the P-Preferred-Identity header, if present, and insert a P-Asserted-Identity header with a value including the display name if previously stored during registration representing the initiator of the request;

6)
add a P‑Charging-Vector header with the icid parameter populated as specified in 3GPP TS 32.260 [17]; 
6A)
if the identity of the initiator of the request was taken from P-Preferred-Identity header field by it matching a registered wildcarded public user identity and the P-CSCF supports the SIP P-Profile-Key private header extension, include the wildcarded public user identity value in the P-Profile-Key header field as defined in RFC 5002 [97]; 
7)
if the request is an INVITE request, save the Contact, CSeq and Record-Route header field values received in the request such that the P‑CSCF is able to release the session if needed;

before forwarding the request, based on the topmost Route header, in accordance with the procedures of RFC 3261 [26].

When the P‑CSCF receives any 1xx or 2xx response to the above request, the P‑CSCF shall:

1)
store the values received in the P‑Charging-Function-Addresses header;

2)
store the list of Record-Route headers from the received response;

3)
store the dialog ID and associate it with the private user identity and public user identity involved in the session;

4)
if a security association exists, in the response rewrite its own Record Route entry to its own SIP URI that contains the protected server port number of the security association established from the UE to the P‑CSCF and either:

a)
the P‑CSCF FQDN that resolves to the IP address of the security association established from the UE to the P‑CSCF; or


b)
the P‑CSCF IP address of the security association established from the UE to the P‑CSCF; and

NOTE 46:
The P‑CSCF associates two ports, a protected client port and a protected server port, with each pair of security associations. For details on the selection of the protected port values see 3GPP TS 33.203 [19].

5)
if the response corresponds to an INVITE request, save the Contact, From, To and Record-Route header field values received in the response such that the P‑CSCF is able to release the session if needed;

before forwarding the response to the UE in accordance with the procedures of RFC 3261 [26].

When the P‑CSCF receives from the UE a target refresh request for a dialog, the P‑CSCF shall:

1)
verify if the request relates to a dialog in which the originator of the request is involved:

a)
if the request does not relates to an existing dialog in which the originator is involved, then the P‑CSCF shall answer the request by sending a 403 (Forbidden) response back to the originator. The P‑CSCF will not forward the request. No other actions are required; or

b)
if the request relates to an existing dialog in which the originator is involved, then the P‑CSCF shall continue with the following steps;

2)
verify that the list of Route headers in the request matches the stored list of Record-Route headers for the same dialog. This verification is done on a per URI basis, not as a whole string. If the verification fails, then the P‑CSCF shall either:

a)
return a 400 (Bad Request) response; the P‑CSCF shall not forward the request, and shall not continue with the execution of steps 3 onwards; or

b)
replace the Route header value in the request with the stored list of Record-Route headers for the same dialog;

3)
add its own address to the Via header. The P‑CSCF Via header entry is built in a format that contains the port number of the P‑CSCF where it awaits the responses to come, and either:

a)
the P‑CSCF FQDN that resolves to the IP address, or

b)
the P‑CSCF IP address;

4)
when adding its own SIP URI to the Record-Route header, build the P‑CSCF SIP URI in a format that contains the port number of the P‑CSCF where it awaits subsequent requests from the called party, and either:

a)
the P‑CSCF FQDN that resolves to the IP address; or

b)
the P‑CSCF IP address; and

5)
for INVITE dialogs (i.e. dialogs initiated by an INVITE request), replace the saved Contact and Cseq header filed values received in the request such that the P‑CSCF is able to release the session if needed;

NOTE 57:
 The replaced Contact header field value is valid only if a 1xx or 2xx response will be received for the request. In other cases the old value is still valid.

before forwarding the request, based on the topmost Route header, in accordance with the procedures of RFC 3261 [26].

When the P‑CSCF receives a 1xx or 2xx response to the above request, the P‑CSCF shall:

1)
if a security association exists, rewrite the the address and port number of its own Record Route entry to the same value as for the response to the initial request for the dialog; and

2)
replace the saved Contact header value received in the response such that the P‑CSCF is able to release the session if needed;

before forwarding the response to the UE in accordance with the procedures of RFC 3261 [26].

When the P‑CSCF receives from the UE the request for a standalone transaction, and a Service-Route header list exists for the initiator of the request, the P‑CSCF shall:

1)
verify that the list of URIs received in the Service-Route header (during the last successful registration or re-registration) matches the preloaded Route headers in the received request. This verification is done on a per URI basis, not as a whole string. If the verification fails, then the P‑CSCF shall either:

a)
return a 400 (Bad Request) response; the P‑CSCF shall not forward the request, and shall not continue with the execution of steps 3 onwards; or 

b)
replace the preloaded Route header value in the request with the one received during the last registration in the Service-Route header of the 200 (OK) response;

2)
if the P‑CSCF is located in the visited network, and local policy requires IBCF capabilities in the visited network towards the home network, then the P‑CSCF shall select an IBCF in the visited network and add the URI of the selected IBCF to the topmost Route header;
NOTE 68:
 It is implementation dependent as to how the P‑CSCF obtains the address of the IBCF exit point.
3)
remove the P-Preferred-Identity header, if present, and insert a P-Asserted-Identity header with a value, including the display name if previously stored during registration, representing the initiator of the request; and
4)
add a P‑Charging-Vector header with the icid parameter populated as specified in 3GPP TS 32.260 [17];
4A) if the identity of the initiator of the request was taken from P-Preferred-Identity header field by it matching a registered wildcarded public user identity and the P-CSCF supports the SIP P-Profile-Key private header extension, include the wildcarded public user identity value in the P-Profile-Key header field as defined in RFC 5002 [97]; and
before forwarding the request, based on the topmost Route header, in accordance with the procedures of RFC 3261 [26].

When the P‑CSCF receives any response to the above request, the P‑CSCF shall:

1)
store the values received in the P‑Charging-Function-Addresses header;

before forwarding the response to the UE in accordance with the procedures of RFC 3261 [26].

When the P‑CSCF receives from the UE subsequent requests other than a target refresh request (including requests relating to an existing dialog where the method is unknown), the P‑CSCF shall:

1)
verify if the request relates to a dialog in which the originator of the request is involved:

a)
if the request does not relates to an existing dialog in which the originator is involved, then the P‑CSCF shall answer the request by sending a 403 (Forbidden) response back to the originator. The P‑CSCF will not forward the request. No other actions are required; or

b)
if the request relates to an existing dialog in which the originator is involved, then the P‑CSCF shall continue with the following steps;

2)
verify that the list of Route headers in the request matches the stored list of Record-Route headers for the same dialog. This verification is done on a per URI basis, not as a whole string. If the verification fails, then the P‑CSCF shall either:

a)
return a 400 (Bad Request) response; the P‑CSCF shall not forward the request, and shall not continue with the execution of steps 3 onwards; or

b)
replace the Route header value in the request with the stored list of Record-Route headers for the same dialog; 
3)
for dialogs that are not INVITE dialogs, add a P‑Charging-Vector header with the icid parameter populated as specified in 3GPP TS 32.260 [17]; and
4)
for INVITE dialogs, replace the saved Cseq header value received in the request such that the P‑CSCF is able to release the session if needed;

before forwarding the request, (based on the topmost Route header,) in accordance with the procedures of RFC 3261 [26].

When the P‑CSCF receives from the UE the request for an unknown method (that does not relate to an existing dialog), and a Service-Route header list exists for the initiator of the request, the P‑CSCF shall:

1)
verify that the list of URIs received in the Service-Route header (during the last successful registration or re‑registration) is included, preserving the same order, as a subset of the preloaded Route headers in the received request. This verification is done on a per URI basis, not as a whole string. If the verification fails, then the P‑CSCF shall either:

a)
return a 400 (Bad Request) response; the P‑CSCF shall not forward the request, and shall not continue with the execution of steps 2 onwards; or 

b)
replace the Route header value in the request with the one received during the last registration in the Service-Route header of the 200 (OK) response; 

2)
if the P‑CSCF is located in the visited network, and local policy requires IBCF capabilities in the visited network towards the home network, then the P‑CSCF shall select an IBCF in the visited network and add the URI of the selected IBCF to the topmost Route header; and
NOTE 79:
It is implementation dependent as to how the P‑CSCF obtains the address of the IBCF exit point.

3)
remove the P-Preferred-Identity header, if present, and insert a P-Asserted-Identity header with a value, including the display name if previously stored during registration, representing the initiator of the request;
3A)
if the identity of the initiator of th²e request was taken from P-Preferred-Identity header field by it matching a registered wildcarded public user identity and the P-CSCF supports the SIP P-Profile-Key private header extension, include the wildcarded public user identity value in the P-Profile-Key header field as defined in RFC 5002 [97];
before forwarding the request, based on the topmost Route header, in accordance with the procedures of RFC 3261 [26].

************** END CHANGE *********************
************** BEGIN CHANGE ****************

5.3.2.1
Normal procedures

The I-CSCF may behave as a stateful proxy for initial requests.

Upon receipt of a request, the I-CSCF shall perform the originating procedures as described in subclause 5.3.2.1A if the topmost Route header of the request contains the "orig" parameter. Otherwise, the I-CSCF shall continue with the rest of the procedures of this subclause.

When the I-CSCF receives a request, the I-CSCF shall verify whether it has arrived from a trusted domain or not. If the request has arrived from a non trusted domain, then the I-CSCF shall remove all P-Asserted-Identity headers, all P-Access-Network-Info headers, all P-Charging-Vector headers and all P-Charging-Function-Addresses headers the request may contain.

NOTE 1:
The I-CSCF can find out whether the request arrived from a trusted domain or not, from the procedures described in 3GPP TS 33.210 [19A].

The I-CSCF shall discard the P-Profile Key header, if the I-CSCF receives the Profile Key header in a SIP request or response.

When the I-CSCF receives, destined for a server user or a PSI, an initial request for a dialog or standalone transaction the I-CSCF shall:

1)
if the Request-URI includes: 

a)
a pres: or an im: URI, then translate the pres: or im: URI to a public user identity and replace the Request-URI of the incoming request with that public user identity; or

b)
 a SIP-URI that is not a GRUU and with the user part starting with a + and the user parameter equals "phone" then replace the Request-URI with a tel-URI with the user part of the SIP-URI in the telephone-subscriber element in the tel-URI; or

c)
a SIP URI that is a GRUU, then obtain the public user identity from the Request-URI and use it for location query procedure to the HSS. When forwarding the request, the I-CSCF shall not modify the Request-URI of the incoming request;

NOTE 2:
If the Request-URI is a GRUU with the user part starting with a + and the user parameter equals "phone", the I-CSCF builds a tel URI from the user part and uses it only to query the HSS. Subsequently, when the I-CSCF forwards the request to the S-CSCF, it will not modify the Request-URI.

NOTE 3:
SRV records have to be advertised in DNS pointing to the I-CSCF for pres: and im: queries.

2)
remove a Route header, if present; and

3)
check if the domain name of the Request-URI matches with one of the PSI subdomains configured in the I-CSCF. If the match is successful, the I-CSCF resolves the Request-URI by an internal DNS mechanism into the IP address of the AS hosting the PSI and does not start the user location query procedure. Otherwise, the I-CSCF will start the user location query procedure to the HSS as specified in 3GPP TS 29.228 [14] for the called PSI or user, indicated in or derived from the Request-URI. Prior to performing the user location query procedure to the HSS, the I-CSCF decides which HSS to query, possibly as a result of a query to the Subscription Locator Functional (SLF) entity as specified in 3GPP TS 29.228 [14].

When the I-CSCF receives any response to such a request, the I-CSCF shall store the value of the term-ioi parameter received in the P-Charging-Vector header, if present. 

NOTE 4:
Any received term-ioi parameter will be a type 3 term-ioi. The type 3 term-ioi identifies the service provider from which the response was sent. 

When the I-CSCF receives an INVITE request, the I-CSCF may require the periodic refreshment of the session to avoid hung states in the I-CSCF. If the I-CSCF requires the session to be refreshed, it shall apply the procedures described in RFC 4028 [58] clause 8. 

NOTE 5:
Requesting the session to be refreshed requires support by at least one of the UEs. This functionality cannot automatically be granted, i.e. at least one of the involved UEs needs to support it.

In case the I-CSCF is able to resolve the Request-URI into the IP address of the AS hosting the PSI, then it shall:

1)
store the value of the icid parameter received in the P-Charging-Vector header and retain the icid parameter in the P-Charging-Vector header. If no icid parameter was found, then create a new, globally unique value for the icid parameter and insert it into the P-Charging-Vector header; and

2)
forward the request directly to the AS hosting the PSI.

Upon successful user location query, when the response contains the URI of the assigned S-CSCF, the I-CSCF shall:

1)
insert the URI received from the HSS as the topmost Route header;

2)
store the value of the icid parameter received in the P-Charging-Vector header and retain the icid parameter in the P-Charging-Vector header. If no icid parameter was found, then create a new, globally unique value for the icid parameter and insert it into the P-Charging-Vector header. The I-CSCF shall add a type 3 orig-ioi parameter before the received orig-ioi parameter. The I-CSCF shall set the type 3 orig-ioi parameter to a value that identifies the sending network of the request. The I-CSCF shall not include the type 3 term-ioi parameter;

3)
optionally, include the received Redirect-Host AVP value in the P-User-Database header as defined in RFC 4457 [82]; and

4)
forward the request based on the topmost Route header.

NOTE 6:
The P-User-Database header can be included only if the I-CSCF can assume (e.g. based on local configuration) that the receiving S-CSCF will be able to process the header.

Upon successful user location query, when the response contains information about the required S-CSCF capabilities, the I-CSCF shall:

1)
select a S-CSCF according to the method described in 3GPP TS 29.228 [14];

2)
insert the URI of the selected S-CSCF as the topmost Route header field value;

3)
execute the procedure described in step 2 and 3 in the above paragraph (upon successful user location query, when the response contains the URI of the assigned S-CSCF);

4)
optionally, include the received Redirect-Host AVP value in the P-User-Database header as defined in RFC 4457 [82];

5)
if the Wildcarded PSI value is received from the HSS in the Wildcarded-PSI AVP or a wildcarded public user identity value is received from the HSS in the Wildcarded-IMPU AVP and the I-CSCF supports the the SIP P-Profile-Key private header extension, include the wildcarded PSI value in the P-Profile-Key header as defined in draft-camarillo-sipping-profile-key [97]; and

6)
forward the request to the selected S-CSCF.

NOTE 7:
The P-User-Database header can be included only if the I-CSCF can assume (e.g. based on local configuration) that the receiving S-CSCF will be able to process the header.

Upon an unsuccessful user location query when the response from the HSS indicates that the user does not exist, and if the Request-URI is a tel URI containing a public telecommunications number as specified in RFC 3966 [22], the I-CSCF may support a local configuration option that indicates whether or not request routeing is to be attempted. If the local configuration option indicates that request routeing is to be attempted, then the I-CSCF shall perform one of the following procedures based on local operator policy:

1)
forward the request to the transit functionality for subsequent routeing; or

2)
invoke the portion of the transit functionality that translates the public telecommunications number contained in the Request-URI to a routeable SIP URI, and process the request based on the result, as follows:

a)
if the translation fails, the request may be forwarded to a BGCF or any other appropriate entity (e.g. a MRFC to play an announcement) in the home network, or the I-CSCF may send an appropriate SIP response to the originator, such as 404 (Not Found) or 604 (Does not exist anywhere). When forwarding the request to a BGCF or any other appropriate entity, the I-CSCF shall leave the original Request-URI containing the tel URI unmodified; or

b)
if this translation succeeds, then replace the Request-URI with the routeable SIP URI and process the request as follows:

-
determine the destination address (e.g. DNS access) using the URI placed in the topmost Route header if present, otherwise based on the Request-URI. If the destination requires interconnect functionalities (e.g. the destination address is of an IP address type other than the IP address type used in the IM CN subsystem), the I-CSCF shall forward the request to the destination address via an IBCF in the same network;

-
if network hiding is needed due to local policy, put the address of the IBCF to the topmost route header; and

-
route the request based on SIP routeing procedures.

Upon an unsuccessful user location query when the response from the HSS indicates that the user does not exist, and if local operator policy does not indicate that request routeing is to be attempted, then, the I-CSCF shall return an appropriate unsuccessful SIP response. This response may be a 404 (Not found) or 604 (Does not exist anywhere) in the case the user is not a user of the home network. 

Upon an unsuccessful user location query when the response from the HSS indicates that the user is not registered and no services are provided for such a user, the I-CSCF shall return an appropriate unsuccessful SIP response. This response may be a 480 (Temporarily unavailable) response if the user is recognized as a valid user, but is not registered at the moment and it does not have services for unregistered users.
When the I-CSCF receives an initial request for a dialog or standalone transaction, that contains a single Route header pointing to itself, the I-CSCF shall determine from the entry in the Route header whether it needs to do HSS query. In case HSS query is needed, then the I-CSCF shall:

1)
remove its own SIP URI from the topmost Route header; and

2)
route the request based on the Request-URI header field.

When the I-CSCF receives an initial request for a dialog or standalone transaction containing more than one Route header, the I-CSCF shall:

1)
remove its own SIP URI from the topmost Route header; and

2)
forward the request based on the topmost Route header.

NOTE 8:
In accordance with SIP the I-CSCF can add its own routeable SIP URI to the top of the Record-Route header to any request, independently of whether it is an initial request. The P-CSCF will ignore any Record-Route header that is not in the initial request of a dialog.

When the I-CSCF receives a response to an initial request (e.g. 183 (Session Progress) response or 2xx response), the I-CSCF shall store the values from the P-Charging-Function-Addresses header, if present. If the next hop is outside of the current network, then the I-CSCF shall remove the P-Charging-Function-Addresses header prior to forwarding the message.

When the I-CSCF, upon sending an initial INVITE request to the S-CSCF, receives a 305 (Use Proxy) response from the S-CSCF, it shall forward the initial INVITE request to the SIP URI indicated in the Contact field of the 305 (Use Proxy) response, as specified in RFC 3261 [26]. 
5.3.2.1A
Originating procedures for requests containing the "orig" parameter

The procedures of this subclause apply for requests received at the I-CSCF when the topmost Route header of the request contains the "orig" parameter.

The I-CSCF shall verify for all requests whether they arrived from a trusted domain or not. If the request arrived from a non trusted domain, then the I-CSCF shall respond with 403 (Forbidden) response.

If the request arrived from a trusted domain, the I-CSCF shall perform the procedures below.

NOTE 1:
The I-CSCF can find out whether the request arrived from a trusted domain or not, from the procedures described in 3GPP TS 33.210 [19A].

When the I-CSCF receives an initial request for a dialog or standalone transaction the I-CSCF will start the user location query procedure to the HSS as specified in 3GPP TS 29.228 [14] for the calling user, indicated in the P-Asserted-Identity header. Prior to performing the user location query procedure to the HSS, the I-CSCF decides which HSS to query, possibly as a result of a query to the Subscription Locator Functional (SLF) entity as specified in 3GPP TS 29.228 [14].

When the I-CSCF receives an INVITE request, the I-CSCF may require the periodic refreshment of the session to avoid hung states in the I-CSCF. If the I-CSCF requires the session to be refreshed, it shall apply the procedures described in RFC 4028 [58] clause 8.

NOTE 2:
Requesting the session to be refreshed requires support by at least one of the UEs. This functionality cannot automatically be granted, i.e. at least one of the involved UEs needs to support it.

When the response for user location query contains information about the required S-CSCF capabilities, the I-CSCF shall select a S-CSCF according to the method described in 3GPP TS 29.228 [14].

If the user location query was successful, the I-CSCF shall:

1)
insert the URI of the S-CSCF - either received from the HSS, or selected by the I-CSCF based on capabilities - as the topmost Route header appending the "orig" parameter to the URI of the S-CSCF;

2)
store the value of the icid parameter received in the P-Charging-Vector header and retain the icid parameter in the P-Charging-Vector header. If no icid parameter was found, then create a new, globally unique value for the icid parameter and insert it into the P-Charging-Vector header;

3)
optionally, include the received Redirect-Host AVP value in the P-User-Database header as defined in draft-camarillo-sipping-user-database [82]
3a)
if a wildcarded public user identity value is received from the HSS in the Wildcarded-IMPU AVP and the I-CSCF supports the the SIP P-Profile-Key private header extension, include the wildcarded public user identity value in the P-Profile-Key header as defined in RFC 5002 [97]; and
4)
forward the request based on the topmost Route header.

NOTE 3:
The P-User-Database header can be included only if the I-CSCF can assume (e.g. based on local configuration) that the receiving S-CSCF will be able to process the header.

Upon an unsuccessful user location query, the I-CSCF shall return an appropriate unsuccessful SIP response. This response may be a 404 (Not found) response or 604 (Does not exist anywhere) response in the case the user is not a user of the home network.

When the I-CSCF receives any response to the above request, and forwards it to AS, the I-CSCF shall:

-
store the values from the P-Charging-Function-Addresses header, if present. If the next hop is outside of the current network, then the I-CSCF shall remove the P-Charging-Function-Addresses header prior to forwarding the message; and

-
insert a P-Charging-Vector header containing the type 3 orig-ioi parameter, if received in the request, and a type 3 term-ioi parameter in the response. The I-CSCF shall set the type 3 term-ioi parameter to a value that identifies the sending network of the response and the type 3 orig-ioi parameter is set to the previously received value of type 3 orig-ioi.

************** END CHANGE ************************
************** BEGIN CHANGE *********************

5.4.1.2.2
Protected REGISTER

Upon receipt of a REGISTER request with the "integrity-protected" parameter in the Authorization header set to "yes", the S-CSCF shall identify the user by the public user identity as received in the To header and the private user identity as received in the Authorization header of the REGISTER request, and:

In the case that there is no authentication currently ongoing for this user (i.e. no timer reg-await-auth is running):

1)
check if the user needs to be reauthenticated.

The S-CSCF may require authentication of the user for any REGISTER request, and shall always require authentication for REGISTER requests received without the "integrity-protected" parameter in the Authorization header set to "yes". 

If the user needs to be reauthenticated, the S-CSCF shall proceed with the procedures as described for the initial REGISTER in subclause 5.4.1.2.1, beginning with step 4). If the user does not need to be reauthenticated, the S-CSCF shall proceed with the following steps in this paragraph; and

2)
check whether an Expires timer is included in the REGISTER request and its value. If the Expires header indicates a zero value, the S-CSCF shall perform the deregistration procedures as described in subclause 5.4.1.4. If the Expires header does not indicate zero, the S-CSCF shall check whether the public user identity received in the To header is already registered. If it is not registered, the S-CSCF shall proceed beginning with step 5 below. Otherwise, the S-CSCF shall proceed beginning with step 6 below.

In the case that a timer reg-await-auth is running for this user the S-CSCF shall:

1)
check if the Call-ID of the request matches with the Call-ID of the 401 (Unauthorized) response which carried the last challenge. The S-CSCF shall only proceed further if the Call-IDs match.

2)
stop timer reg-await-auth;

3)
check whether an Authorization header is included, containing:

a)
the private user identity of the user in the username field;

b)
the algorithm which is AKAv1-MD5 in the algorithm field; and

c)
the authentication challenge response needed for the authentication procedure in the response field.

The S-CSCF shall only proceed with the following steps in this paragraph if the authentication challenge response was included;

4)
check whether the received authentication challenge response and the expected authentication challenge response (calculated by the S-CSCF using XRES and other parameters as described in RFC 3310 [49]) match. The XRES parameter was received from the HSS as part of the Authentication Vector. The S-CSCF shall only proceed with the following steps if the challenge response received from the UE and the expected response calculated by the S-CSCF match;

5)
after performing the Cx Server Assignment procedure with the HSS, as described in 3GPP TS 29.228 [14], store the following information in the local data:

a)
the list of public user identities, including the registered own public user identity and its associated set of implicitly registered public user identities and wildcarded public user identities due to the received REGISTER request. Each public user identity is identified as either barred or non-barred; and,

b)
all the service profile(s) corresponding to the public user identities being registered (explicitly or implicitly), including initial Filter Criteria(the initial Filter Criteria for the Registered and common parts is stored and the unregisterd part is retained for possible use later - in the case of the S-CSCF is retained if the user becomes unregistered);

NOTE 1:
There might be more than one set of initial Filter Criteria received because some implicitly registered public user identities that are part of the same implicit registration set belong to different service profiles.

6)
update registration bindings:

a)
bind to each non-barred registered public user identity all registered contact information including all header parameters contained in the Contact header and all associated URI parameters, with the exception of the URI "pub-gruu" and "temp-gruu" parameters as specified in draft-ietf-sip-gruu [93], and store information for future use;

b)
for each binding that contains a +sip.instance header parameter, assign a new temporary GRUU, as specified in subclause 5.4.7A.3.

NOTE 2:
There might be more then one contact information available for one public user identity.

NOTE 3:
The barred public user identities are not bound to the contact information.

7)
check whether a Path header was included in the REGISTER request and construct a list of preloaded Route headers from the list of entries in the received Path header. The S-CSCF shall preserve the order of the preloaded Route headers and bind them to the contact information that was received in the REGISTER message;

NOTE 4:
If this registration is a reregistration or an initial registration (i.e., there are previously registered public user identities belonging to the user that have not been deregistered or expired), then a list of pre-loaded Route headers will already exist. The new list replaces the old list.

8)
determine the duration of the registration by checking the value of the Expires header in the received REGISTER request. The S-CSCF may reduce the duration of the registration due to local policy or send back a 423 (Interval Too Brief) response specifying the minimum allowed time for registration;

9)
store the icid parameter received in the P-Charging-Vector header;

10)
if an orig-ioi parameter is received in the P-Charging-Vector header, store the value of the received orig-ioi parameter;

NOTE 5:
Any received orig-ioi parameter will be a type 1 orig-ioi. The type 1 orig-ioi identifies the network from which the request was sent.

11)
create a 200 (OK) response for the REGISTER request, including:

a)
the list of received Path headers;

b)
a P-Associated-URI header containing the list of the registered public user identity and its associated set of implicitly registered public user identities. The first URI in the list of public user identities supplied by the HSS to the S-CSCF will indicate the default public user identity to be used by the S-CSCF. The public user identity indicated as the default public user identity must be a registered public user identity. The S-CSCF shall place the default public user identity as the first entry in the list of URIs present in the P-Associated-URI header. The default public user identity will be used by the P-CSCF in conjunction with the procedures for the P-Asserted-Identity header, as described in subclause 5.2.6.3. If the S-CSCF received a display name from the HSS for a public user identity, then it shall populate the P-Associated-URI header entry for that public identity with the associated display name. The S-CSCF shall not add a barred public user identity to the list of URIs in the P-Associated-URI header;

NOTE 6:
The P-Associated-URI header lists only the public user identity and its associated set of implicitly registered public user identities that have been registered, rather than the list of user's URIs that may be either registered or unregistered as specified in the RFC 3455 [52]. If the registered public user identity which is not barred does not have any other associated public user identities, the P-Associated-URI header lists only the registered public user identity itself, rather than an empty P-Associated-URI header as specified in RFC 3455 [52].
c)
a Service-Route header containing:

-
the SIP URI identifying the S-CSCF containing an indication that requests routed via the service route (i.e. from the P-CSCF to the S-CSCF) are treated as for the UE-originating case. This indication may e.g. be in a URI parameter, a character string in the user part of the URI or be a port number in the URI; and,

-
if network topology hiding is required a SIP URI identifying an IBCF as the topmost entry;

d)
a P-Charging-Function-Addresses header containing the values received from the HSS if the P-CSCF is in the same network as the S-CSCF. It can be determined if the P-CSCF is in the same network as the S-CSCF by the contents of the P-Visited-Network-ID header field included in the REGISTER request;

e)
a P-Charging-Vector header containing the orig-ioi parameter, if received in the REGISTER request and a type 1 term-ioi parameter. The S-CSCF shall set the type 1 term-ioi parameter to a value that identifies the sending network of the response and the orig-ioi parameter is set to the previously received value of orig-ioi;

f)
a Contact header listing all contact addresses for this public user identity, including all saved header and URI parameters (including all ICSI values and IARI values) received in the Contact header field of the REGISTER request, and

g)
gruus in the Contact header. If the REGISTER request contained a Required or Supported header containing the value "gruu" then for each contact address in the contact header that has a +sip.instance header parameter, add "pub-gruu" and "temp-gruu" header parameters. The values of these parameters shall contain, respectively, the public GRUU and the most recently assigned temporary GRUU representing (as specified in subclause 5.4.7A) the association between the public user identity from the To header in the REGISTER request and the instance ID contained in the +sip.instance parameter.

NOTE 7:
There might be other contact addresses available, that other UEs have registered for the same public user identity.

12)
send the so created 200 (OK) response to the UE;

13)
for all service profiles in the implicit registration set send a third-party REGISTER request, as described in subclause 5.4.1.7, to each AS that matches the Filter Criteria of the service profile from the HSS for the REGISTER event; and,

NOTE 8:
If this registration is a reregistration, the Filter Criteria already exists in the local data.
NOTE 9:
If the same AS matches the Filter Criteria of several service profiles for the event of REGISTER request, then the AS will receive several third-party REGISTER requests. Each of these requests will include a public user identity from the corresponding service profile.

14)
consider the public user identity being registered to be bound to the contact address specified in the Contact header for the duration indicated in the Expires header.
************** END CHANGE ************************

************** BEGIN CHANGE **********************

5.4.1.5
Network-initiated deregistration

NOTE 1:
A network-initiated deregistration event that occurs at the S-CSCF may be received from the HSS or may be an internal event in the S-CSCF. 

Prior to initiating the network-initiated deregistration for the only currently registered public user identity and its associated set of implicitly registered public user identities and wildcarded public user identities that have been registered with the same contact (i.e. no other public user identity is registered with this contact) while there are still active multimedia sessions belonging to this contact, the S-CSCF shall release only the multimedia sessions belonging to this contact as described in the following paragraph. The multimedia sessions for the same public user identity, if registered with another contact remain unchanged.

Prior to initiating the network-initiated deregistration while there are still active multimedia sessions that are associated with this user and contact, the S-CSCF shall release none, some or all of these multimedia sessions by applying the steps listed in subclause 5.4.5.1.2 under the following conditions:

-
when the S-CSCF does not expect the UE to reregister (i.e. S-CSCF will set the event attribute within the <contact> element to "rejected" for the NOTIFY request, as described below), the S-CSCF shall release all sessions that are associated with the public user identities being deregistered, which includes the implicitly registered public user identities.

-
when the S-CSCF expects the UE to reregister (i.e. S-CSCF will set the event attribute within the <contact> element to "deactivated" for the NOTIFY request, as described below), the S-CSCF shall only release sessions that currently include the user, where the session was initiated with the one of the public user identities being deregistered, which includes the implicitly registered public user identities.

When a network-initiated deregistration event occurs for one or more public user identities that are bound to one or more contacts, the S-CSCF shall send a NOTIFY request to all subscribers that have subscribed to the respective reg event package. For each NOTIFY request, the S-CSCF shall:

1)
set the Request-URI and Route header to the saved route information during subscription;

2)
set the Event header to the "reg" value;

3)
in the body of the NOTIFY request, include as many <registration> elements as many public user identities the S-CSCF is aware of the user owns;

4)
set the aor attribute within each <registration> element to one public user identity:

a)
set the <uri> sub-element inside the <contact> sub-element of each <registration> element to the contact address provided by the UE;

b)
if the public user identity:

i)
has been deregistered then:

-
set the state attribute within the <registration> element to "terminated";

-
set the state attribute within the <contact> element to "terminated"; and

-
set the event attribute within the <contact> element to "deactivated" if the S-CSCF expects the UE to reregister or "rejected" if the S-CSCF does not expect the UE to reregister; or

ii)
has been kept registered then:

I)
set the state attribute within the <registration> element to "active";

II)
set the state attribute within the <contact> element to:

-
for the contact address to be removed set the state attribute within the <contact> element to "terminated", and event attribute element to "deactivated" if the S-CSCF expects the UE to reregister or "rejected" if the S-CSCF does not expect the UE to reregister; or

-
for the contact address which remain unchanged, if any, leave the <contact> element unmodified, and if the contact has been assigned GRUUs set the <pub-gruu> and <temp-gruu> sub-elements of the <contact> element as specified in draft-ietf-sipping-gruu-reg-event [94] and include the <unknown-param> sub-element within each <contact> to any additional header parameters contained in the Contact header of the REGISTER request according to RFC 3680 [43]; and

NOTE 2:
There might be more than one contact information available for one public user identity. When deregistering this UE, the S-CSCF will only modify the <contact> elements that were originally registered by this UE using its private user identity. The <contact> elements of the same public user identitity, if registered by another UE using different private user identities remain unchanged.

5)
add a P-Charging-Vector header with the icid parameter populated as specified in 3GPP TS 32.260 [17].

The S-CSCF shall only include the non-barred public user identities in the NOTIFY request.

When sending a final NOTIFY request with all <registration> element(s) having their state attribute set to "terminated" (i.e. all public user identities have been deregistered or expired), the S-CSCF shall also terminate the subscription to the registration event package by setting the Subscription-State header to the value of "terminated".

Also, for all service profiles in the implicit registration set the S-CSCF shall send a third-party REGISTER request, as described in subclause 5.4.1.7, to each AS that matches the Filter Criteria of the service profile from the HSS as if a equivalent REGISTER request had been received from the user deregistering that public user identity, or combination of public user identities.

In case of the deregistration of the old contact information when the UE is roaming, registration is done in a new network and the previous registration has not expired, on completion of the above procedures, the S-CSCF shall remove the registration information related to the old contact from the local data.

Otherwise, on completion of the above procedures for one or more public user identities linked to the same private user identity, the S-CSCF shall deregister those public user identities and the associated implicitly registered public user identities. On completion of the Cx Server Assignment procedure with the HSS, as described in 3GPP TS 29.228 [14], the S-CSCF shall update or remove those public user identities linked to the same private user identity, their registration state and the associated service profiles from the local data (based on operators' policy the S-CSCF can request of the HSS to either be kept or cleared as the S-CSCF allocated to this subscriber). On the completion of the Cx Registration-Termination procedure with the HSS, as described in 3GPP TS 29.228 [14], the S-CSCF shall remove those public user identities, their registration state and the associated service profiles from the local data.

************** END CHANGE ************************
************** BEGIN CHANGE **********************

L.2.3.4.1
General

When the S‑CCF receives from the UE a request (excluding REGISTER), the S‑CCF may perform the following steps if authentication of SIP request methods initiated by the UE excluding REGISTER is desired: 

1)
The S‑CCF shall identify the user by the public user identity as received in the P-Asserted-Identity header.
2)
If the public user identity does not match one of the registered public user identities, and the public user identity does not match one of the registered wildcarded public user identities, the S‑CCF may reject the request with a 400 (Bad Request) response or silently discard the request.
3)
If the request does not contain a Proxy-Authorization header or the Proxy-Authorization header does not contain a digest response, the S‑CCF shall: 

a)
challenge the user by generating a 407 (Proxy Authentication Required) response for the received request, including a Proxy-Authenticate header as defined in RFC 2617 [21], which includes:

-
a protection domain in the realm field;

-
a domain field;

-
a nonce field;

-
an algorithm field; if the algorithm value is not provided in the authentication vector, it shall have the value "MD5"; and

-
a qop field; if the qop value is not provided in the authentication vector, it shall have the value "auth".

Editor's Note: It is FFS which entity generates the nonce.

b)
send the so generated 407 (Proxy Authentication Required) response towards the UE; and
c)
retain the nonce and initialize the corresponding nonce count to a value of 1.

4)
If the request contains a Proxy-Authorization header, the S‑CCF shall:

a)
check whether the Proxy-Authorization header contains:

-
the private user identity of the user in the username field;

-
an algorithm field which matches the algorithm field in the authentication challenge (i.e. MD5); 

-
a response field with the authentication challenge response;

-
a realm field matching the realm field in the authentication challenge;

-
nonce field matching the expected nonce from either a recent authentication challenge or a more recent nextnonce sent in an Authentication-Info header;

-
a digest-uri matching the SIP Request URI; 

-
a cnonce field; and

-
a nonce-count field with a value that equals the nonce-count expected by the S‑CCF. The S‑CCF may choose to accept a nonce-count which is greater than the expected nonce-count only if the S‑CCF uses this nonce-count once authentication is successful (and increments it for any subsequent authentication responses).


If any of the above checks do not succeed, the S‑CCF shall proceed as described in subclause L.2.3.4.2, and skip the remainder of this procedure.

b)
check whether the received authentication challenge response and the expected authentication challenge response match. The S‑CCF shall compute the expected digest response as described in RFC 2617 [21] using the H(A1) value contained within the authentication vector, and other digest parameters (i.e. nonce, cnonce, nonce-count, qop).

In the case where the digest response does not match the expected digest response calculated by the S‑CCF, the S‑CCF shall consider the authentication attempt as failed and do one of the following:

1)
rechallenge the user by issuing a 407 (Proxy Authentication Required) response including a challenge as per procedures described in this subclause; or

2)
reject the request by issuing a 403 (Forbidden) response; or

3)
reject the request without sending a response.
In the case where the digest response matches the expected digest response calculated by the S‑CCF, the S‑CCF shall consider the identity of the user verified and the request authenticated.
************** END CHANGE ************************
----------------------- UE Loose Route --------------------
************** BEGIN CHANGE ****************

5.2.7.3
UE-terminating case

When the P‑CSCF receives an INVITE request destined for the UE the P‑CSCF may require the periodic refreshment of the session to avoid hung states in the P‑CSCF. If the P‑CSCF requires the session to be refreshed, it shall apply the procedures described in RFC 4028 [58] clause 8. 

NOTE 1:
Requesting the session to be refreshed requires support by at least one of the UEs. This functionality cannot automatically be granted, i.e. at least one of the involved UEs needs to support it in order to make it work. 

When the P‑CSCF receives an initial INVITE request destined for the UE, it will have a list of Record-Route headers. Prior to forwarding the initial INVITE, the P‑CSCF shall respond to all INVITE requests with a 100 (Trying) provisional response.

If a PCRF exists for the user for which a request or response is received, the P‑CSCF shall also include the
access-network-charging-info parameter (if received via the PCRF, over the Gr or Gx interfaces) in the P‑Charging-Vector header in the first request or response originated by the UE that traverses the P‑CSCF, as soon as the charging information is available in the P‑CSCF e.g., after the local resource reservation is complete. Typically, this first response is a 180 (Ringing) or 200 (OK) response if the remote UA supports the "integration of resource management in SIP" extension, or a re-INVITE request if the remote UA does not support the "integration of resource management in SIP" extension. See subclause 5.2.7.4 for further information on the access network charging information.

************** END CHANGE *************************
************** BEGIN CHANGE *****************
5.4.3.3
Requests terminated at the served user

When the S‑CCF receives, destined for a statically pre-configured PSI or a registered served user, an initial request for a dialog or a request for a standalone transaction, prior to forwarding the request, the S‑CCF shall:

1)
check if an original dialog identifier that the S‑CCF previously placed in a Route header is present in the topmost Route header of the incoming request.

-
If present, the request has been sent from an AS in response to a previously sent request.

-
If not present, it indicates that the request is visiting the S‑CCF for the first time, and in this case the S‑CCF shall determine whether the request contains a barred public user identity in the Request-URI of the request or not. In case the Request URI contains a barred public user identity for the user, then the S‑CCF shall reject the request by generating a 404 (Not Found) response. Otherwise, continue with the rest of the steps;

2)
remove its own URI from the topmost Route header;

3)
if there was an original dialog identifier present in the topmost Route header of the incoming request then check whether the Request-URI matches the saved Request-URI. The Request-URI and saved Request-URI are considered a match if the Request-URI is equal to the saved value of the Request-URI, or if the
Request-URI is a public GRUU and the saved value of the Request-URI is a temporary GRUU and both the public and temporary GRUUs represent the same public user identity and instance ID. If there is no match, then:

a)
if the request is an INVITE request, save the Contact, CSeq and Record-Route header field values received in the request such that the S‑CCF is able to release the session if needed; and

b)
forward the request based on the topmost Route header or if not available forward the request based on the Request-URI (routing based on Request-URI is specified steps 10 through 14 from subclause 5.4.3.2) and skip the following steps.

3A)
if the Request-URI is a GRUU, but is not valid as defined in subclause 5.4.7A.4, then return a 4xx response as specified in draft-ietf-sip-gruu [93];

3B)
if the Request-URI contains a public GRUU and the saved value of the Request URI is a temporary GRUU, then replace the Request-URI with the saved value of the Request-URI;

3C)
if the request contains a P-Asserted-Service header field check whether the IMS communication service identified by the ICSI value contained in the P-Asserted-Service header field is allowed by the subscribed services for the served user and if not remove the P-Asserted-Service header field;

3D)
if the request does not contain a P-Asserted-Service header field check if the contents of the request matches a subscribed service (i.e. SDP media capabilities, Content-Type header field) for each and any of the subscribed services for the served user. As an operator option, if the contents of the request do not match a subscribed service, the S‑CCF may reject the request by generating a 403 (Forbidden) response. Otherwise, continue with the rest of the steps;

3E)
if the request does not contain a P-Asserted-Service header field and if the contents of the request are allowed by the subscribed services for the served user include a P-Asserted-Service header field in the request containing the ICSI value for the related IMS communication service, and use the as a header field in the initial request when matching initial filter criteria in step 4;

4)
check whether the initial request matches the next unexecuted initial filter criteria based on the public user identity identified by the Request-URI in the priority order and apply the filter criteria on the SIP method as described in 3GPP TS 23.218 [5] subclause 6.5. If there is a match, then the S‑CCF shall:

-
if the Request-URI is a temporary GRUU as defined in subclause 5.4.7A.3, then replace the Request-URI with the public GRUU that is associated with the temporary GRUU (i.e. the public GRUU representing the same public user identity and instance ID as the temporary GRUU);

-
insert the AS URI to be contacted into the Route header as the topmost entry followed by its own URI populated as specified in the subclause 5.4.3.4; and

-
insert a type 3 orig-ioi parameter in the P‑Charging-Vector header. The type 3 orig-ioi parameter identifies the sending network of the request message before the received orig-ioi. The S‑CCF shall not include the type 3 term-ioi parameter;

NOTE 1:
Depending on the result of the previous process, the S‑CCF may contact one or more AS(s) before processing the outgoing Request-URI.

NOTE 2:
If the Request-URI of the received terminating request contains a temporary GRUU, then step 4 replaces the Request-URI with the associated public GRUU before invoking the AS, and step 3B restores the original temporary GRUU when the request is returned from the AS.
NOTE 3:
An AS can activate or deactivate its own filter criteria via the Sh interface. As the S‑CCF checks initial filter criteria only on receipt of an initial request for a dialog, or a standalone transaction, a modified service profile will have no impact on transactions or dialogs already in progress and the modified profile will be effective only for new transactions and dialogs. If the S‑CCF receives a modification of the iFC during their execution, then it should not update the stored initial Filter Criteria until the iFC related to the initial request have been completely executed.
5)
if there was no original dialog identifier present in the topmost Route header of the incoming request insert a P‑Charging-Function-Addresses header field, if not present, populated with values received from the HSS if the message is forwarded within the S‑CCF home network, including towards AS;

6)
if there was no original dialog identifier present in the topmost Route header of the incoming request store the value of the icid parameter received in the P‑Charging-Vector header and retain the icid parameter in the P‑Charging-Vector header;

7)
if there was no original dialog identifier present in the topmost Route header of the incoming request store the value of the orig-ioi parameter received in the P‑Charging-Vector header, if present, and remove all received ioi parameters from the forwarded request if next hop is not an AS;

NOTE 4:
Any received orig-ioi parameter will be a type 2 orig-ioi. or type 3 orig-ioi. The orig-ioi parameter identifies the sending network of the request message. 8)
in the case there are no Route headers in the request, create a target set of potential routes from the list of preloaded routes saved during registration or re-registration, as described in subclause 5.4.1.2, as follows:

a)
if the Request-URI is a valid GRUU as defined in subclause 5.4.7A.4, then the target set is determined by following the procedures for Request Targeting specified in draft-ietf-sip-gruu [93], using the public user identity and instance ID derived from the GRUU using the procedures of subclause 5.4.7A; 

b)
if the Request-URI is not a GRUU, then the target set is all the registered contacts saved for the destination public user identity;

9)
if necessary perform the caller preferences to caller capabilities matching according to RFC 3841 [56B] to the target set;

NOTE 5:
This might eliminate entries and reorder the target set.

10)
in case there are no Route headers in the request:

a)
if there is more than one route in the target set determined in steps 8) and 9) above:

-
if the fork directive in the Request Disposition header was set to "no-fork", the contact with the highest qvalue parameter shall be used to build the target URI. In case no qvalue parameters were provided, the S‑CCF shall decide locally what contact address to be used to build the target URI; otherwise

-
fork the request or perform sequential search based on the relative preference indicated by the qvalue parameter of the Contact header in the original REGISTER request, as described in RFC3261 [26]. In case no qvalue parameters were provided, then the S‑CSCF determine the contact address to be used to build the target URI as directed by the Request Disposition header as described in RFC 3841 [56B]. If the Request-Disposition header is not present, the S‑CCF shall decide locally whether to fork or perform sequential search among the contact addresses;

-
in case that no route is chosen, return a 480 (Temporarily unavailable) response or another appropriate unsuccessful SIP response and terminate these procedures.

b)

If no "loose route" indication has been received, in the service profile of the served public user identity, from the HSS during registration ,build the Request-URI with the contents of the target URI determined in the previous step; 

c)
insert a P‑Called-Party-ID SIP header field containing the contents of the Request-URI received in the request unless the Request-URI contains a temporary GRUU in which case insert the public GRUU in the P‑Called-Party-ID;

d)
build the Route header field with the Path values from the chosen route and if "loose route" indication has been received ,in the service profile of the served user identity, from the HSS during registration, add the content of the target URI determined in step a), as last URI of the route; and

e)
save the Request-URI and the total number of Record-route headers as part of the dialog request state.

NOTE 6:
For each initial dialog request terminated at a served user two pieces of state are maintained to assist in processing GRUUs: the chosen contact address to which the request is routed; and the position of an entry for the S‑CCF in the Record-Route header that will be responsible for GRUU translation, if needed (the position is the number of entries in the list before the entry was added). The entry will be added in step 5) of the below procedures for handling S‑CCF receipt any 1xx or 2xx response to the initial request for a dialog. The S‑CCF can record-route multiple times, but only one of those (the last) will be responsible for gruu translation at the terminating end.

11)
if the request is an INVITE request, save the Contact, CSeq and Record-Route header field values received in the request such that the S‑CCF is able to release the session if needed;

12)
optionally, apply any privacy required by RFC 3323 [33] and RFC 3325 [34] to the P-Asserted-Identity header and privacy required by RFC 4244 [66] although the S‑CCF shall not, except for the case where trust domain provisioning applies (e.g. request sent to an AS outside the trusted domain) as described in clause 4.4, modify or remove the priv-value set to “id” within the Privacy header;

NOTE 7:
The optional procedure above is in addition to any procedure for the application of privacy at the edge of the trust domain specified by RFC 3325 [34].

NOTE 7a:
The priv-value “id” in the Privacy header will be used by the terminating UE to distinguish the request of OIR by the originating user as described in TS 183 007 [b].

13)
in case of an initial request for a dialog, either:

-
if the request is routed to an AS which is part of the trust domain, the S‑CCF can decide whether to record-route or not. The decision is configured in the S‑CCF using any information in the received request that may otherwise be used for the initial filter criteria. If the request is record-routed the S‑CCF shall create a Record-Route header containing its own SIP URI; or

-
if the request is routed elsewhere, create a Record-Route header containing its own SIP URI; 

13A)
if the request is routed to the P‑CSCF remove the P-User-Database header if present; and

14)
forward the request based on the topmost Route header.

If the S‑CCF fails to receive a SIP response or receives a 408 (Request Timeout) response or a 5xx response from the AS, the S‑CCF shall: 
-
if the default handling defined in the filter criteria indicates the value "SESSION_CONTINUED" as specified in 3GPP TS 29.228 [14] or no default handling is indicated, execute the procedure from step 4; and

-
if the default handling defined in the filter criteria indicates the value "SESSION_TERMINATED" as specified in 3GPP TS 29.228 [14], either forward the received response or, if the request is an initial INVITE request, send a 408 (Request Timeout) response or a 5xx response towards the originating UE as appropriate (without verifying the matching of filter criteria of lower priority and without proceeding for further steps).

If the S‑CCF receives any final response from the AS, it shall forward the response towards the originating UE (without verifying the matching of filter criteria of lower priority and without proceeding for further steps). 
When the S‑CCF receives any response to the above request and forwards it to AS, the S‑CCF shall insert a P‑Charging-Vector header containing the orig-ioi parameter, if received in the request, and a type 3 term-ioi parameter in the response. The S‑CCF shall set the type 3 term-ioi parameter to a value that identifies the sending network of the response and the orig-ioi parameter is set to the previously received value of orig-ioi.

NOTE 8:
Any received term-ioi parameter will be a type 3 term-ioi. The term-ioi parameter identifies the service provider from which the response was sent. 

When the S‑CCF receives, destined for an unregistered user, an initial request for a dialog or a request for a standalone transaction, the S‑CCF shall:

1)
Void.2)
execute the procedures described in 1, 2, 3, 3C, 3D, 3E, 4, 5, 6, 7, 11, 13; 13A and 14 in the above paragraph (when the S‑CCF receives, destined for the registered served user, an initial request for a dialog or a request for a standalone transaction).

3)
In case that no AS needs to be contacted, then S‑CCF shall return an appropriate unsuccessful SIP response. This response may be a 480 (Temporarily unavailable) and terminate these procedures.

NOTE 9:
When the S‑CCF does not have the user profile, before executing the actions as listed above, it initiates the S‑CCF Registration/deregistration notification with the purpose of downloading the relevant user profile (i.e. for unregistered user) and informs the HSS that the user is unregistered. The S‑CCF will assess triggering of services for the unregistered user, as described in 3GPP TS 29.228 [14]. When requesting the user profile the S‑CCF can include the information in the P-Private-Key header in S‑CCF Registration/deregistration notification.

Prior to performing S‑CCF Registration/Deregistration procedure with the HSS, the S‑CCF decides which HSS to query, possibly as a result of a query to the Subscription Locator Functional (SLF) entity as specified in 3GPP TS 29.228 [14] or use the value as received in the P-User-Database header in the initial request for a dialog or a request for a standalone transaction as defined in RFC 4457 [82]. The HSS address received in the response to SLF query can be used to address the HSS of the public user identity with further queries.

When the S‑CCF receives any 1xx or 2xx response to the initial request for a dialog (whether the user is registered or not), it shall:

1)
if the response corresponds to an INVITE request, save the Contact and Record-Route header field values in the response such that the S‑CCF is able to release the session if needed;

2)
if the response is not forwarded to an AS (i.e. the response is related to a request that was matched to the first executed initial filter criteria), insert a type 2 term-ioi parameter in the P‑Charging-Vector header of the outgoing response. The type 2 term-ioi is set to a value that identifies the sending network of the response and the orig-ioi parameter is set to the previously received value of orig-ioi. Values of orig-ioi and term-ioi in the received response are removed;

3)
in the case where the S‑CCF has knowledge that the SIP URI contained in the received P-Asserted-Identity header is an alias SIP URI for a tel URI the S‑CCF shall add a second P-Asserted-Identity header containing this tel URI including the display name associated with the tel URI, if available. If the P-Asserted-Identity header contains only a tel URI, the S‑CCF shall add a second P-Asserted-Identity header containing a SIP URI. The added SIP URI shall contain in the user part a "+" followed by the international public telecommunication number contained in tel URI, and user's home domain name in the hostport part. The added SIP URI shall contain the same value in the display name as contained in the tel URI. The S‑CCF shall also add a user parameter equals "phone" to the SIP URI; 

4)
in case the response is sent towards the originating user, the S‑CCF may remove the P-Access-Network-Info header based on local policy rules and the destination user (Request-URI); and

5)
save an indication that GRUU routeing is to be performed for subsequent requests sent within this same dialog if:

a)
there is a record-route position saved as part of the initial dialog request state; and 

b)
the contact address in the response is a valid GRUU as specified in subclause 5.4.7A.4.

NOTE 10:
There could be several responses returned for a single request, and the decision to insert or modify the Record-Route needs to be applied to each. But a response might also return to the S‑CCF multiple times as it is routed back through AS. The S‑CCF will take this into account when carrying out step 5) to ensure that the information is stored only once.

When the S‑CCF receives a response to a request for a standalone transaction (whether the user is registered or not), in the case where the S‑CCF has knowledge that the SIP URI contained in the received P-Asserted-Identity header is an alias SIP URI for a tel URI the S‑CCF shall add a second P-Asserted-Identity header containing this tel URI, including the display name associated with the tel URI, if available. If the P-Asserted-Identity header contains only a tel URI, the S‑CCF shall add a second P-Asserted-Identity header containing a SIP URI. The added SIP URI shall contain in the user part a "+" followed by the international public telecommunication number contained in tel URI, and user's home domain name in the hostport part. The added SIP URI shall contain the same value in the display name as contained in the tel URI. The S‑CCF shall also add a user parameter equals "phone" to the SIP URI. In case the response is forwarded to an AS that is located within the trust domain, the S‑CCF shall retain the P-Access-Network-Info header and the access-network-charging-info parameter in the P‑Charging-Vector header; otherwise, the S‑CCF shall remove the P-Access-Network-Info header and the access-network-charging-info parameter in the P‑Charging-Vector header. 

When the S‑CCF receives the 200 (OK) response for a standalone transaction request, the S‑CCF shall: 

1)
insert a P‑Charging-Function-Addresses header populated with values received from the HSS if the message is forwarded within the S‑CCF home network, including towards an AS; and

2)
if the response is not forwarded to an AS (i.e. the response is related to a request that was matched to the first executed initial filter criteria),insert a type 2 term-ioi parameter in the P‑Charging-Vector header of the outgoing response. The type 2 term-ioi is set to a value that identifies the sending network of the response and the type 2 orig-ioi parameter is set to the previously received value of orig-ioi.

NOTE 11:
If the S‑CCF forked the request of a stand alone transaction to multiple UEs and receives multiple 200 (OK) responses, the S‑CCF will select and return only one 200 (OK) response. The criteria that the S‑CCF employs when selecting the 200 (OK) response is based on the operator's policy (e.g. return the first 200 (OK) response that was received).

When the S‑CCF receives, destined for a served user, a target refresh request for a dialog, prior to forwarding the request, the S‑CCF shall:

1)
if the incoming request is received on a dialog for which GRUU routeing is to be performed and the
Request-URI is not the GRUU for this dialog, then return a response of 400 (Bad Request).

2)
if the incoming request is received on a dialog for which GRUU routeing is to be performed and the
Request-URI contains the GRUU for this dialog then the S‑CCF shall:

-
perform the procedures for Request Targeting specified in draft-ietf-sip-gruu [93], using the public user identity and instance ID derived from the Request-URI, as specified in subclause 5.4.7A;

-
if no contact can be selected, return a response of 480 (Temporarily Unavailable).

3)
remove its own URI from the topmost Route header;

4)
for INVITE dialogs (i.e. dialogs initiated by an INVITE request), save the Contact and Cseq header field values received in the request such that the S‑CCF is able to release the session if needed;

5)
create a Record-Route header containing its own SIP URI; and

6)
forward the request based on the topmost Route header.

When the S‑CCF receives any 1xx or 2xx response to the target refresh request for a dialog (whether the user is registered or not), the S‑CCF shall:

1)
for INVITE dialogs, replace the saved Contact header field values in the response such that the S‑CCF is able to release the session if needed; and

2)
in case the response is forwarded to an AS that is located within the trust domain, the S‑CCF shall retain the
P-Access-Network-Info header and the access-network-charging-info parameter in the P‑Charging-Vector header; otherwise, the S‑CCF shall remove the P-Access-Network-Info header and the access-network-charging-info parameter in the P‑Charging-Vector header.

When the S‑CCF receives, destined for the served user, a subsequent request other than target refresh request for a dialog, prior to forwarding the request, the S‑CCF shall:

1)
if the incoming request is received on a dialog for which GRUU routeing is to be performed and the
Request-URI is not the GRUU for this dialog, then return a response of 400 (Bad Request).

2)
if the incoming request is received on a dialog for which GRUU routeing is to be performed and the
Request-URI contains the GRUU for this dialog then the S‑CCF shall:

-
perform the procedures for Request Targeting specified in draft-ietf-sip-gruu [93], using the public user identity and instance ID derived from the Request-URI, as specified in subclause 5.4.7A;

-
if no contact can be selected, return a response of 480 (Temporarily Unavailable).

3)
remove its own URI from the topmost Route header; and

4)
forward the request based on the topmost Route header.

When the S‑CCF receives a response to a subsequent request other than target refresh request for a dialog, in case the response is forwarded to an AS that is located within the trust domain, the S‑CCF shall retain the P-Access-Network-Info header and the access-network-charging-info parameter from the P‑Charging-Vector header; otherwise, the S‑CCF shall remove the P-Access-Network-Info header and the access-network-charging-info parameter from the P‑Charging-Vector header.

With the exception of 305 (Use Proxy) responses, the S‑CCF shall not recurse on 3xx responses.

************** END CHANGE  *******************
---------------------Ethernet IP-CAN---------------------
************** BEGIN CHANGE *****************
7.2A.10.3
Additional coding rules for phone-context parameter

In case the current IP-CAN is indicated in the phone-context the entities inserting the "phone-context" parameter shall populate the "phone-context" parameter with the following contents:

1)
if the IP-CAN is GPRS, then the "phone-context" parameter is a domain name. It is constructed from the MCC, the MNC and the home network domain name by concatenating the MCC, MNC, and the string "gprs" as domain labels before the home network domain name;

EXAMPLE:
If MCC = 216, MNC = 01, then the "phone-context" parameter is set to '216.01.gprs.home1.net'.

2)
if the IP-CAN is I-WLAN, then the "phone-context" parameter is a domain name. It is constructed from the SSID, AP's MAC address, and the home network domain name by concatenating the SSID, AP's MAC address, and the string "i-wlan" as domain labels before the home network domain name;

EXAMPLE:
If SSID = BU-Airport, AP's MAC = 00-0C-F1-12-60-28, and home network domain name is "home1.net", then the "phone-context" parameter is set to the string "bu-airport.000cf1126028.i-wlan.home1.net".

3)
if the IP-CAN is xDSL, then the "phone-context" parameter is a domain name. It is constructed from the dsl-location (see subclause 7.2A.4) and the home network domain name by concatenating the dsl-location and the string "xdsl" as domain labels before the home network domain name;

4)
if the IP-CAN is DOCSIS, then the "phone-context" parameter is based on data configured locally in the UE; and
x) 
if the IP-CAN is Ethernet, then the "phone-context" parameter is a domain name. It is constructed from the eth-location (see subclause 7.2A.4) and the home network domain name by concatenating the eth-location and the string "ethernet" as domain labels before the home network domain name; and
5)
if the access network information is not available in the UE, then the "phone-context" parameter is set to the home network domain name preceded by the string "geo-local".

In case the home domain is indicated in the phone-context, the "phone-context" parameter is set to the home network domain name (as it is used to address the SIP REGISTER request, see subclause 5.1.1.1A).

In case the "phone-context" parameter indicates a network other than the home network or the visited access network, the "phone-context" parameter is set according to RFC 3966 [22].
************** END CHANGE  *******************

************** BEGIN CHANGE *****************
7.2A.4
P-Access-Network-Info header

7.2A.4.1
Introduction

The P-Access-Network-Info header is extended to include specific information relating to particular access technologies.

7.2A.4.2
Syntax

The syntax of the P-Access-Network-Info header is described in RFC 3455 [52]. There are additional coding rules for this header depending on the type of IP‑CAN, according to access technology specific descriptions.

Table 7.6A describes 3GPP-specific extended syntax of the P-Access-Network-Info header field defined in RFC 3455 [52].

Table 7.6A: Syntax of extended P-Access-Network-Info header

   P-Access-Network-Info  = “P-Access-Network-Info” HCOLON 

                            access-net-spec *(COMMA access-net-spec)

   access-net-spec        = access-type [SEMI np] *(SEMI access-info)

   access-type            = “IEEE-802.11” / "IEEE-802.11a" / "IEEE-802.11b" / "IEEE-802.11g" / "3GPP-GERAN" / "3GPP-UTRAN-FDD" / "3GPP-UTRAN-TDD" / "ADSL" / "ADSL2" / "ADSL2+" / "RADSL" / "SDSL" / "HDSL" / "HDSL2" / "G.SHDSL" / "VDSL" / "IDSL" / "3GPP2-1X" / "3GPP2-1X-HRPD"  / "IEEE-802.3"/ "IEEE-802.3a" / "IEEE-802.3e" / "IEEE-802.3i"/ "IEEE-802.3j" / "IEEE-802.3u" / "IEEE-802.3ab"/ "IEEE-802.3ae"/"IEEE-802.3ak"/IEEE-802.3aq"/ "IEEE-802.3an" / "IEEE-802.3y"/ "IEEE-802.3z"/ "IEEE-802.3y"/ token

   np                     = "network-provided"
   access-info            = cgi-3gpp / utran-cell-id-3gpp / dsl-location / np / i-wlan-node-id / ci-3gpp2/ eth-location / extension- access-info

   extension-access-info  = gen-value

   cgi-3gpp               = "cgi-3gpp" EQUAL (token / quoted-string)

   utran-cell-id-3gpp     = "utran-cell-id-3gpp" EQUAL (token / quoted-string)

   i-wlan-node-id         = "i-wlan-node-id" EQUAL (token / quoted-string)

   dsl-location           = "dsl-location" EQUAL (token / quoted-string)
   eth-location


  = "eth-location" EQUAL (token / quoted-string)
   np                     = "network-provided"

   ci-3gpp2               = "ci-3gpp2" EQUAL (token / quoted-string)

NOTE:
Addition of the P-Access-Network-Info header by proxies, and repetition of the P-Access-Network-Info header within the same request or response, requires an update to RFC 3455 before such usage is valid.

7.2A.4.3
Additional coding rules for P-Access-Network-Info header

The UEEntities inserting the P-Access-Network-Info header shall populate the P-Access-Network-Info header, where use is specified in subclause 5.1 and subclause 5.2, with the following contents:
1)
the access-type field set to one of "3GPP-GERAN","3GPP-UTRAN-FDD", "3GPP-UTRAN-TDD", "3GPP2‑1X", "3GPP2-1X-HRPD", "IEEE-802.11", "IEEE-802.11a", "IEEE-802.11b" "IEEE-802.11g", "ADSL", "ADSL2", "ADSL2+", "RADSL", "SDSL", "HDSL", "HDSL2", "G.SHDSL", "VDSL", "IDSL" , "DOCSIS" or  "IEEE-802.3", "IEEE-802.3a", "IEEE-802.3e", "IEEE-802.3i", "IEEE-802.3j", "IEEE-802.3u", "IEEE-802.3ab", "IEEE-802.3ae", IEEE-802.3ak", IEEE-802.3aq", IEEE-802.3an", "IEEE-802.3y", "IEEE-802.3z" or "IEEE-802.3y"  as appropriate to the access technology in use.

2)
if the access type field is set to "3GPP-GERAN", a cgi-3gpp parameter set to the Cell Global Identity obtained from lower layers of the UE. The Cell Global Identity is a concatenation of MCC, MNC, LAC and CI (as described in 3GPP TS 23.003 [3]). The value of "cgi-3gpp" parameter is therefore coded as a text string as follows:

Starting with the most significant bit, MCC (3 digits), MNC (2 or 3 digits depending on MCC value), LAC (fixed length code of 16 bits using full hexadecimal representation) and CI (fixed length code of 16 bits using a full hexadecimal representation);

3)
if the access type field is equal to "3GPP-UTRAN-FDD", or "3GPP-UTRAN-TDD", a "utran-cell-id-3gpp" parameter set to a concatenation of the MCC, MNC, LAC (as described in 3GPP TS 23.003 [3]) and the UMTS Cell Identity (as described in 3GPP TS 25.331 [9A]), obtained from lower layers of the UE, and is coded as a text string as follows:

Starting with the most significant bit, MCC (3 digits), MNC (2 or 3 digits depending on MCC value), LAC (fixed length code of 16 bits using full hexadecimal representation) and UMTS Cell Identity (fixed length code of 28 bits);

4)
if the access type field is set to "3GPP2-1X", a ci-3gpp2 parameter set to the ASCII representation of the hexadecimal value of the string obtained by the concatenation of SID (16 bits), NID (16 bits), PZID (8 bits) and BASE_ID (16 bits) (see 3GPP2 C.S0005-D [85]) in the specified order. The length of the ci-3gpp2 parameter shall be 14 hexadecimal characters. The hexadecimal characters (A through F) shall be coded using the uppercase ASCII characters. If the MS does not know the values for any of the above parameters, the MS shall use the value of 0 for that parameter. For example, if the SID is unknown, the MS shall represent the SID as 0x0000;

NOTE 1:
The SID value is represented using 16 bits as supposed to 15 bits as specified in 3GPP2 C.S0005-D [85].

EXAMPLE:
If SID = 0x1234, NID = 0x5678, PZID = 0x12, BASE_ID = 0xFFFF, the ci-3gpp2 value is set to the string "1234567812FFFF".

5)
if the access type field is set to "3GPP2-1X-HRPD", a ci-3gpp2 parameter set to the ASCII representation of the hexadecimal value of the string obtained by the concatenation of Sector ID (128 bits) and Subnet length
(8 bits) (see 3GPP2 C.S0024-A [86]) in the specified order. The length of the ci-3gpp2 parameter shall be 34 hexadecimal characters. The hexadecimal characters (A through F) shall be coded using the uppercase ASCII characters;

EXAMPLE:
If the Sector ID = 0x12341234123412341234123412341234, Subnet length = 0x11, the ci-3gpp2 value is set to the string "1234123412341234123412341234123411".

6)
if the access-type field set to one of "IEEE-802.11", "IEEE-802.11a", "IEEE-WLAN-802.11b" or "IEEE‑802.11g", an "i-wlan-node-id" parameter is set to the MAC address of the AP.

7)
If the access-type field is set to one of "ADSL", "ADSL2", "ADSL2+", "RADSL", "SDSL", "HDSL", "HDSL2", "G.SHDSL", "VDSL", "IDSL", the access-info field shall contain a dsl-location parameter obtained from the CLF (see NASS functional architecture) ; and
8)
if the access-type field set to "DOCSIS", the access info parameter is set to a null value. This release of this specification does not define values for use in this parameter.
9)
 if the access-type field is set to one of  "IEEE-802.3", "IEEE-802.3a", "IEEE-802.3e", "IEEE-802.3i", "IEEE-802.3j", "IEEE-802.3u", "IEEE-802.3ab", "IEEE-802.3ae", IEEE-802.3ak", IEEE-802.3aq", IEEE-802.3an", "IEEE-802.3y", "IEEE-802.3z", "IEEE-802.3y", the access-info field shall contain an eth-location parameter obtained from the CLF (see NASS functional architecture).
NOTE 2:
The "cgi-3gpp", the "utran-cell-id-3gpp", the "ci-3gpp2", the "i-wlan-node-id", and the "dsl-location" parameters described above among other usage also constitute the location identifiers that are used for IMS emergency services.

If the P‑CSCF receives an initial request for a dialog or standalone transaction or an unknown method and:

-
the request includes a P-Access-Network-Info header with a "network-provided" parameter the P‑CSCF shall remove the P-Access-Network-Info header;

-
the request is sent using xDSL as an IP‑CAN the P‑CSCF may insert a P-Access-Network-Info header into the request by setting the access-type field to one of "ADSL", "ADSL2", "ADSL2+", "RADSL", "SDSL", "HDSL", "HDSL2", "G.SHDSL", "VDSL", or "IDSL", adding the "network-provided" parameter and the
"dsl-location" parameter with the value received in the Location-Information header in the User-Data Answer command as specified in ETSI ES 283 035 [98]; and
-
the request is sent using Ethernet as an IP‑CAN the P‑CSCF may insert a P-Access-Network-Info header into the request by setting the access-type field to one of "IEEE-802.3", "IEEE-802.3a", "IEEE-802.3e",  "IEEE-802.3i", "IEEE-802.3j", "IEEE-802.3u" ,"IEEE-802.3ab"or "IEEE-802.3ae", IEEE-802.3ak", IEEE-802.3aq", IEEE-802.3an", "IEEE-802.3y", "IEEE-802.3z" or "IEEE-802.3y", adding the "network-provided" parameter and the "eth-location" parameter with the value received in the Location-Information header in the User-Data Answer command as specified in ETSI ES 283 035 [98];
NOTE 3:
The way the P‑CSCF deduces that the request comes using xDSL access is implementation dependent.

Editor's Note: Insertion of P-Access-Network-Info header by a P‑CSCF is not allowed according to RFC 3455 [52].
-
the request is sent using DOCSIS as an IP‑CAN the P‑CSCF may insert a P-Access-Network-Info header into the request by setting the access-type field to "DOCSIS" and including the "network-provided" parameter.

NOTE 4:
The way the P‑CSCF deduces that the request comes using DOCSIS access is implementation dependent.

Editor's Note: Insertion of P-Access-Network-Info header by a P‑CSCF is not allowed according to RFC 3455 [52].
************** END CHANGE  *****************
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