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1. Introduction

According to current text in section 5.2.3.3, a binding cache entry is removed when a BU de-registration  message (BU message with liftime 0) is received. 

However, there is a race condition issue with this behaviour (see Figure 1). If an earlier sent BU registration message overtakes a BU de-registration message (i.e., BU de-registration message has sequence number x+1 and BU registration message has sequence number x), the HA would always accept the old BU registration message, because the BCE was deleted together with the sequence number information upon receiving the BU der-registration message. This results in a wrong forwarding state on the HA and hence in severe packet loss.
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Figure 1: Example of CMIP race condition issue
This contributon proposes a solution for this race condition problem.

2. Reason for Change

A race condition issue can occur with the current specification that results in wrong forwarding state in the HA and hence in severe packet loss. Further, since the text in RFC3775 is ambiguous how the UE processes a received BA with a sequence number out of order (section 11.7.3.), the TS 24.303 shall clearly specify the UE behaviour in this case.

3. Conclusions

The race condition issue should be solved to prevent wrong forwarding state and severe packet loss.

4. Proposal

It is proposed to mandate that upon receiving a BU de-registration message, the HA does not immediately delete the BCE. Instead, the HA deactivates the binding cache entry meaning that the HA shall not forwards the data packets according to this BCE anymore. If the HA receives a BU registration message and has a deactivated BCE for the UE with higher sequence number than the sequence number in the BU registration message, the HA rejects the BU registration (BA with status code 135 “Sequence number out of window”) and includes its sequence number in the BA according to RFC 3775. The UE having an outstanding BU registration shall accept a BA with status code equal to 135, store the sequence number used from the HA in the BA and send a new BU registration message to the HA using an increased sequence number according to RFC 3775.

A deactivated BCE can be deleted after some time. The time span should be configured high enough to allow the HA to identify a delayed BU registration message arriving after a fresher BU de-registration message as being old. 

* * * First Change * * * *

5.2.2.2
Handover from home link to a foreign link

If the access network supports IPv6, as soon as the UE has configured an IPv6 address which is different from the previous interface address, the UE shall perform the Home Link detection as specified in subclause 5.1.2.3.

If the UE detects that it is moving from home link to foreign link, and if there is no security association existing with the HA, the UE shall perform the Security association establishment and Home Address assignment procedure with the HA as specified in subclause 5.1.2.2. 

Then the UE shall perform the initial binding registration and IPv4 Home Address assignment as specified in subclause 5.1.2.4. If the UE has been assigned also an IPv4 Home Address and wants to update also the binding for it, the UE shall include the IPv4 Home Address option including the assigned IPv4 Home Address in the same Binding Update message. 

If the access network supports only IPv4, as soon as the UE has configured an IPv4 Care-of Address, the UE shall send a Binding Update tunnelled in UDP as specified in draft-ietf-mext-nemo-v4traversal [2]. The UE shall set F and T flags to “0”.

Independent of an IPv6 or IPv4 access network the UE shall set the Key Management Capability (K) bit in the Binding Update message. 
If the UE receives, as response to an initial outstanding binding registration, a binding acknowledgment having a status code equal to 135 (BA with status code 135 “Sequence number out of window”), the UE shall accept the binding acknowledgment even if the sequence number is different from the one used in the initial binding registration. The UE stores the sequence number used from the HA in the binding acknowledgment and sends a new binding registration to the HA using an increased sequence number as the one stored from the binding acknowledgment.
* * * End of First Change * * * *

* * * Second Change * * * *

5.2.3.3

Handover from a foreign link to a home link

If the Lifetime field in the Binding Update is set to 0, the HA shall process the message based on draft-ietf-mext-nemo-v4traversal [2] and IETF RFC 3775 [6], set the associated binding cache entry to inactive state and send the Binding Acknowledge message with the Status field set to 0 (Binding Update accepted). Inactive binding cache entries are not used for data forwarding and are only used for identifying the freshness of BU registration messages when no active BCE exists. An inactive binding cache entry can be removed, but shall be stored for time long enough to allow the HA to identify a delayed BU registration message arriving at the HA after a BU de-registration with a sequence number higher than the one in the BU registration message. If an IPv4 home address was assigned to the UE, the HA shall also remove the binding for the IPv4 home address tied to the IPv6 home address included in the Binding Update. If the HA also performs LMA functionality and before the de-registration Binding Update a Proxy Binding Update is received by the HA as defined in 3GPP TS 29.275 [25], the DSMIPv6 binding cache entry shall not be modified; instead a new binding cache entry for the PMIPv6 registration shall be created and the downlink packets shall be processed by the HA based on the DSMIPv6 binding cache entry. Similarly if the HA performs also GTP termination functionality, the DSMIPv6 shall not be modified based on GTP messages and downlink packets shall be processed by the HA based on the DSMIPv6 binding cache entry. Optionally, if the HA decides to explicitly remove the DSMIPv6 binding cache entry without waiting for the de-registration Binding Update from the UE, the HA shall send a Binding Revocation Indication message as specified in subclause 5.4.3.1. The error codes used in the Binding Acknowledgement are the same as specified in subclause 5.1.3.2.

* * * End of Second Change * * * *

