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1. Introduction
TS 23.327 specifies that the HA can start at any time an IKEv2 child SA procedure in order to integrity protect or cipher the data packets in the DSMIPv6 tunnel. This is done based on standard IKEv2 procedures as specified in RFC 4306 and RFC 4877. 
2. Proposal

It is proposed to agree the following changes to 3GPP TS 24.327.
* * * First Change * * * *
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* * * Second Change * * * *

5.x
Protection of DSMIPv6 tunnel traffic
5.x.1
General
UE and HA can create a child security association using the IKEv2 session established as described in subcluase 5.1.2.3. This child security association can be used to cipher or integrity protect all data traffic exchanged within the DSMIPv6 tunnel. The procedure is initiated by the HA and can be initiated at any time after the security association between UE and HA has been set up.   
5.x.2
UE procedures
When the UE receives a CREATE_CHILD_SA request from the HA with selectors indicating the DSMIPv6 tunnel traffic, the UE shall reply with a CREATE_CHILD_SA response selecting the preferred transform proposed by the HA as specified in IETF 4306 [9].

If the child SA is created successfully, the UE shall start ciphering or integrity protecting all the uplink packets in the DSMIPv6 tunnel as negotiated with the HA during the CREATE_CHILD_SA procedure.
The UE may stop ciphering or integrity protecting the DSMIPv6 tunnel traffic. In order to do that, the UE shall delete the respective child security association by sending an INFORMATIONAL request message including the DELETE payload as specified in IETF RFC 4306 [9]. The protocol ID shall be set to 3 in order to indicate that only the EPS SA shall be removed.

5.x.3
HA procedures

After establishing the IPsec security association with the UE as described in subclause 5.1.3.3, the HA can optionally trigger the creation of a child Security Association to protect the traffic send via the DSMIPv6 tunnel.
In order to activate the protection of DSMIPv6 tunnel traffic, the HA shall initiate the creation of a child security association sending a CREATE_CHILD_SA request message to the UE. In the CREATE_CHILD_SA message the HA shall request for an ESP security association; the HA shall also set the SA payload depending if integrity protection or cipherign is needed as described in IETF RFC 4306 [9]. The traffic selectors shall be set as described in section 5.2.4 of IETF RFC 3776 [x].
If the child security association is created successfully, the HA shall start ciphering or integrity protecting all the downlink packets in the DSMIPv6 tunnel as negotiated with the UE during the CREATE_CHILD_SA procedure. 
At any time the HA may stop ciphering or integrity protecting the DSMIPv6 tunnel traffic. In order to do that, the HA shall delete the respective child security association by sending an INFORMATIONAL request message including the DELETE payload as specified in IETF RFC 4306 [9]. The protocol ID shall be set to 3 in order to indicate that only the EPS SA shall be removed.
