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1. Introduction
The current text in TS 24.303 is not clear on the usage of NAI. NAI is used by the UE in the IDi field in the first IKEv2 message. As it was specified for IKEv2 in TS 24.234, the UE can use either a NAI based on IMSI or a pseudonym or a fast re-authentication NAI. 
However, differently from what is specified for the IWLAN scenario 2, we do not see any deployment where decorated NAI can be useful for S2c authentication. The assumption in EPS is that the HA in VPLMN has a roaming agreement with the HPLMN and therefore normal realm domain based AAA routing can be performed by the HA in the VPLMN to route the authentication request to the HPLMN. For this reason there is not any motivation for the UE to indicate the home realm in a NAI decoration.

The contribution clarifies that the identity used by the UE in the IDi field of IKEv2 and the identity used in EAP-AKA shall be the same. The motivation is that the HA can optimize the signaling flow copying the identity in the IDi into the EAP-Response/Identity message.
The contribution removes also the editor’s note about HA-APN as the HA-APN was introduced in 23.003 at the last plenary. Moreover it removes also the editor’s note about APN decoration as APN decoration was not introduced in SA2.
2. Proposal

It is proposed to agree the following changes to 3GPP TS 24.327.
* * * First Change * * * *
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* * * Second Change * * * *

4.2
Identities

The UE shall use Network Access Identifier (NAI) as identification towards the HA in the IKEv2 exchange. During this process, the IPsec security association between the UE and the HA is tied to the user identity, set to the NAI, and to an SPI uniquely identifying this security association. The NAI is structured according to 3GPP TS 23.003 [17]. The NAI can be either in the format of root NAI, fast re-authentication NAI or pseudonym identity as specified in 3GPP TS 23.003 [17].

The UE shall use the HA-APN to identify the desired HA in the DNS-based and DHCPv6-based HA discovery procedures. The HA-APN is constructed according to 3GPP TS 23.003 [17].


NOTE: 
The operator is responsible to configure the DNS system so that the same PDN GW can be discovered via HA-APN and APN. A possible way of configuring the mapping between HA-APN and APN is to create the HA-APN from the respective APN by using the same Network Identifier and by adding the prefix “ha-apn” to the Operator Identifier. 

The Binding Update and Binding Acknowledgement shall not explicitly carry an NAI as the IPsec security association is tied to the user identity.
* * * Third Change * * * *

5.1.2
UE procedures

5.1.2.1
Discovery of the Home Agent address

5.1.2.1.1
General
The first procedure the UE needs to perform for DSMIPv6 initial attach is the discovery of the node acting as the HA.

The UE can discover the IP address of the HA in one of the four following ways:

· via DNS;

· via attach procedure for E-UTRAN access based on protocol configuration options;

· via IKEv2 during tunnel setup to ePDG for untrusted non-3GPP accesses;

· 
via DHCPv6.

If the UE does not obtain the IP addresses of the HA via PCO during the E-UTRAN attach or via IKEv2 signalling, it shall follow either the procedures described in subclause 5.1.2.1.5 or the procedures described in subclause 5.1.2.1.2. The UE may be configured to perform both procedures in parallel or one of the two procedures only in case the other failed.
5.1.2.1.2
Home agent address discovery based on DNS
A UE performing Home Agent discovery based on DNS shall support the implementation of standard DNS mechanisms. 

The UE shall perform DNS Lookup by Home Agent Name as specified in IETF RFC 5026 [10].The QNAME shall be set to the requested HA-APN. The HA-APN shall be constructed as specified in 3GPP TS 23.003 [17]. If a HA has both an IPv4 and an IPv6 address, the corresponding DNS record should be configured with both 'AAAA' and 'A' records. Accordingly the DNS reply will contain 'AAAA' and 'A' records.

5.1.2.1.3
Home agent address discovery based on protocol configuration options

The UE may request the IPv6 address and optionally the IPv4 address of the dual stack HA using the Protocol configuration options IE during the attach procedure for E-UTRAN access or the additional PDN connectivity procedure. The details of this procedure for the case of attach for E-UTRAN access are described in 3GPP TS 24.301 [15].

5.1.2.1.4
Home agent address discovery based on IKEv2 signalling
The UE may request the IPv6 and optionally the IPv4 address of the HA during the tunnel establishment procedure with the ePDG. The details of this procedure are described in 3GPP TS 24.302 [21].
5.1.2.1.5
Home agent address discovery based on DHCPv6
A UE performing HA discovery based on DHCPv6 shall support the implementation of stateless DHCPv6 as specified in IETF RFC 3736 [13] and the DHCPv6 options as specified in draft-ietf-mip6-hiopt [12].

In order to discover the address of the HA the UE shall send an Information-Request message including the Home Network Identifier Option.

If the UE wants to connect to a HA in VPLMN for default connectivity, the UE shall set the id-type to 0.

If the UE wants to connect to a HA for a specific target PDN it shall set the id-type to 1. In this case the UE shall then include the desired HA-APN in the Home Network Identifier field. The discovery of a HA in the HPLMN via DHCPv6 is possible only if the associated extensions of STa and SWa reference points are supported as specified in 3GPP TS 29.273 [20]  

The HA information is provided to the UE within a Home Network Information Option as described in draft-ietf-mip6-hiopt [12]. This option shall include either the available HA addresses (both the IPv6 address and the IPv4 address of the HA, if available) or the HA FQDN. In the latter case the UE shall perform a DNS query with the received HA FQDN as described in subclause 5.1.2.1.2.

5.1.2.2
Security association establishment and IPv6 Home Network Prefix assignment
The UE shall support the IKEv2 protocol (see IETF RFC 4306 [14]) for negotiating the IPsec security association to secure DSMIPv6 signalling and shall support EAP over IKEv2 as described in IETF RFC 4306 [14] to perform authentication with an AAA server. In a case an additional authentication and authorization of the IPSec security association is needed with an external AAA server, then the additional authentication steps during the IKEv2 exchange shall be supported as specified in IETF RFC 4739 [23] and described in 3GPP TS 33.234 [24].
The UE shall support IPsec ESP (see IETF RFC 4303 [11]) in order to provide authentication of Binding Update and Binding Acknowledgement messages as specified in IETF RFC 4877 [4]. The UE shall support multiple authentication exchanges in the IKEv2 protocol as specified in IETF RFC 4739 [23] in order to support authentication with an external AAA server.
The UE shall initiate the security association establishment procedure by sending the IKE_SA_INIT request message defined in IETF RFC 4306 [14] to the HA. On receipt of an IKE_SA_INIT response, the UE shall send an IKE_AUTH request message including the MN-NAI in the IDi payload and the Access Point Name (APN) of the target PDN the UE wants to connect to in the IDr payload. The APN shall be formatted as defined in 3GPP TS 23.003 [17]. The username part of the MN-NAI included in "IDi" payload may be an IMSI, pseudonym or re-authentication ID. The UE shall include in the IDi payload the same MN-NAI it includes in the EAP-Response/Identity within the EAP-AKA exchange. 

In the very first EAP-Response/Identity within the IKEv2 exchange the UE shall include a NAI whose username is derived from IMSI. In subsequent exchanges the UE should use pseudonyms and re-authentication identities provided by the 3GPP AAA server as specified in IETF RFC 4187 [26].
NOTE:
Fast re‑authentication mechanism is optional, and therefore is an implementation option in the UE and operator configuration issue (i.e. it also depends on whether the AAA server sent a re-authentication ID during previous EAP authentication) whether to use it during security association establishment.

EAP-AKA over IKEv2 shall be used to authenticate UE in the IKE_AUTH exchange, while public key signature based authentication with certificates shall be used to authenticate the HA.

During the IKEv2 exchange, the UE shall request the allocation of an IPv6 home prefix through the Configuration Payload in the IKE_AUTH. Since in EPS a unique IPv6 prefix is assigned to the UE, the UE shall include a MIP6_HOME_PREFIX attribute in the CFG_REQUEST message as described in IETF RFC 5026 [10]. In addition the UE may include the INTERNAL_IP6_DNS attribute in the CFG_REQUEST as described in IETF RFC 4306 [14] to request the DNS server IPv6 address of the PLMN it is connecting to via DSMIPv6. In the same way the UE may include the INTERNAL_IP4_DNS attribute in the CFG_REQUEST to request the IPv4 address of the DNS server.

The UE shall then auto-configure a Home Address from the IPv6 prefix received from the HA and shall run a CREATE_CHILD_SA exchange to create the security association for the new Home Address. In the CREATE_CHILD_SA exchange the UE shall include the Home Address and the appropriate selectors in the TSi (Traffic Selector-initiator) payload to negotiate the IPsec security association for protecting the Binding Update and Binding Acknowledgement messages as specified in IETF RFC 4877 [4].
