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1. Introduction
This P-CR proposes procedures to solve editor’s notes and complete empty subclauses related to protocol configuration options support.
2. Reason for Change
According to 23.401 v8.2.0 subclause 5.3.2 (attach procedure), the PCO request procedure (Step 6) is performed by the MME inbetween the reception of the combined ATTACH REQUEST / PDN CONNECTIVITY REQUEST message (Step 2) and sending of the combined ATTACH ACCEPT / ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message (Step 18).

Therefore, the PCO request procedure shall be initiated and completed during the initial attach procedure and should be considered a necessary step in the overall initial attach procedure if the ciphered PCO transfer flag was set in the PDN CONNECTIVITY REQUEST.  Given this, the following key assumptions and constraint are proposed:
· Assumption: Failure to complete a required PCO request procedure successfully within the associated initial attach procedure shall cause the initial attach procedure to fail in the MME.  This is because the MME cannot assume the Ciphered PCO data is not mandatory to be sent from the UE to the PDN-GW in order to establish the default EPS bearer context, given that the PCO content is transparent to the MME;
· Constraint: The PCO request procedure maximum allocated time for the necessary roundtrip NAS messaging (PCO REQUEST & PCO RESPONSE) needs to fit within the UE timeout of the initial attach procedure (15s) and thus:
·  The MME timer associated with the PCO request procedure messaging expiry should be as small as feasible to still allow for one or more retry attempts within the initial attach procedure timeout; and

· The number of PCO request procedure messaging retries should be limited to fit within the initial attach procedure timeout in the UE.
Given the above, the following solutions are proposed:

PTI value for PCO REQUEST and PCO RESPONSE:
According to 24.301 v1.0.0 subclause 6.4.1.2, during the initial attach procedure the MME shall retrieve the PTI from the PDN CONNECTIVITY REQUEST message and include it in the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message. 
Given this, the PTI value for the initial attach procedure is valid in the UE and MME during the associated PCO request procedure and therefore can be reused during the PCO request procedure in order to provide an association of the PCO request procedure messaging with the associated attach procedure in progress.
EPS bearer identity value for PCO REQUEST and PCO RESPONSE:

According to 23.401 v8.2.0 subclause 5.3.2 (attach procedure), the EPS bearer identity is not allocated by the MME (Step 13) until sometime after the PCO request procedure (Step 6).  Therefore, the EPS bearer identity in the PCO REQUEST and PCO RESPONSE messages cannot contain an assigned EPS bearer identity since one does not exist yet for the default EPS bearer context.  Therefore, it is proposed the value '0000' is to be used in these messages to indicate no EPS bearer identity is assigned.  This is consistent with the proposal in the editor’s note in 24.301 v1.0.0 subclause 9.3.2.
T3489 value and maximum retransmission retries:
T3489 should be smaller than T3410 (15s) and as small as is feasible to allow additional attempt(s) to resend the PCO REQUEST and receive the PCO RESPONSE before T3410 expires.  Using the current precedence that the typical minimum roundtrip NAS message transaction time in 24.301 is 6s, the same is proposed for T3489.

6s for T3489 would not allow for the typical 4 retries of a roundtrip NAS message transaction before T3410 expires.  Therefore, it is proposed to limit the number of retries of the PCO request procedure to one retry (2 total attempts). 
Abnormal cases for PCO request procedure:

Abnormal cases are required for handling expiry of timer T3489, a PTI mismatch, and collisons of an aborted or failed  initial attach procedure during the associated PCO request procedure.
Specifically, when the PCO request procedure fails (e.g. due to the final T3489 retry expiry), it is proposed that the associated initial attach procedure should also fail.  In this abnormal case, it is proposed that the ATTACH REJECT / PDN CONNECTIVITY REJECT combined message contain the predefined cause #19 "ESM failure" and newly proposed cause #53 "Ciphered PCO not received", respectively.

Additionally, if the UE recieves ESM cause  #53 "Ciphered PCO not received", it is proposed that the UE shall treat the failure as a timer T3410 timeout, thus retrying the attach attempt based on the value of attach attempt retry counter. 
3. Conclusions

<Conclusion part (optional)>
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.301 v1.0.0.
* * * First Change * * * *

6.6.1
Protocol configuration options

6.6.1.1
General
The UE and the PDN-GW may communicate parameters by means of the protocol configuration options IE. Such parameters can e.g. be used to convey information from external protocols between the UE and PDN-GW. 

The protocol configuration options IE is transparent to the MME.
6.6.1.2
Protocol configuration options request procedure

6.6.1.2.1
General

The protocol configuration options request procedure is used by the network to retrieve protocol configuration options from the UE during the attach procedure after the security context has been setup between the UE and the network, if the Ciphered PCO transfer flag in the PDN CONNECTIVITY REQUEST message has been set.

Editor's note: the use of protocol configuration options request procedure for other purposes is FFS.

6.6.1.2.2
Protocol configuration options request initiated by the network

The network intiates the protocol configuration options request procedure by sending a PCO REQUEST message to the UE and starting timer T3489 (see figure 6.6.1.2.2.1). This message shall only be sent after the security context has been setup and if the Ciphered PCO transfer flag has been set in the PDN CONNECTIVITY REQUEST message.  The MME shall retrieve the PTI from the associated PDN CONNECTIVITY REQUEST message and include it in the PCO REQUEST message.
Editor's note: It is proposed to assign the value '0000' as the EPS bearer identity in the PCO REQUEST message.to indicate that no EPS bearer identity has been assigned by the MME as of yet for the requested PDN connection.


[image: image1]
Figure 6.6.1.2.2.1: Protocol configuration options request procedure

6.6.1.2.3
Protocol configuration options request completion by the UE

Upon receipt of the PCO REQUEST message, the UE shall send a PCO RESPONSE message to the network .The UE shall include all the protocol configuration options that need to be transferred ciphered to the network in the PCO RESPONSE message. The UE shall retrieve the PTI from the PCO REQUEST message and include it in the PCO RESPONSE message.
Editor's note: It is proposed to assign the value '0000' as the EPS bearer identity in the PCO REQUEST message.to indicate that no EPS bearer identity has been assigned by the MME as of yet for the requested PDN connection.
6.6.1.2.4
Protocol configuration options request completion by the network
Upon receipt of the PCO RESPONSE message, the network shall stop timer T3489.

6.6.1.2.5
Abnormal cases in the UE

The following abnormal cases can be identified:

a)
PTI mismatch:

If the PCO REQUEST message contains a PTI that does not match a PTI in use for a pending UE requested PDN connectivity procedure for which the Ciphered PCO transfer flag was set in the sent PDN CONNECTIVITY REQUEST message, the UE shall ignore the PCO REQUEST messsage.
b)
Attach procedure aborted or rejected:

If the UE aborts the attach procedure before receiving the associated PCO REQUEST message, the UE shall ignore the message.  If the UE aborts the attach procedure or receives the combined ATTACH REJECT and PDN CONNECTIVITY REJECT message during the associated protocol configuration options request procedure, the UE shall abort the associated protocol configuration options request procedure.
6.6.1.2.6
Abnormal cases on the network side
The following abnormal cases can be identified:

a)
Expiry of timer T3489:

On the first expiry of the timer T3489, the MME shall resend the PCO REQUEST and shall reset and restart timer T3489. This retransmission is repeated one time, i.e. on the second expiry of timer T3489, the MME shall abort the procedure, release any resources for this procedure and also reject the associated attach procedure including the cause #19 "ESM failure" in the ATTACH REJECT and the cause #53 "Ciphered PCO not received" in the PDN CONNECTIVITY REJECT combined message.
a)
Attach procedure not accepted by network:

If the attach procedure is rejected by the network during the associated protocol configuration options request procedure, the MME shall terminate the protocol configuration options request procedure locally and release any resources related to this procedure.
6.6.1.3
Exchange of protocol configuration options in other messages

The UE may include a Protocol configuration options IE on EPS bearer context activation, EPS bearer context deactivation, EPS bearer context modification, PDN connectivity request, PDN disconnect request, bearer resource allocation request, and bearer resource release request if the UE wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the PDN-GW.

The PDN-GW may include a Protocol configuration options IE on EPS bearer context activation, EPS bearer context deactivation, EPS bearer context modification, PDN connectivity reject, PDN disconnect reject, bearer resource allocation reject, and bearer resource release reject if the PDN-GW wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the UE.

* * * Next Change * * * *

5.5.1.2.5
Attach not accepted by the network

If the attach request cannot be accepted by the network, the MME shall send an ATTACH REJECT message to the UE including an appropriate reject cause value. If the attach procedure fails due to a default EPS bearer setup failure or a protocol configuration options request procedure failure, the MME shall combine the ATTACH REJECT message with a PDN CONNECTIVITY REJECT message. In this case the reject cause value in the ATTACH REJECT message shall be set to #19, "ESM failure".

Upon receiving the ATTACH REJECT message, the UE shall stop timer T3410 and take the following actions depending on the reject cause value received.

#3

(Illegal MS);

#6

(Illegal ME);


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI and KSI. The UE shall consider the USIM as invalid for EPS services and non-EPS services until switching off or the UICC containing the USIM is removed. Additionally, the UE shall delete the list of equivalent PLMNs and enter state EMM-DEREGISTERED.


If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the MM parameters update status, TMSI, LAI and ciphering key sequence number, and the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number as specified in 3GPP TS 24.008 [6] for the case when the normal attach procedure is rejected with this cause value.

NOTE:
The possibility to configure a UE so that the radio transceiver for a specific RAT is not active, although it is implemented in the UE, is out of scope of the present specification. 

#7

(GPRS services not allowed);


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI and KSI. The UE shall consider the USIM as invalid for EPS services until switching off or the UICC containing the USIM is removed. Additionally, the UE shall delete the list of equivalent PLMNs and enter state EMM-DEREGISTERED.


If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number as specified in 3GPP TS 24.008 [6] for the case when the normal attach procedure is rejected with this cause value.

#8

(GPRS services and non-GPRS services not allowed);


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI and KSI. The UE shall consider the USIM as invalid for EPS services and non-EPS services until switching off or the UICC containing the USIM is removed. Additionally, the UE shall delete the list of equivalent PLMNs and enter state EMM-DEREGISTERED.


If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the MM parameters update status, TMSI, LAI and ciphering key sequence number, and the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number as specified in 3GPP TS 24.008 [6] for the case when the normal attach procedure is rejected with this cause value.

#11
(PLMN not allowed);


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI and KSI. Additionally, the UE shall delete the list of equivalent PLMNs, reset the attach attempt counter, and enter state EMM-DEREGISTERED.PLMN-SEARCH.


The UE shall store the PLMN identity in the "forbidden PLMN list".


The UE shall perform a PLMN selection according to 3GPP TS 23.122 [3].


If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the MM parameters update status, TMSI, LAI, ciphering key sequence number and location update attempt counter, and the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI, GPRS ciphering key sequence number and GPRS attach attempt counter as specified in 3GPP TS 24.008 [6] for the case when the normal attach procedure is rejected with this cause value and no RR connection exists.

#12
(Tracking area not allowed);


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI and KSI. Additionally, the UE shall reset the attach attempt counter and enter the state EMM-DEREGISTERED.LIMITED-SERVICE.


The UE shall store the current TAI in the list of "forbidden tracking areas for regional provision of service".


If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number as specified in 3GPP TS 24.008 [6] for the case when the normal attach procedure is rejected with this cause value.

#13
(Roaming not allowed in this tracking area);


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI and KSI. The UE shall delete the list of equivalent PLMNs and reset the attach attempt counter. Additionally, the UE shall enter the state EMM-DEREGISTERED.LIMITED-SERVICE or optionally EMM-DEREGISTERED.PLMN-SEARCH. 


The UE shall store the current TAI in the list of "forbidden tracking areas for roaming".


The UE shall perform a PLMN selection according to 3GPP TS 23.122 [3].


If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number as specified in 3GPP TS 24.008 [6] for the case when the normal attach procedure is rejected with this cause value.

#14
(GPRS services not allowed in this PLMN);


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI and KSI. Additionally, the UE shall enter state EMM-DEREGISTERED.PLMN-SEARCH.


The UE shall store the PLMN identity in the "forbidden PLMNs for GPRS service" list.


The UE shall perform a PLMN selection according to 3GPP TS 23.122 [3]. 


If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number as specified in 3GPP TS 24.008 [6] for the case when the normal attach procedure is rejected with this cause value.

#15
(No suitable cells in tracking area);


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI and KSI. Additionally, the UE shall reset the attach attempt counter and enter the state EMM-DEREGISTERED.LIMITED-SERVICE. 


The UE shall store the current TAI in the list of "forbidden tracking areas for roaming".


The UE shall search for a suitable cell in another tracking area or in another location area in the same PLMN according to 3GPP TS 36.304 [13].


If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number as specified in 3GPP TS 24.008 [6] for the case when the normal attach procedure is rejected with this cause value.

#19
(ESM failure);


If the ESM failure is due to a failed protocol configuration options request procedure the UE shall treat the failure as a timer T3410 timeout and proceed as described in subclause 5.5.1.2.6.
Editor's note: The UE actions for other ESM causes for EMM cause value #19 are FFS.
Other values are considered as abnormal cases.

* * * Next Change * * * *

6.5.1.6
Abnormal cases on the network side

The following abnormal cases can be identified:

a)
UE initiated PDN connectivity request for an already existing PDN connection:

If the network receives a PDN CONNECTIVITY REQUEST message with the same combination of APN and PDN type as an already existing PDN connection, the network shall deactivate the existing EPS bearer contexts for the PDN connection locally without notification to the UE and proceed with the requested PDN connectivity procedure.
b)
Ciphered PCO not received:

If the Ciphered PCO transfer flag in the PDN CONNECTIVITY REQUEST message has been set and the protocol configuration options are not received before the final expiry of timer T3489 as described in subclause 6.6.1.2.6, the MME shall reject the PDN connectivity request procedure including the cause #53 "Ciphered PCO not received" in the PDN CONNECTIVITY REJECT message.
* * * Next Change * * * *

8.3.17
PCO request

This message is sent by the network to the UE to request the UE to provide protocol configuration options. See table 8.3.17.1.

Message type:
PCO REQUEST

Significance:

dual

Direction:


network to UE

Table 8.3.17.1: PCO REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	EPS bearer identity
	EPS bearer identity

9.3.2
	M
	V
	1/2

	
	Procedure transaction identifier
	Procedure transaction identifier

9.4
	M
	V
	1

	
	PCO request message identity
	Message type

9.8
	M
	V
	1



* * * Next Change * * * *

8.3.18
PCO response

This message is sent by the UE to the network in response to a PCO REQUEST message and provides the requested protocol configuration options (e.g. configuration parameters, error codes, messages/events). See table 8.3.18.1.

Message type:
PCO RESPONSE

Significance:

dual

Direction:


UE to network

Table 8.3.18.1: PCO RESPONSE message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	EPS bearer identity
	EPS bearer identity

9.3.2
	M
	V
	1/2

	
	Procedure transaction identifier
	Procedure transaction identifier

9.4
	M
	V
	1

	
	PCO response message identity
	Message type

9.8
	M
	V
	1

	
	Protocol configuration options
	Protocol configuration options

9.9.4.8
	M
	LV
	2-252



* * * Next Change * * * *

10.3
Timers of EPS session management

Table 10.3.1: EPS session management timers – UE side

	TIMER NUM.
	TIMER VALUE
	STATE
	CAUSE OF START
	NORMAL STOP
	ON THE
1st, 2nd, 3rd, 4th EXPIRY (NOTE 1)

	T3480
	FFS
	PROCEDURE TRANSACTION PENDING
	BEARER RESOURCE ALLOCATION REQUEST sent
	ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST received or MODIFY EPS BEARER CONTEXT REQUEST received or BEARER RESOURCE ALLOCATION REJECT received
	Retransmission of BEARER RESOURCE ALLOCATION REQUEST

	T3482
	30s
	PROCEDURE TRANSACTION PENDING
	An additional PDN connection is requested by the UE which is not combined in attach procedure
	ACTIVE DEFAULT EPS BEARER CONTEXT REQUEST received or PDN CONNECTIVITY REJECT received
	Retransmission of PDN CONNECTIVITY REQUEST

	T3490
	8s
	PROCEDURE TRANSACTION PENDING
	BEARER RESOURCE RELEASE REQUEST sent
	DEACTIVATE EPS BEARER CONTEXT REQUEST received or MODIFY EPS BEARER CONTEXT REQUEST received
	Retransmission of BEARER RESOURCE RELEASE REQUEST

	T3492
	6s
	PROCEDURE TRANSACTION PENDING
	PDN DISCONNECT REQUEST sent
	DEACTIVATE EPS BEARER CONTEXT REQUEST received or PDN DISCONNECT REJECT received
	Retransmission of PDN DISCONNECT REQUEST

	NOTE 1:
Typically, the procedures are aborted on the fifth expiry of the relevant timer. Exceptions are described in the corresponding procedure description.


Table 10.3.2: EPS session management timers – network side

	TIMER NUM.
	TIMER VALUE
	STATE
	CAUSE OF START
	NORMAL STOP
	ON THE
1st, 2nd, 3rd, 4th EXPIRY (NOTE 1)

	T3485
	FFS
	BEARER CONTEXT ACTIVE PENDING
	ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST sent
ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST sent
	ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT received 
or ACTIVATE DEFAULT EPS BEARER CONTEXT REJECT received 
or ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT received 
or ACTIVATE DEDICATED EPS BEARER CONTEXT REJECT received
	Retransmission of the same message

	T3486
	FFS
	BEARER CONTEXT MODIFY PENDING
	MODIFY EPS BEARER CONTEXT REQUEST sent
	MODIFY EPS BEARER CONTEXT ACCEPT received 
or MODIFY EPS BEARER CONTEXT REJECT received
	Retransmission of MODIFY EPS BEARER CONTEXT REQUEST

	T3495
	FFS
	BEARER CONTEXT INACTIVE PENDING
	DEACTIVATE EPS BEARER CONTEXT REQUEST sent
	DEACTIVATE EPS BEARER CONTEXT ACCEPT received
	Retransmission of DEACTIVATE EPS BEARER CONTEXT REQUEST

	T3489
	6s
	BEARER CONTEXT INACTIVE
	PCO REQUEST sent
	PCO RESPONSE received

	Retransmission of PCO REQUEST on 1st expiry only as described in subclause 6.6.1.2.6.

	NOTE 1:
Typically, the procedures are aborted on the fifth expiry of the relevant timer. Exceptions are described in the corresponding procedure description.


Stop T3489








Start T3489








MME








PCO RESPONSE





PCO REQUEST





UE











