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1. Introduction

This contribution adds definitions of timers for EMM as well as descriptions for how they are to be used. As a consequesnce, the following changes are proposed:

-
The tables in chapter 10.2 are filled in
-
Chapters for abnormal cases of attach, tracking area update, detach and service request are created
-
Minor corrections of existing descriptions for authentication not accepted, as well as extending the description for authentication response
-
Creating a chapter for describing the behaviour when the signalling connection is expected to be released.
2. Reason for Change

3GPP TS 24.301 v0.1.1 lacks definitions of timers for EMM.
3. Proposal

It is proposed to agree on the following changes to 3GPP TS 24.301 v0.1.1.
* * * First Change * * * *

4.4
Integrity checking of NAS signalling messages in the UE
Integrity protected signalling is mandatory for the NAS messages once the NAS security mode control procedure has been successfully completed in the network and the UE. Integrity protection of all NAS signalling messages is the responsibility of the NAS layer. It is the network which activates integrity protection.

Except the messages listed below, no NAS signalling messages shall be processed by the receiving EMM entity or forwarded to the ESM entity, unless the NAS security mode control procedure has been successfully completed:
-
EMM messages:

-
IDENTITY REQUEST (if requested identification parameter is IMSI).

Editor's note: This list of messages will need to be completed based on SA3 requirements.

Once integrity protection is activated, the receiving EMM or ESM entity in the UE shall not process any NAS signalling messages unless they have been successfully integrity checked by the NAS layer. If NAS signalling messages, having not successfully passed the integrity check, are received, then the NAS layer in the UE shall discard that message. If any NAS signalling message is received, as not integrity protected even though the integrity protection has been activated in the UE by the network, then the NAS layer shall discard this message.

Editor's note: The integrity protection handling for emergency calls is FFS.

* * * Next Change * * * *

5.4.2.1.3
Authentication response by the UE

The UE shall be ready to respond upon an AUTHENTICATION REQUEST message at any time whilst a NAS signalling connection exists. With exception of the cases described in subclause 5.4.2.1.6, it shall process the challenge information and send back an AUTHENTICATION RESPONSE message to the network.

In an EPS authentication challenge, the new KASME calculated from the challenge information shall overwrite the previous KASME.

The USIM will provide the mobile station with the authentication response, based upon the authentication challenge given from the ME. An EPS authentication challenge will result in the USIM passing a RES to the ME
In order to avoid a synchronisation failure, when the UE receives an AUTHENTICATION REQUEST message, the UE shall store the received RAND together with the RES returned from the USIM in volatile memory. When the UE receives a subsequent AUTHENTICATION REQUEST message, if the stored RAND value is equal to the new received value in the AUTHENTICATION REQUEST message, then the UE shall not pass the RAND to the USIM, but shall send the AUTHENTICATION RESPONSE message with the stored RES. If there is no valid stored RAND in the UE or the stored RAND is different from the new received value in the AUTHENTICATION REQUEST message, the UE shall pass the RAND to the USIM, shall override any previously stored RAND and RES with the new ones and start, or reset and restart timer T3416.

The RAND and RES values stored in the UE shall be deleted and timer T3416, if running, shall be stopped:
-
upon receipt of the SECURITY MODE COMMAND,
SERVICE REJECT
TRACKING AREA UPDATE ACCEPT
or AUTHENTICATION REJECT message;

-
upon expiry of timer T3416; or

-
if the UE enters the EMM states EMM-DEREGISTERED or EMM-NULL.
* * * Next Change * * * *

5.4.2.1.5
Authentication not accepted by the network

If authentication fails, because the response is not valid, the network may distinguish between the two different ways of identification used by the mobile station:

-
the GUTI was used;

-
the IMSI was used.

If the GUTI has been used, the network may decide to initiate the identification procedure. If the IMSI given by the mobile station then differs from the one the network had associated with the GUTI, the authentication should be restarted with the correct parameters. If the IMSI provided by the UE is the expected one (i.e. authentication has really failed), the network should proceed as described below.

If the IMSI has been used, or the network decides not to try the identification procedure, an AUTHENTICATION REJECT message should be transferred to the mobile station.

Upon receipt of an AUTHENTICATION REJECT message, the mobile station shall set the update status in the USIM to EU3 ROAMING NOT ALLOWED, delete from the USIM the stored GUTI, TAI list, last visited registered TAI and KSI. The USIM shall be considered as invalid until switching off the mobile station or the UICC containing the USIM is removed.

If the AUTHENTICATION REJECT message is received, the mobile station shall abort any EMM signalling procedure, stop any of the timers T3410, T3417 or T3430 (if running) and enter state EMM-DEREGISTERED.

5.4.2.1.6
Authentication not accepted by the UE

In an EPS authentication challenge, the authentication procedure is extended to allow the UE to check the authenticity of the core network. Thus allowing, for instance the UE the possibility for detection of a false base station.

Following an EPS authentication challenge, the UE may reject the core network on the grounds of an incorrect AUTN parameter (see 3GPP TS 33.102 [10]). This parameter contains two possible causes for authentication failure:

a)
MAC code failure:


If the UE considers the MAC code (supplied by the core network in the AUTN parameter) to be invalid, it shall send an AUTHENTICATION FAILURE message to the network, with the reject cause 'MAC failure'. The UE shall then follow the procedure described in subclause tbd.

Editor's note: It is FFS in which subclause this procedure referred to in the above paragraph will be described.

b)
SQN failure:


If the UE considers the SQN (supplied by the core network in the AUTN parameter) to be out of range, it shall send a AUTHENTICATION FAILURE message to the network, with the reject cause 'Synch failure' and a re-synchronization token AUTS provided by the USIM (see 3GPP TS 33.102 [10]). The UE shall then follow the procedure described in subclause tbd.

Editor's note: It is FFS in which subclause this procedure referred to in the above paragraph will be described.

A UE with a USIM shall reject the authentication challenge if no Authentication Parameter AUTN IE was present in the AUTHENTICATION REQUEST message (i.e. a GSM authentication challenge has been received when the UE expects an EPS authentication challenge). In such a case, the UE shall send the AUTHENTICATION FAILURE message to the network, with the reject cause "GSM authentication unacceptable". The UE shall then follow the procedure described in subclause tbd.

Editor's note: It is FFS in which subclause this procedure referred to in the above paragraph will be described.

If the UE returns an AUTHENTICATION FAILURE message to the network, the UE shall delete any previously stored RAND and RES and shall stop timer T3416, if running.

* * * Next Change * * * *

5.5.x.x
Release of the NAS signalling connection
To allow the network to release the NAS signalling connection, the UE shall start the timer T3440 in the following cases:

a) the UE receives any of the reject cause values #11, #12, #13, #14 or #15; or

b) the network indicates "no follow-on proceed" in the TRACKING AREA UPDATE ACCEPT message.

Upon expiry of T3440, the UE shall locally release the established NAS signalling connection.

In case b, if the UE has signalling pending, then it shall request a new NAS signalling connection for further signalling.

* * * Next Change * * * *

5.5.1.6
Abnormal cases in the UE
The following abnormal cases can be identified:

a)
Access barred
Editor's note: Details are FFS.
b)
Lower layer failure before the ATTACH ACCEPT or ATTACH REJECT message is received

Editor's note: Details are FFS.
c)
T3410 timeout


The UE shall abort the attach procedure and proceed as described below. The NAS signalling connection shall be released locally.
d)
ATTACH REJECT, other causes than those treated in subclause 5.5.1.5
Editor's note: Details are FFS.
e)
Change of cell into a new tracking area
Editor's note: Details are FFS.
f)
Mobile originated detach required

Editor's note: Details are FFS.
g)
Detach procedure collision

Editor's note: Details are FFS.
In cases b, c and d the UE shall proceed as follows. Timer T3410 shall be stopped if still running. The attach attempt counter shall be incremented.
If the attach attempt counter is less than 5:

-
timer T3411 is started. When timer T3411 expires the attach procedure shall be restarted.
If the attach attempt counter is equal to 5:

-
the UE shall delete any GUTI, TAI list, last visited registered TAI, and NAS Key Set Identifier, shall set the update status to EU2 NOT UPDATED, shall start timer T3402. The state is changed to EMM-DEREGISTERED.ATTEMPTING-TO-ATTACH or optionally to EMM-DEREGISTERED.PLMN-SEARCH in order to perform a PLMN selection according to 3GPP TS 23.122 [3].
* * * Next Change * * * *

5.5.2.2.3
Abnormal cases in the UE

The following abnormal cases can be identified:

a)
Access barred
Editor's note: Details are FFS.
b)
Lower layer failure before reception of DETACH ACCEPT message

Editor's note: Details are FFS.
c)
T3421 timeout


On the first four expiries of the timer, the UE shall retransmit the DETACH REQUEST message and shall reset and restart timer T3421. On the fifth expiry of timer T3421, the detach procedure shall be aborted and the UE shall change to state EMM-DEREGISTERED.
d)
Detach procedure collision

Editor's note: Details are FFS.
e)
Detach and EMM common procedure collision

Editor's note: Details are FFS.
f)
Change of cell into a new tracking area

Editor's note: Details are FFS.
* * * Next Change * * * *

5.5.3.6
Abnormal cases in the UE
The following abnormal cases can be identified:

a)
Access barred

Editor's note: Details are FFS.
b)
Lower layer failure before the TRACKING AREA UPDATE ACCEPT or TRACKING AREA UPDATE REJECT message is received

Editor's note: Details are FFS.
c)
T3430 timeout


The UE shall abort the procedure and proceed as described below. The NAS signalling connection shall be released locally.
d)
TRACKING AREA UPDATE REJECT, other causes than those treated in subclause 5.5.3.5
Editor's note: Details are FFS.
e)
Change of cell into a new tracking area
Editor's note: Details are FFS.
f)
Tracking area update and detach procedure collision

Editor's note: Details are FFS.
g)
Tracking area update and GUTI reallocation procedure collision

Editor's note: Details are FFS.
In cases b, c, d, e, and f, the UE shall stop any ongoing transmission of user data.

In cases b, c and d the UE shall proceed as follows:


Timer T3430 shall be stopped if still running. The tracking area updating attempt counter shall be incremented.


If the tracking area updating attempt counter is less than 5, and the TAI of the current serving cell is included in the TAI list and the update status is equal to EU1 UPDATED:

-
the UE shall keep the update status to EU1 UPDATED and changes state to EMM-REGISTERED.NORMAL-SERVICE. The UE shall start timer T3411. When timer T3411 expires the tracking area updating procedure is triggered again.


If the tracking area updating attempt counter is less than 5, and the TAI of the current serving cell is not included in the TAI list or the update status is different to EU1 UPDATED:

-
the UE shall start timer T3411, shall set the update status to EU2 NOT UPDATED and changes state to EMM-REGISTERED.ATTEMPTING-TO-UPDATE. When timer T3411 expires the tracking area updating procedure is triggered again.

If the tracking area updating attempt counter is equal to 5:

-
the UE shall start timer T3402, shall set the update status to EU2 NOT UPDATED and shall change to state EMM-REGISTERED.ATTEMPTING-TO-UPDATE or optionally to EMM-REGISTERED.PLMN-SEARCH in order to perform a PLMN selection according to 3GPP TS 23.122 [3].
* * * Next Change * * * *

5.6.1.5
Abnormal cases in the UE
The following abnormal cases can be identified:

a)
Access barred

Editor's note: Details are FFS.
b)
Lower layer failure before the NAS security mode control procedure is completed, SERVICE ACCEPT or SERVICE REJECT message is received

Editor's note: Details are FFS.
c)
T3417 expired


The UE shall enter EMM-REGISTERED state.


If the UE is in EMM-IDLE mode then the procedure shall be aborted and the UE shall release locally any resources allocated for the service request procedure.

If the UE is in EMM-CONNECTED mode, then the procedure shall be aborted.

d)
SERVICE REJECT received, other causes than those treated in subclause 5.6.1.4
Editor's note: Details are FFS.
e)
Tracking area update procedure is triggered
Editor's note: Details are FFS.
f)
Power off

Editor's note: Details are FFS.
g)
Procedure collision
Editor's note: Details are FFS.
* * * Next Change * * * *

5.6.2.2
Paging for EPS services through E-UTRAN using S-TMSI
The network shall initiate the paging procedure for EPS services using S-TMSI when NAS signalling messages or user data is pending to be sent to the UE when no NAS signalling connection exists.

To initiate the procedure the EMM entity in the network requests the lower layer to start paging (see 3GPP TS 36.300 [12], 3GPP TS 36.413 [15]) and starts the timer T3413 for this paging procedure. Upon reception of a paging indication, the UE shall respond to the paging with a SERVICE REQUEST message with service type "paging response" (see 3GPP TS 23.401 [4] and 3GPP TS 36.413 [15]).
The network shall stop the timer for the paging procedure when a response is received from the UE.
* * * Next Change * * * *

10.1
General

The description of timers in the following tables should be considered a brief summary.

10.2
Timers of EPS mobility management

Table 10.2.1: EPS mobility management timers – UE side

	TIMER NUM.
	TIMER VALUE
	STATE
	CAUSE OF START
	NORMAL STOP
	ON 
EXPIRY

	T3402
	Default 12 min.

NOTE 1

NOTE 2
	EMM-DEREGISTERED

EMM-REGISTERED
	At attach failure and the attempt counter is equal to 5.

At tracking area updating failure and the attempt counter is equal to 5.
	ATTACH ACCEPT received

TRACKING AREA UPDATE ACCEPT received

An attach or TAU procedure is triggered by upper layer requests
	Initiation of the attach procedure or TAU procedure

	T3410
	15s
	EMM-REGISTERED-INITIATED
	ATTACH REQUEST sent
	ATTACH ACCEPT received

ATTACH REJECT received
	Start T3411

	T3411
	10s
	EMM-REGISTERED-INITIATED
EMM-TRACKING-AREA-UPDATING-INITIATED
	At attach failure due to lower layer failure, T3410 timeout or attach rejected with other causes than those treated in subclause 5.5.1.5.
At tracking area updating failure due to lower layer failure, T3430 timeout or TAU rejected with other causes than those treated in subclause 5.5.3.5.
	ATTACH REQUEST sent
TRACKING AREA UPDATE REQUEST sent
	Retransmission of the ATTACH REQUEST or TRACKING AREA UPDATE REQUEST

	T3412
	 
NOTE 3
	EMM-REGISTERED
	In EMM-REGISTERED, when EMM-CONNECTED mode is left.
	When entering state EMM-DEREGISTERED or when entering EMM-CONNECTED mode. 
	Initiation of the periodic TAU procedure

	T3416
	30s
	EMM-REGISTERED-INITIATED

EMM-REGISTERED

EMM-DEREGISTERED-INITIATED

EMM-TRACKING-AREA-UPDATING-INITIATED

EMM-SERVICE-REQUEST-INITIATED
	RAND and RES stored as a result of a UMTS authentication challenge
	NAS Security mode control procedure is completed

SERVICE REJECT received

TRACKING AREA UPDATE ACCEPT received

AUTHENTICATION REJECT received

AUTHENTICATION FAILURE sent

EMM-DEREGISTERED or EMM-NULL entered
	Delete the stored RAND and RES

	T3417
	5s
	EMM-SERVICE-REQUEST-INITIATED
	SERVICE REQUEST sent
	NAS Security mode control procedure is completed
Bearers have been set up
SERVICE REJECT received
	Abort the procedure

	T3418
	20s
	EMM-REGISTERED-INITIATED

EMM-REGISTERED

EMM-TRACKING-AREA-UPDATING-INITIATED

EMM-DEREGISTERED-INITIATED

EMM-SERVICE-REQUEST-INITIATED
	AUTHENTICATION FAILURE (cause = ‘MAC failure’) sent
	AUTHENTICATION REQUEST received
	On first expiry, the UE should consider the network as false

	T3420
	15s
	EMM-REGISTERED-INITIATED

EMM-REGISTERED

EMM-DEREGISTERED-INITIATED

EMM-TRACKING-AREA-UPDATING-INITIATED

EMM-SERVICE-REQUEST-INITIATED
	AUTHENTICATION FAILURE (cause = ‘synch failure’) sent
	AUTHENTICATION REQUEST received
	On first expiry, the UE should consider the network as false

	T3421
	15s
	EMM-DEREGISTERED-INITIATED
	DETACH REQUEST sent
	DETACH ACCEPT received
	Retransmission of DETACH REQUEST

	T3430
	15s
	EMM-TRACKING-AREA-UPDATING-INITIATED
	TRACKING AREA UPDATE REQUEST sent
	TRACKING AREA UPDATE ACCEPT received

TRACKING AREA UPDATE REJECT received
	Start T3411

	T3440
	5s
	EMM-REGISTERED-INITIATED

EMM-TRACKING-AREA-UPDATING-INITIATED

EMM-DEREGISTERED-INITIATED

EMM-SERVICE-REQUEST-INITIATED

EMM-REGISTERED
	ATTACH REJECT, DETACH REQUEST, TRACKING AREA UPDATE REJECT or SERVICE REJECT with any of the causes #11, #12, #13, #14 or #15

ATTACH ACCEPT or TRACKING AREA UPDATE ACCEPT received with no “follow on proceed” indication
	Signalling connection released
	Release the signalling connection and proceed as described in subclause 5.5.XX..

	NOTE 1:
The value of this timer is used if the network does not indicate another value in an EMM signalling procedure.
NOTE 2:
The default value of this timer is used if the network provides a value of this timer in a non-NAS integrity protected EMM message.
NOTE 3:
The value of this timer is provided by the network operator during the attach and tracking area update procedures.


Table 10.2.2: EPS mobility management timers – network side

	TIMER NUM.
	TIMER VALUE
	STATE 
	CAUSE OF START
	NORMAL STOP
	ON THE
1st, 2nd, 3rd, 4th EXPIRY (NOTE 1)

	T3413
	NOTE 2
	EMM-REGISTERED
	Paging procedure initiated
	Paging procedure completed
	Network dependent

	T3422
	6s
	EMM-DEREGISTERED-INITIATED
	DETACH REQUEST sent
	DETACH ACCEPT received
	Retransmission of DETACH REQUEST

	T3450
	6s
	EMM-COMMON-PROC-INIT
	ATTACH ACCEPT sent with GUTI
TRACKING AREA UPDATE ACCEPT sent with GUTI
GUTI REALLOCATION COMMAND sent
	ATTACH COMPLETE received

TRACKING AREA UPDATE COMPLETE received

GUTI REALLOCATION COMPLETE received
	Retransmission of the same message type, i.e. ATTACH ACCEPT, TRACKING AREA UPDATE ACCEPT or GUTI REALLOCATION COMMAND

	T3460
	6s
	EMM-COMMON-PROC-INIT
	AUTHENTICATION REQUEST sent
	AUTHENTICATION RESPONSE received

AUTHENTICATION FAILURE received
	Retransmission of AUTHENTICATION REQUEST

	T3470
	6s
	EMM-COMMON-PROC-INIT
	IDENTITY REQUEST sent
	IDENTITY RESPONSE received
	Retransmission of IDENTITY REQUEST

	Mobile Reachable
	Default 4 min greater than T3412
	All except EMM-DEREGISTERED
	Entering EMM-IDLE mode
	PTP PDU received
	Network dependent, but typically paging is halted on 1st expiry

	NOTE 1:
Typically, the procedures are aborted on the fifth expiry of the relevant timer. Exceptions are described in the corresponding procedure description.
NOTE 2:
The value of this timer is network dependent.


