3GPP TSG CT WG1 Meeting #52
C1-081394
Jeju Island, KOREA, 7th – 11th April 2008

Source:
Nokia Siemens Networks, Nokia
Title:
IPSec Tunnel Management Procedures in TS 24.302
Agenda item:
9.2.3
Document for:
Approval
Abstract: some clarifying modifications for ePDG selection procedure and IPSec tunnel establishment between UE and ePDG in TS 24.302 are proposed. Also content for the teardown procedure is proposed.
1. Discussion

1.1 Status of ePDG Selection in Stage 2
In stage 2 specification the term W-APN and the concept behind it are used, with reference to TS 23.234. They have been developed in analogy to APN as used in GPRS. But W-APN is used there for PDG and PDN selection in pre-Rel. 8 I-WLAN. Some necessary clarification has been provided and changes proposed, but unfortunately it was impossible to handle the contribution [1] till now. 

Moving from isolated, pre-Rel. 8 I-WLAN and GPRS towards SAE we note the following:

· Section 5.4.2.2 in TS 23.402 states that ePDG selection by the UE is performed using the mechanism specified in 3GPP TS 23.234 for PDG selection. For a roaming UE the selection of an ePDG is also detailed there, through DNS lookup based on W-APN. Note that this is in addition to and before the procedure for APN resolution. 

· On the other hand, e.g. in section 5.4.3.3.2 (initial attach procedure on S2b) there is reference to APN and its authorization after ePDG selection has been done. This is the procedure for untrusted non-3GPP accesses corresponding to GGSN selection in GPRS, and is used for PDN GW and PDN selection.

An earlier paper has discussed the changed role of ePDG as compared to PDG [2]: ePDG is no longer both at the edge of both the access (as endpoint of the IPSec tunnel) and core network (as point of interconnection towards IP networks). In SAE, ePDG is moved more to the access side, and it is then comparable to the Serving GW in 3GPP access (i.e. also subordinate to the PDN GW). A lookup of the definition of W-APN e.g. as listed in TS 33.234 (“used to identify a specific IP network and a point of interconnection to that network (Packet Data Gateway)”) reveals that it cannot be used in SAE anymore. These roles are taken by APN and PDN GW. Thus, there is a discrepancy between W-APN, as used in pre-Rel.8 I-WLAN, and its current appearance in SAE specification. To resolve it we may either redefine the term W-APN in SAE or avoid it; we recommend to do the latter.

 1.2 Introducing P-APN in Stage 3 Specification

Specification text in 7.2.1 of TS 24.302 is still based on the above mentioned status of stage 2. And it is not to be expected that such aspects will be considered in one of the next SA2 meetings. Thus we propose to do a simple repair in stage 3 specification text and notify back to SA2. 

The simplest repair is in our view to define a new identifier, called P-APN and substitute it for W-APN. Then the procedure itself can remain as it is. P-APN shall be defined in TS 23.003. 
1.3 Modification in Tunnel Establishment Procedure
It is also the W-APN which appears currently in the tunnel establishment procedure. In the light of the above discussion this is obviously not appropriate; instead, now the overall, general APN is needed (the one identifying the PDN behind PDN GW).  
Further differences between the IPSec tunnel establishment with ePDG compared to PDG are listed in the procedural description for ePDG.

1.5 Tunnel Teardown
Teardown of the IPSec tunnel is currently not mentioned in the specification. We propose to add simple text, referring mainly to the IETF RFC.
2. Proposal

The following changes are proposed for TS 24.302:
**** Start 1st change ****

7.2.2
Tunnel establishment

Once the ePDG has been selected, the UE shall initiate the IPsec tunnel establishment procedure using the IKEv2 protocol as defined in IETF RFC 4306 [12].

The UE shall send an IKE_SA_INIT request message to the selected ePDG in order to setup an IKE connection. Upon receipt of an IKE_SA_INIT response, the UE shall send an IKE_AUTH request message to the ePDG, including the type of IP address (IPv4 or IPv6 or both) that needs to be configured in an IKEv2 CFG_REQUEST Configuration Payload. If the UE requests for both IPv4 and IPv6 address, it shall send two configuration attributes in the CFG_REQUEST Configuration Payload, one for the IPv4 address and the other for the IPv6 address. The IKE_AUTH request message shall contain in "IDr" payload the APN  and in the "IDi" payload the NAI. The IKE_AUTH request message may contain in a notify payload an indication that MOBIKE is supported by the UE.

During the IKEv2 authentication and tunnel establishment, UE shall provide an explicit indication about the supported mobility protocol as described in sub clause 6.3.2.
7.2.3
Tunnel modification

This procedure is used if MOBIKE as defined in IETF RFC 4555 [15] is supported by the UE.

When there is a change of local IP address for the UE, the UE shall update the IKE security association with the new address, and shall update the IPsec security association associated with this IKE security association with the new address. The UE shall then send an INFORMATIONAL request containing the UPDATE_SA_ADDRESSES notification to the ePDG.

If, further to this update, the UE receives an INFORMATIONAL request with a COOKIE2 notification present, the UE shall copy the notification to the COOKIE2 notification of an INFORMATIONAL response and send it to the ePDG.
**** End 1st change ****
**** Start 2nd change ****

7.4
ePDG procedures

7.4.1
Tunnel establishment

Upon receipt of an IKE_AUTH request message from the UE requesting the establishment of a tunnel, the ePDG shall proceed with authorization and authentication. The procedure is based on the one described in 3GPP TS 33.234 [5], with the following differences:
· ePDG is substituted for PDG,
· EAP-SIM authentication is not allowed,
· the UE may dynamically configure two types of IP addresses (IPv4 and IPv6),
· instead of W-APN the full APN is transferred. 
The ePDG shall proceed with IPsec tunnel setup completion and relay in the IKEv2 Configuration Payload (CFG_REPLY) of the final IKE_AUTH response message the remote IP address assigned to the UE. If the UE requested both an IPv4 and an IPv6 address, both are allocated to the UE via a single CFG_REPLY Configuration Payload containing two configuration attributes, one for the IPv4 address, the other for the IPv6 address, else only the IP address of the requested IP version is allocated. An IPsec tunnel is now established between the UE and the ePDG.

Editor's note: In case of IPv6, it is FFS whether an IPv6 address or an IPv6 prefix is allocated to the UE.

Editor's note: The implications of the IP mobility mode selection procedure on this section are FFS.

7.4.2
Tunnel modification

When receiving an INFORMATIONAL request containing the UPDATE_SA_ADDRESSES notification, the ePDG shall check the validity of the IP address and update the IP address in the IKE security association with the values from the IP header. The ePDG shall reply with an INFORMATIONAL response.

The ePDG may initiate a return routability check for the new address provided by the UE, by including a COOKIE2 notification in an INFORMATIONAL request and send it to the UE. When the ePDG receives the INFORMATIONAL response from the UE, it shall check that the COOKIE2 notification payload is the same as the one it sent to the UE. If it is different, the ePDG shall close the IKE security association by sending an INFORMATIONAL request message including a "DELETE" payload.
**** End 2nd change ****
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