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1. Overall Description:

CT1 has discussed the topic of input parameters for NAS encryption and integrity algorithms in their meeting #52 in Jeju Island. This, in relation to an earlier LS from SA3 in C1-072977 (S3-070880) on algorithm input and output that asked for feedback from CT1 on the needed input parameters.
After analysis and discussion (see attached contribution C1-080948), CT1 would like to provide the following information regarding the input parameters needed for the NAS encryption and integrity algorithms:
· NAS BEARER ID
A constant value of the same length as the AS BEARER ID parameter (only included for alignment with AS input parameters)
· NAS COUNT

32 bits (the CT1 working assumption is that the NAS COUNT consists of an 8 bit Sequence number and a 16 bit Overflow counter that is padded with leading zeroes to provide a 32 bit input parameter to the security algorithm)
· DIRECTION

1 bit

· LENGTH

The maximum size of NAS messages will be less than 2^16 octets
CT1 would also like to ask SA3 to confirm the following assumptions:
· The NAS sequence number shall always be integrity protected, but not encrypted, if a security context exists in the UE and the MME and security protection has been started.
· From a security point of view, there is no difference whether CT1 specifies encryption to be performed before integrity protection on the sending side, or vice versa
2. Actions:

To SA3 group.

ACTION: 
CT1 kindly asks SA3 to take note of the above answers for the specification of the NAS encryption and integrity algorithms and to confirm the other two CT1 assumptions.
3. Date of Next CT1 Meetings:
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5th - 9th May 2008

Cape Town, South Africa
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