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Introduction

The UE must first attach to selected PLMN prior to getting IP connectivity. But even though this makes attach procedurse a pre-requisite to PDN connectivity, it is still possible to optimise the signalling by combining the session management and mobility management signalling during EMM attach procedure.

This document proposes one possible PDU encoding that would allow transmission of ESM PDUs either as standalone messages with their own security parameters MAC and SN or piggybacked in EMM messages when necessary.

The encoding uses sub-protocol discriminator notation that has already been defined in the current 3GPP TS 24.007, see subclause 11.2.3.1.4. The security procedures are considered to be the task of EMM security sublayer, and consequently the main PD is shared with EMM messages but the security sub-layer contents are distinguished in the PDU encoding by defining a new sub-protocol discriminator for this purpose.

The IE types and formats of the EMM security sub-protocol PDU are of course tradeoff between compactness of the notation and flexibility to changes in the future releases. This proposal prioritises the minimum redundancy assuming that security parameter changes will not be too frequent and if needed, they will not be backwards compatible anyway. If a new version of security parameters is needed e.g. for different lengths of MAC and SN, that can be obtained by introducing a new sub-protocol discriminator version.
This proposal fulfils the following requirements:

· ESM and EMM remain independent protocols

· ESM and EMM PD clearly defines which error handling applies on each IE

· Security parameters MAC and SN are handled by a formally defined EMM security sublayer

· Security parameters MAC and SN are present only in the EMM security sublayer PDUs

· The UE will always indicate MAC and SN when it has got valid ones

· If no valid MAC and SN are available, then the EMM security sub-protocol heading is omitted

· MAC and SN occupy fixed positions at the beginning of  EMM security sublayer PDU

The resulting message structure is shown in the diagram:

	8
	7
	6
	5
	4
	3
	2
	1
	

	    0            0             0            1
	Protocol discriminator = EMM
	octet 1

	
Message authentication code
	octet 2

	
	

	
	octet 5

	NAS sequence number
	octet 6

	
	octet 7

	Skip indicator
	Protocol discriminator = EMM or ESM as appropriate
	octet 8

	Other parameters
	octet 9

	Message type
	octet 10

	
	octet 11

	Other information elements as required (MAC & SN not included)
	

	
	octet n


This proposal assumes that a corresponding change to introduce the new sub-protocol discriminator and to allow a L3 PDU without message type will be made in separate 24.007 CR. If this CR (or a revision of it) can be agreed by CT1, then the originators would like to ask for CT1 guidance on whether the corresponding 24.007 changes should be put in 24.801 first, or would it be acceptable to draft a normative CR on 24.007 straight away?
Proposal

It is proposed to introduce the following changes in the next version of TS 24.301. 
Documents C1-081047 and C1-081056 propose changes on 24.301 clause 9. Even though both would require changes to L3 message structure, CT1 can consider them independently, based on their own merits. If both CRs are agreeable, then the contributors volunteer to revise them to merge the different clause 9 changes to just one CR.
8
Message functional definitions and contents
8.1
Overview

This clause defines the structure of the messages of the Layer 3 (L3) protocols defined in the present document. These are standard L3 messages as defined in 3GPP TS 24.007 [5].

Each definition given in the present clause includes:

a)
a brief description of the message direction and use, including whether the message has:

1.
Local significance, i.e. relevant only on the originating or terminating access;

2.
Access significance, i.e. relevant in the originating and terminating access, but not in the network;

3.
Dual significance, i.e. relevant in either the originating or terminating access and in the network; or

4.
Global significance, i.e. relevant in the originating and terminating access and in the network.

b)
a table listing the Information Elements (IE) known in the message and the order of their appearance in the message. All IEs that may be repeated are explicitly indicated (The V and LV formatted IEs, which compose the imperative part of the message, occur before the T, TV, and TLV formatted IEs which compose the non-imperative part of the message, see 3GPP TS 24.007 [5]). In a (maximal) sequence of consecutive IEs with half octet length, the first IE with half octet length occupies bits 1 to 4 of octet N, the second IE bits 5 to 8 of octet N, the third IE bits 1 to 4 of octet N+1 etc. Such a sequence always has an even number of elements. 


For each information element the table indicates:

1.
The Information Element Identifier (IEI), in hexadecimal notation, if the IE has format T, TV, or TLV. If the IEI has half octet length, it is specified by a notation representing the IEI as a hexadecimal digit followed by a "-" (example: B-).

NOTE:
The same IEI may be used for different information element types in different messages of the same protocol.

2.
The name of the information element (which may give an idea of the semantics of the element). The name of the information element followed by "IE" or "information element" is used in this technical report as reference to the information element within a message.

3.
The name of the type of the information element (which indicates the coding of the value part of the IE), and generally, the referenced subclause of clause 9 of the present document describing the value part of the information element.

4.
The presence requirement indication (M, C, or O) for the IE as defined in 3GPP TS 24.007 [5].

Editor's note: The presence indication in the table of this document indicates whether the information needs, always, to be present or not in a particular message.

5.
The format of the information element (T, V, TV, LV, TLV) as defined in 3GPP TS 24.007 [5].

6.
The length of the information element (or permissible range of lengths), in octets, in the message, where "?" means that the maximum length of the IE is only constrained by link layer protocol. This indication is non-normative.

c)
subclauses specifying, where appropriate, conditions for IEs with presence requirement C or O in the relevant message which together with other conditions specified in the present document define when the information elements shall be included or not, what non-presence of such IEs means, and - for IEs with presence requirement C - the static conditions for presence and/or non-presence of the IEs (see 3GPP TS 24.007 [5]).

8.1A
EMM security sublayer container

This message is sent between the UE and the network in order to carry the common security parameters MAC and SN as well as the ESM or EMM message in the payload part.

Message type:
EMM SECURITY SUBLAYER CONTAINER
Significance:

dual

Direction:


both
Table 8.1A.1: EMM SECURITY SUBLAYER CONTAINER message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

6.6.2
	M
	V
	1/2

	
	EMM security sub-protocol discriminator
	Sub-protocol discriminator
FFS
	M
	V
	1/2

	
	Message authentication code
	FFS
	M
	V
	FFS

	
	NAS message sequence number for uplink
	FFS
	M
	V
	FFS

	
	NAS Message Container
	EMM or ESM PDU as defined in 8.2 and 8.3
	M
	V
	1-n


8.1A.1
Protocol Discriminator

The sender shall encode EMM protocol discriminator.

8.1A.2
EMM security sublayer PD

The sender shall encode EMM security sub-protocol discriminator. 

Editor’s note: binary value ‘0001’ in 24.007 subclause 11.2.3.1.4 could be reserved for this purpose.

8.1A.3
Message Authentication code

If the UE has got  a valid MAC, then it shall include it in this IE. 

It is FFS how the case of no valid MAC shall be encoded by the UE. Explicit indication of zero length MAC value, definition of full length empty value and use of different EMM security sublayer code are foreseen as feasible candidates.

8.1A.4
NAS message sequence number for uplink

If the UE has got  a valid SN, then it shall include it in this IE. 

It is FFS how the case of no valid SN shall be encoded by the UE. Explicit indication of zero length SN value, definition of full length empty value and use of different EMM security sublayer code are foreseen as feasible candidates.

8.1A.5
NAS message container

The sender shall include in this IE a complete ESM or EMM PDU as specified in subclauses 8.2 and 8.3.

Editor’s note: It would be possible to change this IE to optional presence if it can be proven that there is a need to allow a dummy EMM security sub-protocol PDU to be transmitted e.g. for sequence number synchronisation or some other security related abnormal case.
8.2
EPS mobility management messages

Editor's note: The detailed encoding of the information elements in all messages is FFS. It is assumed that existing information elements in other specifications, e.g. 3GPP TS 24.008 [6], will be reused when possible.

Editor's note: In the following tables the presence indication for information elements reflects the logical requirement for mandatory or optional inclusion in a message. For reasons of coding efficiency CT1 can decide e.g. to specify an information element as mandatory IE, although in the table it is indicated as optional. The order of sequence of information elements is FFS.
8.2.1
Attach request

This message is sent by the UE to the network in order to perform an attach procedure. See table 8.2.1.1.

Message type:
ATTACH REQUEST

Significance:

dual

Direction:


UE to network

Table 8.2.1.1: ATTACH REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Skip indicator
	Skip indicator

9.3
	M
	V
	1/2

	
	Attach request message identity
	Message type

9.4
	M
	V
	1

	
	Old GUTI or IMSI
	FFS
	M
	FFS
	FFS

	
	UE network capability
	FFS
	M
	FFS
	FFS

	
	Attach type
	FFS
	M
	FFS
	FFS

	
	NAS key set identifier
	FFS
	M
	FFS
	FFS

	FFS
	Last visited registered TAI
	FFS
	O
	FFS
	FFS

	
	
	
	
	
	

	
	
	
	
	
	

	FFS
	PDN address allocation
	FFS
	O
	FFS
	FFS

	FFS
	DRX parameter
	FFS
	O
	FFS
	FFS

	FFS
	Protocol configuration options
	Protocol configuration options

9.5.3.1
	O
	TLV
	3 - 253


8.2.2
Attach accept

This message is sent by the network to the UE to indicate that the corresponding attach request has been accepted. See table 8.2.2.1.

Message type:
ATTACH ACCEPT

Significance:

dual

Direction:


network to UE

Table 8.2.2.1: ATTACH ACCEPT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Skip indicator
	Skip indicator

9.3
	M
	V
	1/2

	
	Attach accept message identity
	Message type

9.4
	M
	V
	1

	
	Periodic TA update timer
	FFS
	M
	V
	FFS

	
	TAI list
	FFS
	M
	LV
	FFS

	
	EPS default bearer identity
	FFS
	M
	FFS
	FFS

	
	Access point name
	Access point name

9.5.2.1
	M
	TLV
	3 - 102

	
	
	
	
	
	

	
	
	
	
	
	

	FFS
	GUTI
	FFS
	O
	FFS
	FFS

	FFS
	PDN address information
	FFS
	O
	FFS
	FFS

	FFS
	Session management configuration
	FFS
	O
	FFS
	FFS

	FFS
	Protocol configuration options
	Protocol configuration options

9.5.3.1
	O
	TLV
	3 - 253


8.2.3
Attach complete

This message is sent by the UE to the network in response to an ATTACH ACCEPT message. See table 8.2.3.1.

Message type:
ATTACH COMPLETE

Significance:

dual

Direction:


UE to network

Table 8.2.3.1: ATTACH COMPLETE message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Skip indicator
	Skip indicator

9.3
	M
	V
	1/2

	
	Attach complete message identity
	Message type

9.4
	M
	V
	1

	
	EPS default bearer identity
	FFS
	M
	FFS
	FFS

	
	
	
	
	
	

	
	
	
	
	
	


8.2.4
Attach reject

This message is sent by the network to the UE to indicate that the corresponding attach request has been rejected. See table 8.2.4.1.

Message type:
ATTACH REJECT

Significance:

dual

Direction:


network to UE

Table 8.2.4.1: ATTACH REJECT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Skip indicator
	Skip indicator

9.3
	M
	V
	1/2

	
	Attach reject message identity
	Message type

9.4
	M
	V
	1

	
	EMM cause
	FFS
	M
	V
	FFS

	
	
	
	
	
	

	
	
	
	
	
	


8.2.5
Detach request (UE originating detach)

This message is sent by the UE to request the release of an EMM context. See table 8.2.5.1.

Message type:
DETACH REQUEST

Significance:

dual

Direction:


UE to network

Table 8.2.5.1: DETACH REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Skip indicator
	Skip indicator

9.3
	M
	V
	1/2

	
	Detach request message identity
	Message type

9.4
	M
	V
	1

	
	Detach type
	Detach type

9.5.3.2
	M
	V
	1/2

	
	Spare half octet
	Spare half octet 

9.5.2.2
	M
	V
	1/2

	
	GUTI
	FFS
	M
	FFS
	FFS

	
	
	
	
	
	

	
	
	
	
	
	



8.2.6
Detach request (UE terminated detach)

This message is sent by the network to request the release of an EMM context. See table 8.2.6.1.

Message type:
DETACH ACCEPT

Significance:

dual

Direction:


network to UE

Table 8.2.6.1: DETACH REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Skip indicator
	Skip indicator

9.3
	M
	V
	1/2

	
	Detach request message identity
	Message type

9.4
	M
	V
	1

	
	Detach type
	Detach type

9.5.3.2
	M
	V
	1/2

	
	Spare half octet
	Spare half octet 

9.5.2.2
	M
	V
	1/2

	
	NAS message sequence number for downlink
	FFS
	M
	FFS
	FFS

	
	
	
	
	
	

	
	
	
	
	
	


8.2.7
Detach accept (UE originating detach)

This message is sent by the network to indicate that the detach procedure has been completed. See table 8.2.7.1.

Message type:
DETACH ACCEPT

Significance:

dual

Direction:


network to UE

Table 8.2.7.1: DETACH ACCEPT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Skip indicator
	Skip indicator

9.3
	M
	V
	1/2

	
	Detach accept message identity
	Message type

9.4
	M
	V
	1

	
	
	
	
	
	

	
	
	
	
	
	


8.2.8
Detach accept (UE terminated detach)

This message is sent by the UE to indicate that the detach procedure has been completed. See table 8.2.8.1.

Message type:
DETACH ACCEPT

Significance:

dual

Direction:


UE to network

Table 8.2.8.1: DETACH ACCEPT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Skip indicator
	Skip indicator

9.3
	M
	V
	1/2

	
	Detach accept message identity
	Message type

9.4
	M
	V
	1

	
	
	
	
	
	

	
	
	
	
	
	


8.3
EPS session management messages

Editor's note: The layout of the message header, apart from the protocol discriminator, is FFS.

Editor's note: The detailed encoding of the information elements in all message is FFS. It is assumed that existing information elements in other specifications, e.g. 3GPP TS 24.008 [6], will be reused when possible.

Editor's note: In the following tables the presence indication for information elements reflects the logical requirement for mandatory or optional inclusion in a message. For reasons of coding efficiency CT1 can decide e.g. to specify an information element as mandatory IE, although in the table it is indicated as optional. The order of sequence of information elements is FFS.

8.3.1
Activate default EPS bearer context request

This message is sent by the network to the UE to request activation of a default EPS bearer context. See table 8.3.1.1.

Message type:
ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST
Significance:

dual
Direction:


network to UE
Table 8.3.1.1: ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	EPS bearer identity
	EPS bearer identity

	M
	FFS
	FFS

	
	Activate default EPS bearer context request message identity
	Message type


	M
	V
	1

	
	Procedure transaction identifier
	Procedure transaction identifier

	M (FFS)
	FFS
	FFS

	FFS
	PDN address
	PDN address information


	O
	FFS
	FFS

	FFS
	Access point name
	Access point name

TS 24.008 / 10.5.6.1
	O
	TLV
	3-102

	FFS
	Uplink TFT
	Traffic Flow Template

TS 24.008 / 10.5.6.1
	O
	TLV
	3-257

	FFS
	Negotiated QoS
	Quality of service

TS 24.008 / 10.5.6.5
	O
	TLV
	14-18

	FFS
	Negotiated LLC SAPI
	LLC service access point identifier
TS 24.008 / 10.5.6.9
	O
	TV
	2

	FFS
	Radio priority
	Radio priority

TS 24.008 / 10.5.7.2
	O
	TV
	1

	FFS
	Packet Flow Identifier
	Packet Flow Identifier

TS 24.008 / 10.5.6.11
	O
	TLV
	3

	FFS
	Protocol configuration options
	Protocol configuration options

TS 24.008 / 10.5.6.3
	O
	TLV
	3-253

	
	
	
	
	
	

	
	
	

	
	
	


Editor's note: The use of this message during the attach procedure and therefore the presence condition for the procedure transaction identifier is FFS:


Editor's note: The inclusion of the Negotiated LLC SAPI is FFS.

8.3.2
Activate default EPS bearer context accept

This message is sent by the UE to the network to acknowledge activation of a default EPS bearer context. See table 8.3.2.1.

Message type:
ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT
Significance:

dual
Direction:


UE to network
Table 8.3.2.1: ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	EPS bearer identity

	EPS bearer identity

	M
	FFS
	FFS

	
	Activate default EPS bearer context accept message identity
	Message type


	M
	V
	1

	FFS
	Protocol configuration options
	Protocol configuration options

TS 24.008 / 10.5.6.3
	O
	TLV
	3-253

	
	
	
	
	
	

	
	
	

	
	
	



Editor's note: The need for separate accept messages for default EPS bearer context activation and dedicated EPS bearer context activation is FFS.

8.3.3
Activate default EPS bearer context reject

This message is sent by UE to the network to reject activation of a default EPS bearer context. See table 8.3.3.1.

Message type:
ACTIVATE DEFAULT EPS BEARER CONTEXT REJECT
Significance:

dual
Direction:


UE to network
Table 8.3.3.1: ACTIVATE DEFAULT EPS BEARER CONTEXT REJECT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	EPS bearer identity

	EPS bearer identity

	M
	FFS
	FFS

	
	Activate default EPS bearer context reject message identity
	Message type


	M
	V
	1

	
	ESM cause
	ESM cause
TS 24.008 / 10.5.6.6
	M
	FFS
	FFS

	FFS
	Protocol configuration options
	Protocol configuration options

TS 24.008 / 10.5.6.3
	O
	TLV
	3-253

	
	
	
	
	
	

	
	
	

	
	
	



Editor's note: The need for separate reject messages for default EPS bearer context activation and dedicated EPS bearer context activation is FFS.

8.3.4
Activate dedicated EPS bearer context request

This message is sent by the network to the UE to request activation of a dedicated EPS bearer context associated with the same PDN address(es) and APN as an already active default EPS bearer context. See table 8.3.4.1.

Message type:
ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST

Significance:

dual
Direction:


network to UE
Table 8.3.4.1: ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	EPS bearer identity

	EPS bearer identity

	M
	FFS
	FFS

	
	Activate dedicated EPS bearer context request message identity
	Message type


	M
	V
	1

	
	Procedure transaction identifier


	Procedure transaction identifier


	O
	FFS
	FFS

	
	Linked EPS bearer identity
	EPS bearer identity


	M
	FFS
	FFS

	
	Uplink TFT
	Traffic Flow Template

TS 24.008 / 10.5.6.1
	O
	TLV
	3-257

	
	Negotiated QoS
	Quality of service

TS 24.008 / 10.5.6.5
	O
	TLV
	14-18

	
	Negotiated LLC SAPI
	LLC service access point identifier
TS 24.008 / 10.5.6.9
	O
	TV
	2

	
	Radio priority
	Radio priority

TS 24.008 / 10.5.7.2
	O
	TV
	1

	
	Packet Flow Identifier
	Packet Flow Identifier

TS 24.008 / 10.5.6.11
	O
	TLV
	3

	FFS
	Protocol configuration options
	Protocol configuration options

TS 24.008 / 10.5.6.3
	O
	TLV
	3-253

	
	
	
	
	
	

	
	
	

	
	
	


Editor's note: The inclusion of the Negotiated LLC SAPI is FFS.


8.3.5
Activate dedicated EPS bearer context accept

This message is sent by the UE to the network to acknowledge activation of a dedicated EPS bearer context associated with the same PDN address(es) and APN as an already active EPS bearer context. See table 8.3.5.1.

Message type:
ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT
Significance:

dual
Direction:


UE to network
Table 8.3.5.1: ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	EPS bearer identity

	EPS bearer identity

	M
	FFS
	FFS

	
	Activate dedicated EPS bearer context accept message identity
	Message type


	M
	V
	1

	FFS
	Protocol configuration options
	Protocol configuration options

TS 24.008 / 10.5.6.3
	O
	TLV
	3-253

	
	
	
	
	
	

	
	
	

	
	
	



Editor's note: The need for separate accept messages for default EPS bearer context activation and dedicated EPS bearer context activation is FFS.

8.3.6
Activate dedicated EPS bearer context reject

This message is sent by UE to the network to reject activation of a dedicated EPS bearer context. See table 8.3.6.1.

Message type:
ACTIVATE DEDICATED EPS BEARER CONTEXT REJECT
Significance:

dual
Direction:


UE to network
Table 8.3.6.1: ACTIVATE DEDICATED EPS BEARER CONTEXT REJECT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	EPS bearer identity

	EPS bearer identity

	M
	FFS
	FFS

	
	Activate dedicated EPS bearer context reject message identity
	Message type


	M
	V
	1

	
	ESM cause
	ESM cause

	M
	FFS
	FFS

	FFS
	Protocol configuration options
	Protocol configuration options

TS 24.008 / 10.5.6.3
	O
	TLV
	3-253

	
	
	
	
	
	

	
	
	

	
	
	



Editor's note: The need for separate accept messages for default EPS bearer context activation and dedicated EPS bearer context activation is FFS.

8.3.7
Modify EPS bearer context request

This message is sent by the network to the UE to request modification of an active EPS bearer context. See table 8.3.7.1.

Message type:
MODIFY EPS BEARER CONTEXT REQUEST
Significance:

dual
Direction:


network to UE
Table 8.3.7.1: MODIFY EPS BEARER CONTEXT REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	EPS bearer identity

	EPS bearer identity

	M
	FFS
	FFS

	
	Modify EPS bearer context request message identity
	Message type


	M
	V
	1

	FFS
	Procedure transaction identifier


	Procedure transaction identifier


	O
	FFS
	FFS

	FFS
	Uplink TFT
	Traffic Flow Template
TS 24.008 / 10.5.6.12
	O
	TLV
	3-257

	FFS
	PDN address information
	PDN address information


	O
	FFS
	FFS

	FFS
	New QoS
	Quality of service

TS 24.008 / 10.5.6.5
	O
	TLV
	14-18

	FFS
	Negotiated LLC SAPI
	LLC service access point identifier

TS 24.008 / 10.5.6.9
	O
	TV
	2

	FFS
	Radio priority
	Radio priority

TS 24.008 / 10.5.7.2
	O
	TV
	1

	FFS
	Packet Flow Identifier
	Packet Flow Identifier

TS 24.008 / 10.5.6.11
	O
	TLV
	3

	FFS
	Protocol configuration options
	Protocol configuration options

TS 24.008 / 10.5.6.3
	O
	TLV
	3-253

	
	
	
	
	
	

	
	
	

	
	
	


Editor's note: The inclusion of the Negotiated LLC SAPI is FFS.

8.3.8
Modify EPS bearer context accept

This message is sent by the UE to the network to acknowledge the modification of an active EPS bearer context. See table 8.3.8.1.

Message type:
MODIFY EPS BEARER CONTEXT ACCEPT
Significance:

dual
Direction:


UE to network

Table 8.3.8.1: MODIFY EPS BEARER CONTEXT ACCEPT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	EPS bearer identity

	EPS bearer identity

	M
	FFS
	FFS

	
	Modify EPS bearer context accept message identity
	Message type


	M
	V
	1

	FFS
	Protocol configuration options
	Protocol configuration options

TS 24.008 / 10.5.6.3
	O
	TLV
	3-253

	
	
	
	
	
	

	
	
	

	
	
	


8.3.9
Modify EPS bearer context reject

This message is sent by the UE or the network to reject a modification of an active EPS bearer context. See table 8.3.9.1.

Message type:
MODIFY EPS BEARER CONTEXT REJECT
Significance:

dual
Direction:


UE to network

Table 8.3.9.1: MODIFY EPS BEARER CONTEXT REJECT message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	EPS bearer identity

	EPS bearer identity

	M
	FFS
	FFS

	
	Modify EPS bearer context reject message identity
	Message type


	M
	V
	1

	
	ESM cause
	ESM cause

	M
	FFS
	FFS

	FFS
	Protocol configuration options
	Protocol configuration options

TS 24.008 / 10.5.6.3
	O
	TLV
	3-253

	
	
	
	
	
	

	
	
	

	
	
	


8.3.10
Deactivate EPS bearer context request

This message is sent by the network to request deactivation of an active EPS bearer context. See table 8.3.10.1.

Message type:
DEACTIVATE EPS BEARER CONTEXT REQUEST
Significance:

dual

Direction:


network to UE
Table 8.3.10.1: DEACTIVATE EPS BEARER CONTEXT REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	EPS bearer identity

	EPS bearer identity

	M
	FFS
	FFS

	
	Deactivate EPS bearer context request message identity
	Message type


	M
	V
	1

	FFS
	Procedure transaction identifier


	Procedure transaction identifier


	O
	FFS
	FFS

	
	ESM cause
	ESM cause
TS 24.008 / 10.5.6.6
	M
	FFS
	FFS

	FFS
	Tear down indicator
	Tear down indicator

TS 24.008 / 10.5.6.10
	O
	TV
	1

	FFS
	Protocol configuration options
	Protocol configuration options

TS 24.008 / 10.5.6.3
	O
	TLV
	3-253

	
	
	
	
	
	

	
	
	

	
	
	


8.3.11
Deactivate EPS bearer context accept

This message is sent by the UE to acknowledge deactivation of the EPS bearer context requested in the corresponding Deactivate EPS bearer context request message. See table 8.3.11.1.

Message type:
DEACTIVATE EPS BEARER CONTEXT ACCEPT
Significance:

dual

Direction:


UE to network

Table 8.3.11.1: DEACTIVATE EPS BEARER CONTEXT ACCEPT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	EPS bearer identity

	EPS bearer identity

	M
	FFS
	FFS

	
	Deactivate EPS bearer context accept message identity
	Message type


	M
	V
	1

	FFS
	Protocol configuration options
	Protocol configuration options

TS 24.008 / 10.5.6.3
	O
	TLV
	3-253

	
	
	
	
	
	

	
	
	

	
	
	


8.3.12
PDN connectivity request

This message is sent by the UE to the network to initiate establishment of a PDN connection. See table 8.3.12.1.

Message type:
PDN CONNECTIVITY REQUEST
Significance:

dual
Direction:


UE to network
Table 8.3.12.1: PDN CONNECTIVITY REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	Procedure transaction identifier
	Procedure transaction identifier


	M (FFS)
	FFS
	FFS

	
	PDN connectivity request message identity
	Message type


	M
	V
	1

	FFS
	Access point name
	Access point name

TS 24.008 / 10.5.6.1
	O
	TLV
	3-102

	FFS
	PDN address allocation
	PDN address allocation


	O
	FFS
	FFS

	FFS
	Protocol configuration options
	Protocol configuration options

TS 24.008 / 10.5.6.3
	O
	TLV
	3-253

	
	
	
	
	
	

	
	
	

	
	
	


Editor's note: The use of this message during the attach procedure and therefore the presence condition for the procedure transaction identifier is FFS:


8.3.13
PDN connectivity reject

This message is sent by the network to the UE to reject establishment of a PDN connection. See table 8.3.13.1.

Message type:
PDN CONNECTIVITY REJECT
Significance:

dual
Direction:


network to UE
Table 8.3.13.1: PDN CONNECTIVITY REJECT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	Procedure transaction identifier
	Procedure transaction identifier


	M (FFS)
	FFS
	FFS

	
	PDN connectivity reject
Message identity
	Message type


	M
	V
	1

	
	ESM cause
	ESM cause

	M
	FFS
	FFS

	FFS
	Protocol configuration options
	Protocol configuration options

TS 24.008 / 10.5.6.3
	O
	TLV
	3-253

	
	
	
	
	
	

	
	
	

	
	
	


Editor's note: The use of this message during the attach procedure and therefore the presence condition for the procedure transaction identifier is FFS:


8.3.14
PDN disconnect request

This message is sent by the UE to the network to initiate release of a PDN connection. See table 8.3.14.1.

Message type:
PDN DISCONNECT REQUEST
Significance:

dual
Direction:


UE to network
Table 8.3.14.1: PDN DISCONNECT REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	Procedure transaction identifier
	Procedure transaction identifier 

	M
	FFS
	FFS

	
	PDN disconnect request message identity
	Message type


	M
	V
	1

	
	Linked EPS bearer identity
	EPS bearer identity

	M
	FFS
	FFS

	FFS
	Protocol configuration options
	Protocol configuration options

TS 24.008 / 10.5.6.3
	O
	TLV
	3-253

	
	
	
	
	
	

	
	
	

	
	
	


8.3.15
PDN disconnect reject

Editor's note: The need for this message is FFS.

This message is sent by the network to the UE to reject release of a PDN connection. See table 8.3.15.1.

Message type:
PDN DISCONNECT REJECT
Significance:

dual
Direction:


network to UE
Table 8.3.15.1: PDN DISCONNECT REJECT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	Procedure transaction identifier
	Procedure transaction identifier


	M
	FFS
	FFS

	
	PDN disconnect reject message identity
	Message type


	M
	V
	1

	
	ESM cause
	ESM cause

	M
	FFS
	FFS

	FFS
	Protocol configuration options
	Protocol configuration options

TS 24.008 / 10.5.6.3
	O
	TLV
	3-253

	
	
	
	
	
	

	
	
	

	
	
	


8.3.16
Bearer resource allocation request

This message is sent by the UE to the network to request allocation of a dedicated bearer resource. See table 8.3.16.1.

Message type:
BEARER RESOURCE ALLOCATION REQUEST
Significance:

dual
Direction:


UE to network
Table 8.3.16.1: BEARER RESOURCE ALLOCATION REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	Procedure transaction identifier
	Procedure transaction identifier


	M
	FFS
	FFS

	
	Bearer resource allocation request message identity
	Message type


	M
	V
	1

	
	Linked EPS bearer identity
	EPS bearer identity

	M
	FFS
	FFS

	
	Required SDF QoS
	SDF Quality of service 


	M
	FFS
	FFS

	
	UL/DL TFT
	Traffic Flow Template

TS 24.008 / 10.5.6.12
	M
	LV
	2-256

	FFS
	Protocol configuration options
	Protocol configuration options

TS 24.008 / 10.5.6.3
	O
	TLV
	3-253

	
	
	
	
	
	

	
	
	

	
	
	


8.3.17
Bearer resource allocation reject

This message is sent by the network to the UE to reject allocation of a dedicated bearer resource. See table 8.3.17.1.

Message type:
BEARER RESOURCE ALLOCATION REJECT
Significance:

dual
Direction:


network to UE
Table 8.3.17.1: BEARER RESOURCE ALLOCATION REJECT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	Procedure transaction identifier
	Procedure transaction identifier


	M
	FFS
	FFS

	
	Bearer resource allocation reject message identity
	Message type
	M
	V
	1

	
	ESM cause
	ESM cause

	M
	FFS
	FFS

	FFS
	Protocol configuration options
	Protocol configuration options

TS 24.008 / 10.5.6.3
	O
	TLV
	3-253

	
	
	
	
	
	

	
	
	

	
	
	


8.3.18
Bearer resource release request

This message is sent by the UE to the network to request release of a dedicated bearer resource. See table 8.3.18.1.

Message type:
BEARER RESOURCE RELEASE REQUEST
Significance:

dual
Direction:


UE to network
Table 8.3.18.1: BEARER RESOURCE RELEASE REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	Procedure transaction identifier
	Procedure transaction identifier


	M
	FFS
	FFS

	
	Bearer resource release request message identity
	Message type


	M
	V
	1

	
	Linked EPS bearer identity
	EPS bearer identity

	M
	FFS
	FFS

	
	DL TFT
	Traffic Flow Template

TS 24.008 / 10.5.6.12
	M
	LV
	2-256

	FFS
	Protocol configuration options
	Protocol configuration options

TS 24.008 / 10.5.6.3
	O
	TLV
	3-253

	
	
	
	
	
	

	
	
	

	
	
	


8.3.19
Bearer resource release reject

Editor's note: The need for this message is FFS.

This message is sent by the network to the UE to reject release of a dedicated bearer resource. See table 8.3.19.1.

Message type:
BEARER RESOURCE RELEASE REJECT
Significance:

dual
Direction:


network to UE
Table 8.3.19.1: BEARER RESOURCE RELEASE REJECT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	Procedure transaction identifier
	Procedure transaction identifier


	M
	FFS
	FFS

	
	Bearer resource release reject message identity
	Message type
	M
	V
	1

	
	ESM cause
	ESM cause

	M
	FFS
	FFS

	FFS
	Protocol configuration options
	Protocol configuration options

TS 24.008 / 10.5.6.3
	O
	TLV
	3-253

	
	
	
	
	
	

	
	
	

	
	
	


8.3.20
ESM Status

8.3.20.1
Message definition
This message is sent by the network or the UE to pass information on the status of the indicated EPS bearer context and report certain error conditions (e.g. as listed in clause 7). See table 8.3.20.1.

Message type:
ESM STATUS
Significance:

dual

Direction:


both

Table 8.3.20.1: ESM STATUS message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	EPS bearer identity

	EPS bearer identity

	M
	FFS
	FFS

	
	Procedure transaction identifier
	Procedure transaction identifier


	M
	FFS
	FFS

	
	ESM status message identity
	Message type


	M
	V
	1

	
	ESM cause
	ESM cause


	M
	FFS
	FFS

	
	
	
	
	
	

	
	
	

	
	
	


Editor's note: Dependent on the message to which the ESM STATUS message is sent in response, the ESM STATUS message will use an EPS bearer identity or a procedure transaction identifier as address. Whether these two cases will be covered by a single message or whether two separate messages will be defined is FFS.




9
General message format and information elements coding
9.1
Overview

Within the protocols defined in the present document, every message is a standard L3 message as defined in 3GPP TS 24.007 [5]. This means that the message consists of the following parts:

a)
protocol discriminator;

b)
message type;

c)
other information elements, as required.

Editor's note: It is for further study whether the EPS bearer identity and the PTI are used for the addressing of EPS Session Management (ESM) messages.
This organization is illustrated in the example shown in figure 9.1.1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Skip indicator/sub-protocol discriminator
	Protocol discriminator
	octet 1

	Message type
	octet 2

	
	octet 3

	Other information elements as required
	

	
	octet n


Figure 9.1.1: General message organization example

Editor’s note: Currently 3GPP TS 24.007 subclause 11.2.3 mandates 2 octets imperative part of standard L3 message and that needs to be changed to allow for certain protocol or sub-protocol to deviate from that if no message types are needed and the heading part is one octet only.

Unless specified otherwise in the message descriptions of clause 8, a particular information element shall not be present more than once in a given message.

When a field extends over more than one octet, the order of bit values progressively decreases as the octet number increases. The least significant bit of the field is represented by the lowest numbered bit of the highest numbered octet of the field.

9.2
Protocol discriminator

The Protocol Discriminator (PD) and its use are defined in 3GPP TS 24.007 [5].

9.3
Skip indicator and sub-protocol discriminator
Bits 5 to 8 of the first octet of every EPS Mobility Management (EMM) message contain either the skip indicator or sub-protocol discriminator. 
A message received with unknown skip indicator value shall be ignored. A message received with a skip indicator value that is defined in this version of the specification shall be processed further unless other error handling applies. 
Security sub-layer messages are distinguished from the other EMM messages by security sub-protocol discriminator as specified in 24.007. A protocol entity sending an EMM message shall encode the skip indicator as 0000. A protocol entity sending an EMM security sub-protocol message shall encode the sub-protocol discriminator as 0001.
9.4
Message type

The message type IE and its use are defined in 3GPP TS 24.007 [5]. Table 9.4.1 defines the value part of the message type IE used in the EMM protocol.

Table 9.4.1: Message types for EPS mobility management

	Bits
	
	

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	
	
	
	
	
	
	
	
	
	

	0
	1
	-
	-
	-
	-
	-
	-
	
	Mobility management messages

	
	
	
	
	
	
	
	
	
	

	0
	1
	0
	0
	0
	0
	0
	1
	
	Attach request   

	0
	1
	0
	0
	0
	0
	1
	0
	
	Attach accept 

	0
	1
	0
	0
	0
	0
	1
	1
	
	Attach complete

	0
	1
	0
	0
	0
	1
	0
	0
	
	Attach reject   

	0
	1
	0
	0
	0
	1
	0
	1
	
	Detach request   

	0
	1
	0
	0
	0
	1
	1
	0
	
	Detach accept

	
	
	
	
	
	
	
	
	
	

	0
	1
	0
	0
	1
	0
	0
	0
	
	Tracking area update request

	0
	1
	0
	0
	1
	0
	0
	1
	
	Tracking area update accept

	0
	1
	0
	0
	1
	0
	1
	0
	
	Tracking area update complete

	0
	1
	0
	0
	1
	0
	1
	1
	
	Tracking area update reject

	
	
	
	
	
	
	
	
	
	

	0
	1
	0
	0
	1
	1
	0
	0
	
	Service Request

	0
	1
	0
	0
	1
	1
	1
	0
	
	Service Reject

	
	
	
	
	
	
	
	
	
	

	0
	1
	0
	1
	0
	0
	0
	0
	
	GUTI reallocation command

	0
	1
	0
	1
	0
	0
	0
	1
	
	GUTI reallocation complete

	0
	1
	0
	1
	0
	0
	1
	0
	
	Authentication request

	0
	1
	0
	1
	0
	0
	1
	1
	
	Authentication response

	0
	1
	0
	1
	0
	1
	0
	0
	
	Authentication reject

	0
	1
	0
	1
	1
	1
	0
	0
	
	Authentication failure

	0
	1
	0
	1
	0
	1
	0
	1
	
	Identity request

	0
	1
	0
	1
	0
	1
	1
	0
	
	Identity response

	0
	1
	0
	1
	1
	1
	0
	1
	
	Security mode command

	0
	1
	0
	1
	1
	1
	1
	0
	
	Security mode complete

	0
	1
	0
	1
	1
	1
	1
	1
	
	Security mode reject

	
	
	
	
	
	
	
	
	
	

	0
	1
	1
	0
	0
	0
	0
	0
	
	EMM status

	0
	1
	1
	0
	0
	0
	0
	1
	
	EMM Information












































3GPP


