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1.

Introduction
TS 24.301 v0.1.1 is lacking definitions of timers and their usage for EMM. 
This paper discusses and brings up a number of proposals for the EMM timers and their values, and serves as input to the pseudo-CR C1-080947.
2.

Suggested timers

2.1

Timer T3402 (UE side)
The timer T3402 corresponds to the timer T3302 for GMM in TS 24.008, which is used for having a longer pause interval between location registraton attempts when a number of retransmissions have failed to complete the procedure.
For security reasons, it shall not be possible to send this timer value to the UE without having NAS integrity protection enabled.

In order to provide a flexible way for networks to control this timer value, it is suggested (as for T3302) that a default value is defined, and make it possible for the network to assign other values in the ATTACH ACCEPT and TRACKING AREA UPDATE ACCEPT messages. The default value will only be used when no value is sent by the network.

A 12 minute value is suggested as a default value just as for T3302, which may be questioned.

2.2

Timers T3410 and T3430 (UE side)
The timers T3410 and T3430 are used for controlling the time between re-transmissions of the GRPS attach and tracking area update procedures. The corresponding timers for GMM are T3310 and T3330. For GMM, also T3311 is used together with T3310 and T3330. First of all, it should be considered how the re-transmission in GPRS work for the case of the attach and routing area updating procedures. For the attach procedure TS 24.008 in sub-clause 4.7.3.1:

4.7.3.1.1
GPRS attach procedure initiation

In state GMM-DEREGISTERED, the MS initiates the GPRS attach procedure by sending an ATTACH REQUEST message to the network, starts timer T3310 and enters state GMM-REGISTERED-INITIATED.

…

4.7.3.1.5
Abnormal cases in the MS

The following abnormal cases can be identified:

…
c)
T3310 time-out

On the first expiry of the timer, the MS shall reset and restart timer T3310 and shall retransmit the ATTACH REQUEST message. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3310, the MS shall abort the GPRS attach procedure and, in Iu mode, release the PS signalling connection (see 3GPP TS 25.331 [23c]). The MS shall proceed as described below.

…

In cases b, c and d the MS shall proceed as follows. Timer T3310 shall be stopped if still running. The GPRS attach attempt counter shall be incremented.
If the GPRS attach attempt counter is less than 5:

-
timer T3311 is started and the state is changed to GMM-DEREGISTERED.ATTEMPTING-TO-ATTACH.

If the GPRS attach attempt counter is greater than or equal to 5:

-
the MS shall delete any RAI, P-TMSI, P-TMSI signature, list of equivalent PLMNs, and GPRS ciphering key sequence number, shall set the GPRS update status to GU2 NOT UPDATED, shall start timer T3302. The state is changed to GMM-DEREGISTERED.ATTEMPTING-TO-ATTACH or optionally to GMM-DEREGISTERED.PLMN-SEARCH (see subclause 4.2.4.1.2) in order to perform a PLMN selection according to 3GPP TS 23.122 [14].

Knowing that T3310 is 15s and T3311 is also 15s, then the above implies that the UE can end up in up to 425s ~7m of attempting re-transmission of the ATTACH REQUEST message every 15 seconds before T3302 is started;

[5 x T3310 + T3311 ] x 4 + [ 5 x T3310] = 425s

The same re-transmission procedure is applicable for routing area updating according to TS 24.008.

In our opinion, this is overkill in complexity and amount of re-transmissions. Therefore, we propose not to have any EMM timer that equals T3311, but instead just have T3410 for attach and T3430 for TAU to control re-transmissions.

It is also suggested to use the same timer values and attempt counter limits as for GMM, i.e., timer values of 15 seconds and limit the number of re-transmissions to 5. There could be other CT1 opinions on these values.
Finally, note that TS 24.008 also uses the terminology “greater than or equal to” when defining the point where the maximum number of re-transmissions have been used. In our view, it should not be possible to increase the attempt counter once it has reached its maximum value, thus it is unnecessary to state “greater than”.
2.3

Timer T3412 (UE side)
The timer T3412 is already defined in TS 24.301 chapter 10.2, and only the default value is left FFS.
Since T3412 is currently described in a very similar to how the timer T3312 works in GMM (see TS 24.008), we propose to keep the same default value, i.e., 54 minutes. However, this could be argued and other possible values may also be possible.

Also, note that TS 24.301 indicates that it is possible for the network to assign other timer values in the ATTACH ACCEPT and TRACKING AREA UPDATE ACCEPT messages, which means that the default value is only used when no value is indicated by the network.

It is important to note that there is a risk of sending T3412 without NAS integrity protection in a similar way as for T3312. There can be attacks exploiting this weakness. For example, the malicious sending of a very long value of T3412 can make the mobile reachable timer in the network expire while the UE is still running this corrupted T3412. This will not deny the user from originating services but terminating services will be affected with the network not paging the UE until the UE again updates its location. All this already has been discussed by CT1 and SA3 during the liaison statements exchange because of Denial of Service (DoS) attacks through NAS messages (mid 2006). Therefore, we propose CT1 to re-evaluate the need of the editor’s note in the section 4.4 indicating that the TRACKING AREA UPDATE ACCEPT message may be processed without integrity protection.
2.4

Timers T3416, T3418 and T3420 (UE side)
The timers T3316, T3318 and T3320 are used for authentication functionality in GMM, where

-
T3316 is used for supervising a temporary storage of RAND and RES
-
T3318 is used when authentication fails due to ‘MAC failure’
-
T3320 is used when authentication fails due to ‘synch failure’

Since the same authentication functionality is used for EMM, it is proposed to have the same timer mechanisms as in GMM, i.e. timers T3416, T3418 and T3420 are created for this purpose. The suggested timer values are also the same as for GMM.
For T3316 in GMM, it is stated that the stored parameters should be associated with the PS domain. It is assumed that this is not necessary for EMM since there is only one domain for EPS, and in case of IRAT mobility, new authentication parameters should be used, which would make it unnecessary re-use the parameters previously stored in EMM. However, there could be different opinions on this and we are open to discussion.
2.5

Timer T3417 (UE side)
The timer T3317 is supervising the service request procedure in GMM. Due to the similarities with the procedure in EMM, the corresponding timer T3417 is suggested.
At present, T3317 has a value of 10s before the procedures is aborted (and this is communicated to applications), but it can be questioned whether a shorter value can be used. When looking into the characteristics of EPS it may well be considered that the delays produced as a result of radio link problems, S1 interface and network nodes are in total shorter than in current systems, and therefore a shorter value than today’s 10s is possible. We would propose CT1 to consider whether is worth it to have a value of 5s for the timer T3417.

2.6

Timer T3421 (UE side)
For GMM, timer T3321 is controlling re-transmissions of DETACH REQUEST. The functionality for DETACH REQUEST in EMM is basically the same, and therefore the corresponding timer T3421 is suggested for EMM.

The timer value for T3421 is proposed to be the same as for T3321, i.e., 15 seconds, and the maximum number of retransmissions is assumed to be 5. There may be varying opinions on these values in CT1.

2.7

Timer T3440 (UE side)
In GMM, timer T3340 is used for monitoring an expected release of the PS signalling connection after receiving certain reject causes. If the PS signalling connection hasn’t yet been released when the timer expires, the UE locally releases the connection. The main purpose of T3340 is to avoid having the UE getting stuck with a useless signalling connection in case of faulty network behaviour.
For the same purpose, it is suggested to introduce the corresponding timer T3440 for EMM, with the same timer value as for GMM.

Compared to GMM, reject cause #14 is added to the list of causes that triggers this timer, due to the fact that in EMM this would most likely also trigger a PLMN selection procedure.

2.8

Timer T3413 (network side)
In TS 24.008, the timer T3313 is used for supervising the paging procedure. It is proposed to introduce the corresponding timer T3413 for EPS, with a network dependent timer value and behaviour at timeout.
2.9

Timer T3422 (network side)

The timer T3422 is used for monitoring a network-initiated detach procedure, the timer T3322 is used in TS 24.008 for the same purpose.
We believe that the timer T3422 is also necessary for EPS, with the same value as T3322.

3.0

Timer T3460 (network side)

In TS 24.008, timer T3360 is used for monitoring an authentication procedure.

Because of the similarities for authentication in EPS, the timer T3460 is suggested with the same timer value as for T3360.

3.1

Mobile reachable timer (network side)

Just as specified in TS 24.008, a mobile reachable timer for EPS is suggested for keeping track of UEs presence in the network.

3.

Proposal

Considering all the information provided above, the pseudo-CR C1-080947 implements the proposal described in this discussion paper, and therefore is proposed for agreement in CT1.
