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1. Introduction
In TS 24.301 v 0.1.1 the order of the Information Elements (IE) in the EPS EMM and ESM messages are not consistant regarding the IE:s ‘NAS message sequence number downlink’, ‘NAS message sequence number uplink’ and ‘Message Authentication Code’.

This proposal is to make the organization of these IE:s in a consistant way:

· create a security header which consists of

· a 4 bits security control information field

· a 4 bits NAS message sequence counter (SN) field

· a 2 or 4 octets Message Authentication Code (MAC) field

· the security header shall be placed before the NAS message itself
· all the mandatory IE:s shall be placed together after the IE ‘Message Type’.
· all the optional IE:s shall be placed together after the mandatory IE:s.
Creating a security header is in line with the contribution C1-071692 in CT1 #48 meeting.
1.1. Security Functions in the NAS layer


[image: image3.bmp]
The NAS message is first encrypted and then the encrypted NAS message is integrity protected by calculating the MAC.
1.2. Security Algorithm Input Parameters

[image: image2]
HFN = HyperFrame number, kept locally in each peer.
SN = Sequence Number, transferred together with the NAS message

Bearer = A constant value the same length as the AS BEARER ID parameter
DIR = Direction-bit, uplink or downlink

For further detailed information see contribution C1-080948.
The only input parameter to the E-algorithm transferred between peers is the SN parameter and it shall be transferred unencrypted.

1.3. Concatenation of NAS messages
It shall be possible to send more then one NAS message in one NAS message container. Then the question is how to distinguish the different NAS messages from each other. This contribution contains three alternatives to specify a NAS message discriminator:

· include a “NAS message length” IE for each NAS message (proposed solution)

· include an “Optional IE counter” IE which counts the number of optional IE:s in each NAS message
· include a NAS message “end-of-message” IE
1.3.1 NAS Message length
The NAS message length IE shall be placed as the very first IE for a NAS message and indicate the length (octets) of the NAS message.
	Security Header

	NAS message 1, length  IE

	NAS message 1, mandatory IEs

	NAS message 1, optional IEs

	NAS message 2, length IE

	NAS message 2, mandatory IEs

	NAS message 2, optional IEs

	

	NAS message n, length IE

	NAS message n, mandatory IEs

	NAS message n, optional IEs


This alternative requires that the “NAS message length” IE is Mandatory and of type V, and the length of this IE shall be 2 octets.

1.3.2 Optional IE counter
Such a counter shall be placed after the last mandatory IE in each included NAS message and it contains how many optional IEs the NAS message contains. If no optional IEs are included the counter shall be set to zero.

	Security Header

	NAS message 1, mandatory IEs

	Optional IE counter for msg 1

	NAS message 1, optional IEs

	NAS message 2, mandatory IEs

	Optional IE counter for msg 2

	NAS message 2, optional IEs

	

	NAS message n, mandatory IEs

	Optional IE counter for msg n

	NAS message n, optional IEs


This alternative requires that the “Optional IE counter” is Mandatory and of type V, and the length of this IE shall be 1 octet.
1.3.3 “end-of-message” indicator
Such an indicator shall be placed after the last optional IE in each included NAS message.

	Security Header

	NAS message 1

	“end-of-message” indicator

	NAS message 2

	“end-of-message” indicator

	

	NAS message n

	“end-of-message” indicator


This alternative requires that the “end-of-message” indicator is Mandatory and of type TV, and the length of this IE shall be 2 octets.

1.3.4 Proposal

This contribution proposes to use concatenation of NAS messages according to the figures above in chapter 1.3 if more then one NAS message is to be transferred between the peers, and to use the “NAS message length” IE as a NAS message discriminator.
2. Reason for Change
Due to requirements that the NAS messages shall be encrypted and integrity protected if a valid NAS security context exists between the network and the UE, this contribution proposes to align all the EPS EMM and ESM messages to be organized in the same way. This means to keep the security IE:s (‘NAS message sequence number’ and ‘Message Authentication Code’) in a security header followed by the NAS message(s) and that the security IE:s will be treated the same way independent of the NAS message.
3. Conclusions

-
4. Proposal

It is proposed to agree on these principles for the NAS messages and document these principles in a new Annex in the TR 24.801. If this is agreed Ericsson volunteer to create a CR towards TS 24.301 and propose all needed changes to align all NAS messages in the 3GPP TS 24.301. 
* * * First Change * * * *

Annex X (normative):
Agreed Principles for the NAS Message Layout
X.1
Security Header
The NAS messages shall be encrypted and integrity protected if a valid NAS security context exists between the network and the UE. The following figure shows the organization of the security header together with the NAS message container:
	Information Element
	Presence
	Length

	Security Header Control
	SN
	M
	1

	MAC
	O
	2 or 4

	NAS message container
	M
	


X.1.1

Security Header Control
This IE includes control bits for the security header. The total size of this IE is 4 bits. The following control bits are proposed:
· one bit to indicate that MAC IE is included or not
· if the bit has the value “0” the MAC IE is included

· if the bit has the value “1” the MAC IE is not included
· one bit to indicate that MAC contains 2 or 4 octets (only valid if MAC IE is included)
· if the bit has the value “0” the length of the MAC IE is 4 octets

· if the bit has the value “1” the length of the MAC IE is 2 octets
X.1.2

SN
This IE includes the ‘NAS message sequence number’. The size is 4 bits.

X.1.3

MAC
This IE ‘Message Authentication Code’ contains the integrity protection information for the message. The algorithm to calculate the integrity protection information is specified in ref. [11], and the integrity protection shall include all IE:s in the Security Header except the MAC IE itself plus all the IE:s in the NAS message container. The MAC IE shall be included in the message if a valid NAS security context exists between the network and the UE.
X.1.4

NAS message container
This IE includes the EMM och ESM NAS message(s) according to the TS 24.301 which shall be transferred between the peers. For example see X.2 and X.3 below.
X.2
Example of a NAS Message sent from the network to the UE
This message is sent by the network to the UE, see table X.2-1.
Message type:
<name of the message>
Significance:

dual
Direction:


network to UE
Table X.2-1: <Name of the message> message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	NAS message length
	NAS Message Length
x.2.1
	M
	V
	2

	
	Protocol discriminator
	Protocol discriminator

According to TS 24.301
	M
	V
	1/2

	
	Skip indicator
	Skip indicator

According to TS 24.301
	M
	V
	1/2

	
	<name of the message> message identity
	Message type

According to TS 24.301
	M
	V
	1

	
	Mandatory IE no. 1
	
	M
	
	

	
	
	
	M
	
	

	
	Mandatory IE no. n
	
	M
	
	

	
	Optional IE no. 1
	
	O
	
	

	
	
	
	O
	
	

	
	Optional IE no. m
	
	O
	
	


X.2.1
NAS message length
This IE contains the length, in octets, of the NAS message. The length shall include all IE:s between the “Protocol discriminator” IE and the last Optional IE, or the last Mandatory IE if no Optional IE:s are included.
X.3
Example of a NAS Message sent from the UE to the network
This message is sent by the UE to the network, see table X.3-1.
Message type:
<name of the message>
Significance:

dual

Direction:


UE to network
Table X.3-1: <Name of the message> message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	NAS message length
	NAS Message Length
x.3.1
	M
	V
	2

	
	Protocol discriminator
	Protocol discriminator

According to TS 24.301
	M
	V
	1/2

	
	Skip indicator
	Skip indicator

According to TS 24.301
	M
	V
	1/2

	
	<name of the message> message identity
	Message type

According to TS 24.301
	M
	V
	1

	
	Mandatory IE no. 1
	
	M
	
	

	
	
	
	M
	
	

	
	Mandatory IE no. n
	
	M
	
	

	
	Optional IE no. 1
	
	O
	
	

	
	
	
	O
	
	

	
	Optional IE no. m
	
	O
	
	


X.3.1
NAS message length
This IE contains the length, in octets, of the NAS message. The length shall include all IE:s between the “Protocol discriminator” IE and the last Optional IE, or the last Mandatory IE if no Optional IE:s are included.
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