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1- Introduction

Current specification for ESM procedures in 3GPP TS 24.301 does not include description for the case ESM procedure is not accepted by the network or the UE. Possible reject cause values which can be used by the network or the UE and the associated UE or network behaviour are FFS. This contribution tries to address the issue of which reject cause values are required in EPS, starting with the analysis of SM reject causes as defined in 3GPP TS 24.008. 
In details, this contribution proposes:
· the applicability of some SM cause values from TS 24.008: #8, #26, #27, #29, #30, #31, #33, #34, #41 to #46, #95-111 and #112 to ESM;
· no new specific cause values for ESM;
· the unapplicability of some SM cause values from TS 24.008: #28, #32, #35, #40, #48;

· the list of which ESM causes to be used with which ESM procedures; and
· the use of specific ESM cause IE for ESM procedures.
Finally, this contribution proposes to agree on appended text proposal to 3GPP TR 24.801.
2- Description

Table 1 below gives the list of reject cause values that are used for each SM procedure, as defined in 3GPP TS 24.008:

· unsuccessful PDP context activation: 
· MS initiated and not accepted by the network in subclause 6.1.3.1.3,

· NW initiated and not accepted by the MS in subclause 6.1.3.1.4;

· unsuccessful secondary PDP context activation: 
· MS initiated and not accepted by the network in subclause 6.1.3.2.2,

· NW initiated and not accepted by the MS in subclause 6.1.3.2.2a;

· unsuccessful PDP context modification: 
· MS initiated and not accepted by the network in subclause 6.1.3.3.3,

· NW initiated and not accepted by the MS in subclause 6.1.3.3.3a;

For the PDP context deactivation procedure, no unsuccessful procedures exists except abnormal cases (ie collision and timer expiry cases).

More information on these cause values can be found in Annex in this document, which contains material from 3GPP TS 24.008 Annex I.

	
	PDP context activation

by the MS 
	PDP context activation by the NW
	Secondary PDP context activation by the MS
	Secondary PDP context activation by the NW
	PDP context modification by the MS
	PDP context modification by the NW

	#8 – Operator Determined Barring
	X
	
	
	
	
	

	#26 – Insufficient resources 
	X
	X
	X
	X
	X
	

	#27 – Missing or unknown APN
	X
	
	
	
	
	

	#28 – Unknown PDP address or PDP type
	X
	
	
	
	
	

	#29 – User authentication failed
	X
	
	
	
	
	

	#30 – Activation rejected by GGSN
	X
	
	X
	
	
	

	#31 – Activation rejected, unspecified
	X
	X
	X
	X
	
	

	#32 – Service option not supported
	X
	
	X
	
	X
	

	#33 – Requested service not subscribed
	X
	
	X
	
	
	

	#34 – Service option temporarily out of order
	X
	
	X
	
	
	

	#35 – NSAPI already used
	X
	
	
	
	
	

	#40 – Feature not supported
	
	X
	
	X
	
	

	#41 – Semantic error in the TFT operation
	
	
	X
	X
	X
	X

	#42 – Syntactical error in the TFT operation
	
	
	X
	X
	X
	X

	#43 – Unknown PDP context
	
	
	X
	X
	
	

	#44 – Semantic errors in packet filter(s)
	
	
	X
	X
	X
	X

	#45 – Syntactical errors in packet filter(s)
	
	
	X
	X
	X
	X

	#’46 – PDP context without TFT already activated
	
	
	X
	X
	
	

	#48 – Activation rejected, Bearer Control Mode violation
	
	
	X
	X
	X
	X

	#95-111 – Protocol errors
	X
	X
	X
	X
	X
	X

	#112 – APN restriction value incompatible with active PDP context
	X
	
	
	
	
	


Table 1: reject causes for SM procedures

Table 2 below gives the mapping of the SM procedure and its equivalent ESM procedure (as mentioned in NSN “Proposed SAE contributions to CT1#52”) along with the reference sections in their respective TS:

	SM procedure
	ESM procedure

	PDP context activation by the MS (TS 24.008 s6.1.3.1.3)
	UE requested PDN connectivity (TS 23.401 s6.5.1)

	PDP context activation by the NW (TS 24.008 s6.1.3.1.4)
	Default EPS bearer context activation (TS 23.401 s6.4.1)

	Secondary PDP context activation by the MS (TS 24.008 s6.1.3.2.2)
	UE requested bearer resource allocation (TS 23.401 s6.5.3)

	PDP context modification by the MS (TS 24.008 s6.1.3.3.3)
	

	Secondary PDP context activation by the NW (TS 24.008 s6.1.3.2.2a)
	Dedicated EPS bearer context activation (TS 23.401 s6.4.2)

	PDP context modification by the NW (TS 24.008 s6.1.3.3.3a)
	EPS bearer context modification (TS 23.401 s6.4.3)


Table 2: mapping of SM procedure to ESM procedure

3- Analysis of the different cause code values from the existing SM causes

This section proposes to see the applicability of each SM cause for the ESM procedures.

#8 – Operator Determined Barring

As indicated in TS 24.008 annex I.1, this cause is sent when the network needs to indicate that the requested service was rejected by the SGSN due to Operator Determined Barring.

In EPS, the MME may reject the PDN connectivity request due to operator determined barring cause ie the UE has tried to access a service using an APN that the UE's network operator or service provider is not prepared to allow.
( P1 – Cause value #8 is applicable in EPS

#26 – Insufficient resources 

As indicated in TS 24.008 annex I.1, this cause is used by the MS or by the network to indicate that a PDP context activation request, secondary PDP context activation request, PDP context modification request cannot be accepted due to insufficient resources.
In EPS, this cause can be used by the UE or the network to indicate resources outage in the case of UE requested PDN connectivity, default EPS bearer context activation, UE requested bearer resource allocation, dedicated EPS bearer context activation and EPS bearer context modification.

( P2 – Cause value #26 is applicable in EPS
#27 – Missing or unknown APN

As indicated in TS 24.008 annex I.1, this cause code is used by the network to indicate that the requested service was rejected by the external packet data network because the access point name was not included although required or if the access point name could not be resolved.
In EPS, this cause code is applicable to the PDN connectivity request procedure.

( P3 – Cause value #27 is applicable in EPS

#28 – Unknown PDP address or PDP type
As indicated in TS 24.008 annex I.1, this cause code is used by the network to indicate that the requested service was rejected by the external packet data network because the PDP address or type could not be recognised.
In EPS, the PDN GW may reject the PDN connectivity request due to unknown IP version. Currently, 3 values for IP version are defined: IPv4, IPv6, IPv4/v6, so the case when the UE includes any other values can be seen as an abnormal case. We propose that this reject case is handled by existing generic cause “#95 Semantically incorrect message” used in GERAN/UTRAN system.
( P4 – Cause value #28 is not applicable in EPS
#29 – User authentication failed

As indicated in TS 24.008 annex I.1, this cause code is used by the network to indicate that the requested service was rejected by the external packet data network due to a failed user authentication.
In EPS, this cause code is applicable to the PDN connectivity request procedure.

( P5 – Cause value #29 is applicable in EPS

#30 – Activation rejected by GGSN

As indicated in TS 24.008 annex I.1, this cause code is used by the network to indicate that the requested service was rejected by the GGSN.
In EPS, the PDN GW may reject the PDN connectivity request or UE requested bearer resource allocation due to requested service. 

( P6 – Cause value “#30 activation rejected by Serving GW or PDN GW” is applicable in EPS
#31 – Activation rejected, unspecified

In GERAN/UTRAN system, this cause code is used by the network or the MS to indicate that the requested service was rejected due to unspecified reasons.
In EPS, an EPS bearer context activation requested by the UE or the network may failed due to unspecified reasons not covered by any other cause codes.

( P7 – Cause value #31 is applicable in EPS

#32 – Service option not supported

As indicated in TS 24.008 annex I.1, this cause code is used by the network when the MS requests a service on MS initiated PDP context modification procedure or MS initiated secondary PDP context activation procedure which is not supported by the PLMN.
In EPS, there is currently no optional service option in ESM procedures for the network in Release8.

( P8 – Cause value #32 is not applicable in EPS

#33 – Requested service not subscribed

As indicated in TS 24.008 annex I.1, this cause code is sent when the MS requests a service option for which it has no subscription.
In EPS, the network may reject the PDN connectivity request or the UE requested bearer resource allocation due to subscription issues ie the UE requests an APN or an SDF QoS that is not allowed by its subscription.

( P9 – Cause value #33 is applicable in EPS

#34 – Service option temporarily out of order

As indicated in TS 24.008 annex I.1, this cause code is sent when the MSC cannot service the request because of temporary outage of one or more functions required for supporting the service.
Though the error cause applies for CS domain, it can be foreseen that for EPS, any of SAE CN entities either MME or Serving GW or PDN GW can experience temporary outage of one or more functions required for supporting the service. In this case, on reception of this cause value, the UE may retry at a later stage to access the service. This cause code applies for the ESM procedures initiated by the UE ie PDN connectivity request or UE requested bearer resource allocation.

( P10 – Cause value #34 is applicable in EPS

#35 – NSAPI already used

As indicated in TS 24.008 annex I.1, this cause code may be used by a network to indicate that the NSAPI requested by the MS in the PDP context activation request is already used by another active PDP context of this MS.
In EPS, the EPS bearer identity is allocated by the network. So, the cause code about an already used EPS bearer identity set by the UE is not applicable for EPS. We consider the case when the network indicates an already used EPS bearer identity as an abnormal case.

( P11 – Cause value #35 is not applicable in EPS

#40 – Feature not supported

As indicated in TS 24.008 annex I.1, this cause code is used by the MS to indicate that the PDP context activation or the MBMS context activation initiated by the network is not supported by the MS.
In EPS Release8, there is currently no optional ESM features for the UE. Hence, there is currently no applicability of this cause code in EPS.

( P12 – Cause value #40 is not applicable in EPS

#41 – Semantic error in the TFT operation

#42 – Syntactical error in the TFT operation
As indicated in TS 24.008 annex I.1, these cause codes are used by the network or the MS to indicate that there is a semantic or syntactical error(s) in the TFT operation included in a secondary PDP context activation request or an MS-initiated PDP context modification or a network requested secondary PDP context activation.
Semantic or syntactical errors in the TFT operation by the UE or the network may occur in EPS. Due to this error indication, the UE or the network may recover from the TFT error and requests another TFT operation. These cause codes apply for UE requested bearer resource allocation, dedicated EPS bearer context activation and EPS bearer context modification procedures.

( P13 – Cause values #41 and #42 are applicable in EPS

#43 – Unknown PDP context

As indicated in TS 24.008 annex I.1, this cause code is used by the network or the MS to indicate that the PDP context identified by the Linked TI IE in the secondary PDP context activation request or a network requested secondary PDP context activation is not active.
In EPS, there is no Linked TI concept but the case when the network or the UE indicates a linked EPS bearer identity IE which does not match any active default EPS bearer context in the UE requested bearer resource allocation procedure or the dedicated EPS bearer context activation procedure may exists. As the EPS bearer context concept is the equivalent of the PDP context for EPS, we propose to use the same reject cause value as in GERAN/UTRAN. 
( P15 – Cause value “#43 unknown EPS bearer context” is applicable in EPS
#44 – Semantic error in packet filter(s)

#45 – Syntactical error in packet filter(s)
As indicated in TS 24.008 annex I.1, these cause codes are used by the network or the MS to indicate that there is one or more semantic errors in packet filter(s) of the TFT included in a secondary PDP context activation request or an MS-initiated PDP context modification or a network requested secondary PDP context activation.
In EPS, semantic or syntactical error in packet filter(s) eg no IP packet that will ever fit a packet filter as described in TS 24.008 may occur. These cause codes apply for UE requested bearer resource allocation, dedicated EPS bearer context activation and EPS bearer context modification procedures.
( P16 – Cause values #44 and #45 are applicable in EPS

#46 – PDP context without TFT already activated
As indicated in TS 24.008 annex I.1, this cause code is used by the network or the MS to indicate that it has already activated a PDP context without TFT.
In EPS, a default EPS bearer context may be activated without a TFT. Hence, the case when the UE receives no TFT during a dedicated EPS bearer context activation may exist. As the EPS bearer context concept is the equivalent of the PDP context for EPS, we propose to use the same reject cause value as in GERAN/UTRAN. This cause code applies for dedicated EPS bearer context activation and EPS bearer context modification procedures.
( P17 – Cause value “#46 EPS bearer context without TFT already activated” is applicable in EPS
#48 – Activation rejected, Bearer Control Mode violation
As indicated in TS 24.008 annex I.1, this cause code is used by the network or the MS to indicate that the requested service was rejected because of Bearer Control Mode violation.
In legacy systems, Bearer Control Mode set in the Protocol Configuration Options IE is used to control whether a PDP context can be activated or a TFT operation can be performed by the MS or the network.

In EPS, the dedicated EPS bearer context activation or modification is initiated by the network only. Hence we don’t see any applicability of this cause code for EPS.
( P18 – Cause value #48 is not applicable in EPS

#95-111 – Protocol errors
As indicated in TS 24.008 annex I.2, the set of cause codes is used by the network or the MS to indicate whenever a protocol error (eg semantically incorrect message, invalid mandatory information) occurs.
In EPS, these kind of errors are presumed to happen for any ESM procedure.
( P19 – Cause values #95-111 are applicable in EPS

#112 – APN restriction value incompatible with active PDP context
As indicated in TS 24.008 annex I.2, this cause code is used by the network to indicate that a requested primary PDP context or an MBMS context has an APN restriction value that is not allowed in combination with a currently active PDP context. As indicated from TS 23.060, the support for APN Restriction and Maximum APN Restriction at the SGSN is optional and an APN Restriction value may be configured for each APN in the GGSN. It is used to determine, on a per MS basis, whether it is allowed to establish PDP Contexts to other APNs.
In EPS, as the UE does not know about the APN restriction policy of the PDN GW, the PDN connectivity request may be rejected due to APN restriction value incompatible with active EPS bearer context. As the EPS bearer context concept is the equivalent of the PDP context for EPS, we propose to use the same reject cause value as in GERAN/UTRAN.
( P20 – Cause value “#112 APN restriction value incompatible with active EPS bearer context” is applicable in EPS 
4- Use of specific ESM cause IE for ESM procedures
Given that: 
· there are some (ie 4) cause names from SM causes names in TS 24.008, that need renaming to be reused for ESM procedures;

· there are some (ie 5) cause values from SM causes values in TS 24.008, that can not be reused for ESM procedures; and

· the update of existing GERAN/UTRAN NAS related specifications for only E-UTRAN NAS impacts should be avoided, 
we propose to use a specific ESM cause IE to be defined in TS 24.301 for ESM procedures. 

P21: Use of specific ESM cause IE for ESM procedures
5- Proposal
We suggest that CT1 discusses and agrees on the above proposal of ESM reject causes for the ESM procedures. A text proposal to TR 24.801 is provided in this paper, which can be used as infeeds for future contributions on ESM procedures – unsuccessful cases (excluding abnormal cases) in TS 23.401.
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Proposed change
10.3.x
Reject causes for ESM procedures

Editor's note: this section contains temporary information on reject cause values to be used for ESM procedures, in order to help for further specification of the ESM procedures for the case they are rejected by either the UE or the network. This information was derived from the study of the SM cause values used for the PDP context activation and PDP context modification procedure as specified in 3GPP TS 24.008 [4], for the case these procedures are not accepted by either the UE or the network. Some other reject causes may be necessary, such as causes for abnormal cases e.g. PTI mismatch, but these are not defined in the current version of the present document.

10.3.x.1
Reject cause values for ESM procedures

The cause values below, defined in 3GPP TS 24.008 [4] as a baseline, are applicable in EPS:

#8


(Operator Determined Barring);

#26

(Insufficient resources);

#27

(Missing or unknown APN);

#29

(User authentication failed);
#30

(Activation rejected by Serving GW or PDN GW);
#31

(Activation rejected, unspecified);

#33

(Requested service not subscribed);

#34

(Service option temporarily out of order);

#41

(Semantic error in the TFT operation);

#42

(Syntactical error in the TFT operation);
#43

(Unknown EPS bearer context);
#44

(Semantic error in packet filter(s));

#45

(Syntactical error in packet filter(s));
#46

(EPS bearer context without TFT already activated);
#95-111 
(Protocol errors);
#112

(APN restriction value incompatible with active PDP context).
Editor's note: it is FFS whether any new causes need to be created in EPS.
The cause values listed below, defined in 3GPP TS 24.008 [4], are not applicable to EPS:

#28

(Unknown PDP address or PDP type);

#32 

(Service option not supported);

#35

(NSAPI already used);

#40

(Feature not supported);
#48

(Activation rejected, Bearer Control Mode violation).
10.3.x.2
Applicability of reject causes to ESM procedures

The table 10.3.x.2.1 below indicates which reject cause values can be used for each ESM procedure.

Table 10.3.x.2.1: proposed reject causes for ESM procedures

	
	
	UE requested PDN connectivity
	Default EPS bearer context activation
	UE requested bearer resource allocation
	Dedicated EPS bearer context activation
	EPS bearer context modification

	
	#8 - Operator Determined Barring
	X
	
	
	
	

	
	#26 - Insufficient resources
	X
	X
	X
	X
	X

	
	#27 - Missing or unknown APN
	X
	
	
	
	

	
	#29 – User authentication failed
	X
	
	
	
	

	
	#30 – Activation rejected by Serving GW or PDN GW
	X
	
	X
	
	

	
	#31 – Activation rejected, unspecified
	X
	X
	X
	X
	

	
	#33 – Requested service not subscribed
	X
	
	X
	
	

	
	#34 – Service option temporarily out of order
	X
	
	X
	
	

	
	#41 - Semantic error in the TFT operation
	
	
	X
	X
	X

	
	#42 - Syntactical error in the TFT operation
	
	
	X
	X
	X

	
	#43 – Unknown EPS bearer context
	
	
	X
	X
	

	
	#44 - Semantic errors in packet filter(s)
	
	
	X
	X
	X

	
	#45 - Syntactical errors in packet filter(s)
	
	
	X
	X
	X

	
	#46 – EPS bearer context without TFT already activated
	
	
	
	X
	X

	
	#95-111 – Protocol errors
	X
	X
	X
	X
	X

	
	#112 – APN restriction value incompatible with active EPS bearer context
	X
	
	
	
	


Annex

From 3GPP TS 24.008 v8.0.0

Annex G (informative):

[…]
G.4
Causes related to nature of request

Cause value = 32 Service option not supported


This cause is sent when the MS requests a service/facility in the CM SERVICE REQUEST message which is not supported by the PLMN.

Cause value = 33 Requested service option not subscribed


This cause is sent when the MS requests a service option for which it has no subscription.

Cause value = 34 Service option temporarily out of order


This cause is sent when the MSC cannot service the request because of temporary outage of one or more functions required for supporting the service.

Cause value = 38 Call cannot be identified


This cause is sent when the network cannot identify the call associated with a call re-establishment request.

[…]

Annex I (informative):
GPRS specific cause values for GPRS Session Management

I.1
Causes related to nature of request

Cause value = 8 Operator Determined Barring

This cause code is used by the network to indicate that the requested service was rejected by the SGSN due to Operator Determined Barring.

Cause value = 24 MBMS bearer capabilities insufficient for the service


This cause code is used by the network to indicate that an MBMS context activation request was rejected by the network, because the MBMS bearer capabilities are insufficient for the MBMS service.

Cause value = 25 LLC or SNDCP failure (A/Gb mode only)


This cause code is used by the MS indicate that a PDP context is deactivated because of a LLC or SNDCP failure (e.g. if the SM receives a SNSM-STATUS.request message with cause "DM received " or " invalid XID response ", see 3GPP TS 44.065 [78])

Cause value = 26 Insufficient resources


This cause code is used by the MS or by the network to indicate that a PDP context activation request, secondary PDP context activation request, PDP context modification request, or MBMS context activation request cannot be accepted due to insufficient resources. 

Cause value = 27 Unknown or missing access point name


This cause code is used by the network to indicate that the requested service was rejected by the external packet data network because the access point name was not included although required or if the access point name could not be resolved.

Cause value = 28 Unknown PDP address or PDP type


This cause code is used by the network to indicate that the requested service was rejected by the external packet data network because the PDP address or type could not be recognised.

Cause value = 29 User authentication failed


This cause code is used by the network to indicate that the requested service was rejected by the external packet data network due to a failed user authentication.

Cause value = 30 Activation rejected by GGSN


This cause code is used by the network to indicate that the requested service was rejected by the GGSN.

Cause value = 31 Activation rejected, unspecified


This cause code is used by the network to indicate that the requested service was rejected due to unspecified reasons.

Cause value = 32 Service option not supported


This cause code is used by the network when the MS requests a service which is not supported by the PLMN.

Cause value = 33 Requested service option not subscribed


See Annex G, clause 4.

Cause value = 34 Service option temporarily out of order


See Annex G, clause 4. 

Cause value = 35 NSAPI already used


This cause code may be used by a network to indicate that the NSAPI requested by the MS in the PDP context activation request is already used by another active PDP context of this MS.

Never to be sent, but can be received from a R97/R98 network at PDP context activation

Cause value = 36 Regular deactivation


This cause code is used to indicate a regular MS or network initiated PDP context deactivation or a regular network initiated MBMS context deactivation.

Cause value = 37 QoS not accepted


This cause code is used by the MS if the new QoS cannot be accepted that were indicated by the network in the PDP Context Modification procedure.

Cause value = 38 Network failure


This cause code is used by the network to indicate that the PDP context deactivation or the MBMS context deactivation is caused by an error situation in the network. 

Cause value = 39 Reactivation requested


This cause code is used by the network to request a PDP context reactivation after a GGSN restart.

Cause value = 40 Feature not supported


This cause code is used by the MS to indicate that the PDP context activation or the MBMS context activation initiated by the network is not supported by the MS.

Cause value = 41 semantic error in the TFT operation.


This cause code is used by the network or the MS to indicate that there is a semantic error in the TFT operation included in a secondary PDP context activation request or an MS-initiated PDP context modification or a network requested secondary PDP context activation.

Cause value = 42 syntactical error in the TFT operation.


This cause code is used by the network or the MS to indicate that there is a syntactical error in the TFT operation included in a secondary PDP context activation request or an MS-initiated PDP context modification or a network requested secondary PDP context activation.

Cause value = 43 unknown PDP context


This cause code is used by the network or the MS to indicate that the PDP context identified by the Linked TI IE in the secondary PDP context activation request or a network requested secondary PDP context activation is not active. 

Cause value = 44 semantic errors in packet filter(s)


This cause code is used by the network or the MS to indicate that there is one or more semantic errors in packet filter(s) of the TFT included in a secondary PDP context activation request or an MS-initiated PDP context modification or a network requested secondary PDP context activation.

Cause value = 45 syntactical error in packet filter(s)


This cause code is used by the network or the MS to indicate that there is one or more syntactical errors in packet filter(s) of the TFT included in a secondary PDP context activation request or an MS-initiated PDP context modification or a network requested secondary PDP context activation.

Cause value = 46 PDP context without TFT already activated


This cause code is used by the network or the MS to indicate that it has already activated a PDP context without TFT.

Cause value = 47 Multicast group membership time-out


This cause code is used by the network to indicate that the MBMS context is deactivated because the timer supervising the IGMP group membership interval (see RFC 3376 [107], subclause 8.4) or the MLD multicast listener interval (see RFC 2710 [108], subclause 7.4) expired. 

Cause value = 48 Activation rejected, B earerC ontrolMode violation


This cause code is used by the network or the MS to indicate that the requested service was rejected because of Bearer Control Mode violation.

Cause value = 112 APN restriction value incompatible with active PDP context.


This cause code is used by the network to indicate that a requested primary PDP context or an MBMS context has an APN restriction value that is not allowed in combination with a currently active PDP context. Restriction values are defined in 3GPP TS 23.060 [74], subclause 15.4.

I.2
Causes related to invalid messages

Cause value = 81 Invalid transaction identifier value.


See annex H, subclause H.5.1.

Cause value = 95 Semantically incorrect message.


See annex H, subclause H.5.5.

Cause value = 96 Invalid mandatory information.


See annex H, subclause H.6.1.

Cause value = 97 Message type non-existent or not implemented.


See annex H, subclause H.6.2.

Cause value = 98 Message not compatible with protocol state.


See annex H, subclause H.6.3.

Cause value = 99 Information element non-existent or not implemented.


See annex H, subclause H.6.4.

Cause value = 100 Conditional IE error.


See annex H, subclause H.6.5.

Cause value = 101 Message not compatible with protocol state.


See annex H, subclause H.6.6.

Cause value = 111 Protocol error, unspecified.


See annex H, subclause H.6.8.
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