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<<Begin Change 2>>

3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:

1xx
A status-code in the range 101 through 199, and excluding 100

2xx
A status-code in the range 200 through 299

AAA
Authentication, Authorization and Accounting

AS
Application Server

APN
Access Point Name

AUTN
Authentication TokeN

B2BUA
Back-to-Back User Agent

BGCF
Breakout Gateway Control Function

c
conditional

BRAS
Broadband Remote Access Server

CCF
Charging Collection Function

CDF
Charging Data Function

CDR
Charging Data Record

CK
Ciphering Key

CN
Core Network

CSCF
Call Session Control Function

DHCP
Dynamic Host Configuration Protocol

DNS
Domain Name System

DOCSIS
Data Over Cable Service Interface Specification

DTD
Document Type Definition

EC
Emergency Centre

ECF
Event Charging Function

E-CSCF
Emergency CSCF

FQDN
Fully Qualified Domain Name

GCID
GPRS Charging Identifier 

GGSN
Gateway GPRS Support Node

GPRS
General Packet Radio Service
GRUU
Globally Routable User agent URIs
HSS
Home Subscriber Server

i
irrelevant

IBCF
Interconnection Border Control Function

I-CSCF
Interrogating CSCF

ICID
IM CN subsystem Charging Identifier
IK
Integrity Key

IM
IP Multimedia

IMS
IP Multimedia core network Subsystem

IMS-ALG
IMS Application Level Gateway 

IMSI
International Mobile Subscriber Identity

IOI
Inter Operator Identifier
IP
Internet Protocol

IP-CAN
IP-Connectivity Access Network

IPsec
IP security

IPv4
Internet Protocol version 4

IPv6
Internet Protocol version 6

ISC
IP Multimedia Subsystem Service Control

ISIM
IM Subscriber Identity Module

I-WLAN
Interworking – WLAN

IWF
Interworking Function

LRF
Location Retrieval Function

m
mandatory

MAC
Message Authentication Code

MCC
Mobile Country Code

MGCF
Media Gateway Control Function

MGW
Media Gateway

MNC
Mobile Network Code

MRFC
Multimedia Resource Function Controller

MRFP
Multimedia Resource Function Processor

n/a
not applicable

NAI
Network Access Identifier
NA(P)T
Network Address (and Port) Translation

NASS
Network Attachement Subsystem

NAT
Network Address Translation

o
optional

OCF
Online Charging Function

P-CSCF
Proxy CSCF

PDF
Policy Decision Function

PDG
Packet Data Gateway

PDP
Packet Data Protocol

PDU
Protocol Data Unit

PLMN
Public Land Mobile Network

PSAP
Public Safety Answering Point

PSI
Public Service Identity

PSTN
Public Switched Telephone Network

QoS
Quality of Service

RAND
RANDom challenge

RES
RESponse

RTCP
Real-time Transport Control Protocol

RTP
Real-time Transport Protocol

S-CSCF
Serving CSCF

SDP
Session Description Protocol

SIP
Session Initiation Protocol

SLF
Subscription Locator Function

SQN
SeQuence Number

UA
User Agent

UAC
User Agent Client

UAS
User Agent Server

UE
User Equipment

UICC
Universal Integrated Circuit Card

URI
Uniform Resource Identifier

URL
Uniform Resource Locator

UDVM
Universal Decompressor Virtual Machine

USIM
Universal Subscriber Identity Module

WLAN
Wireless Local Area Network

x
prohibited

xDSL
Digital Subscriber Line (all types)

XMAC
expected MAC

XML
eXtensible Markup Language

<<End Change 2>>

<<Begin Change 3>>

5
Application usage of SIP

5.1
Procedures at the UE

5.1.1
Registration and authentication

5.1.1.1
General

The UE shall register public user identities (see table A.4/1 and dependencies on that major capability).

In case a UE registers several public user identities at different points in time, the procedures to re-register, deregister and subscribe to the registration-state event package for these public user identities can remain uncoordinated in time.

In case a device performing address and/or port number conversions is provided by a NA(P)T or NA(P)T-PT, the UE may need to modify the SIP contents according to the procedures described in annex F.

5.1.1.1A
Parameters contained in the ISIM

The ISIM application shall always be used for IMS authentication, if it is present, as described in 3GPP TS 33.203 [19].

The ISIM is preconfigured with all the necessary parameters to initiate the registration to the IM CN subsystem. These parameters include:

-
the private user identity;

-
one or more public user identities; and

-
the home network domain name used to address the SIP REGISTER request

In case the UE is loaded with a UICC that does not contain the ISIM application, the UE shall:

-
generate a private user identity;

-
generate a temporary public user identity; and

-
generate a home network domain name to address the SIP REGISTER request to;

in accordance with the procedures in clause C.2.

The temporary public user identity is only used in REGISTER requests, i.e. initial registration, re-registration, UE-initiated deregistration.

The UE shall not reveal to the user the temporary public user identity if the temporary public user identity is barred. The temporary public user identity is not barred if received by the UE in the P-Associated-URI header.

If the UE is unable to derive the parameters in this subclause for any reason, then the UE shall not proceed with the request associated with the use of these parameters and will not be able to register to the IM CN subsystem.

5.1.1.1B
Instance ID

Each UE shall contain a unique Instance ID parameter, in conformance with the mandatory requirements for Instance identifiers specified  in draft-ietf-sip-gruu-nn [91] and draft-ietf-sip-outbound-nn [92]. A single instance ID per User Agent should be assigned regardless of the number of IP-CANs interfacing with the UE.

5.1.1.2
Initial registration

The initial registration procedure consists of the UE sending an unprotected initial REGISTER request and, upon being challenged, sending the integrity protected REGISTER request. The UE can register a public user identity with its contact address at any time after it has acquired an IP address, discovered a P-CSCF, and established an IP-CAN bearer that can be used for SIP signalling. However, the UE shall only initiate a new registration procedure when it has received a final response from the registrar for the ongoing registration, or the previous REGISTER request has timed out.
The UE shall send only the initial REGISTER requests to the port advertised to the UE during the P-CSCF discovery procedure. If the UE does not receive any specific port information during the P-CSCF discovery procedure, the UE shall send the initial REGISTER request to the SIP default port values as specified in RFC 3261 [26]. 

The UE shall extract or derive a public user identity, the private user identity, and the domain name to be used in the Request-URI in the registration, according to the procedures described in subclause 5.1.1.1A. A public user identity may be input by the end user.

On sending a REGISTER request, the UE shall populate the header fields as follows:

a)
an Authorization header, with:

-
the username directive, set to the value of the private user identity;

-
the realm directive, set to the domain name of the home network;

-
the uri directive, set to the SIP URI of the domain name of the home network;

-
the nonce directive, set to an empty value; and

-
the response directive, set to an empty value;

b)
a From header set to the SIP URI that contains the public user identity to be registered;

c)
a To header set to the SIP URI that contains the public user identity to be registered;

d)
a Contact header set to include SIP URI(s) containing the IP address of the UE in the hostport parameter or FQDN. If the UE supports GRUU, it shall include a +sip.instance parameter containing the instance ID specified in section 5.1.1.1B.   If the REGISTER request is protected by a security association, the UE shall also include the protected server port value in the hostport parameter;

e)
a Via header set to include the IP address or FQDN of the UE in the sent-by field. For the UDP, if the REGISTER request is protected by a security association, the UE shall also include the protected server port value in the sent-by field, while for the TCP, the response is received on the TCP connection on which the request was sent;

NOTE 1:
If the UE specifies its FQDN in the host parameter in the Contact header and in the sent-by field in the Via header, then it has to ensure that the given FQDN will resolve (e.g., by reverse DNS lookup) to the IP address that is bound to the security association.

NOTE 2:
The UE associates two ports, a protected client port and a protected server port, with each pair of security association. For details on the selection of the port values see 3GPP TS 33.203 [19].

f)
an Expires header, or the expires parameter within the Contact header, set to the value of 600 000 seconds as the value desired for the duration of the registration;

NOTE 3:
The registrar (S-CSCF) might decrease the duration of the registration in accordance with network policy. Registration attempts with a registration period of less than a predefined minimum value defined in the registrar will be rejected with a 423 (Interval Too Brief) response.

g)
a Request-URI set to the SIP URI of the domain name of the home network;

h)
the Security-Client header field set to specify the security mechanism the UE supports, the IPsec layer algorithms the UE supports and the parameters needed for the security association setup. The UE shall support the setup of two pairs of security associations as defined in 3GPP TS 33.203 [19]. The syntax of the parameters needed for the security association setup is specified in Annex H of 3GPP TS 33.203 [19]. The UE shall support the "ipsec-3gpp" security mechanism, as specified in RFC 3329 [48]. The UE shall support the IPsec layer algorithms for integrity and confidentiality protection as defined in 3GPP TS 33.203 [19], and shall announce support for them according to the procedures defined in RFC 3329 [48];

i)
the Supported header containing the option tag "path"; and if GRUU is supported also the option tag "gruu"
j)
if a security association exists, and if available to the UE (as defined in the access technology specific annexes for each access technology), a P-Access-Network-Info header set as specified for the access network technology (see subclause 7.2A.4).

On receiving the 200 (OK) response to the REGISTER request, the UE shall:

a)
store the expiration time of the registration for the public user identities found in the To header value;

b)
store as the default public user identity the first URI on the list of URIs present in the P-Associated-URI header;

NOTE 4:
The UE can utilize additional URIs contained in the P-Associated-URI header, e.g. for application purposes.

c)
treat the identity under registration as a barred public user identity, if it is not included in the P-Associated-URI header;
d)
store the list of Service-Route headers contained in the Service-Route header, in order to build a proper preloaded Route header value for new dialogs and standalone transactions; and

e)
set the security association lifetime to the longest of either the previously existing security association lifetime (if available), or the lifetime of the just completed registration plus 30 seconds.

NOTE 5:
If the UE receives Authentication-Info, it will proceed as described in RFC 3310 [49].
f)
locate the Contact header within the response that matches the one included in the REGISTER request. If this contains a 'gruu' parameter, and the UE supports GRUU, then store the value of the 'gruu' parameter in association with the public user identity that was registered.
When a 401 (Unauthorized) response to a REGISTER is received the UE shall behave as described in subclause 5.1.1.5.1.

On receiving a 305 (Use Proxy) response to the initial REGISTER request, the UE shall:

a)
release all IP-CAN bearers used for the transport of media according to the procedures in subclause 9.2.2;

b)
initiate a new P-CSCF discovery procedure as described in subclause 9.2.1;

c)
select a P-CSCF address, which is different from the previously used address, from the address list; and

d)
perform the procedures for initial registration as described in subclause 5.1.1.2.

On receiving a 423 (Interval Too Brief) response to the REGISTER request, the UE shall:

-
send another REGISTER request populating the Expires header or the expires parameter with an expiration timer of at least the value received in the Min-Expires header of the 423 (Interval Too Brief) response.

On receiving a 408 (Request Timeout) response or 500 (Server Internal Error) response or 504 (Server Time-Out) or  600 (Busy Everywhere) response for an initial registration, the UE may attempt to perform initial registration again.

When the timer F expires at the UE, the UE may:

a)
select a different P-CSCF address from the list of P-CSCF addresses discovered during the procedures described in subclause 9.2.1;

b)
if no response has been received when attempting to contact all P-CSCFs known by the UE, the UE may get a new set of P-CSCF-addresses as described in subclause 9.2.1; and

c)
perform the procedures for initial registration as described in subclause 5.1.1.2.

NOTE 6:
It is an implementation option whether these actions are also triggered by other means than expiration of timer F, e.g. based on ICMP messages.

After a maximum of 5 consecutive unsuccessful initial registration attempts, the UE shall not automatically attempt any further initial registration via the same network and the same P-CSCF, for an implementation dependant time of at least: 

a)
the amount of time indicated in the Retry-After header of the 4xx, 5xx, or 6xx response received in response to the most recent registration request, if that header was present; or

b)
30 minutes, if the header was not present and the initial registration was automatically performed as a  consequence of a failed reregistration; or 

c)
5 minutes, if the header was not present and the initial registration was not performed as a consequence of a failed reregistration.

These limits do not apply if the UE is power cycled.
5.1.1.3
Initial subscription to the registration-state event package

Upon receipt of a 2xx response to the initial registration, the UE shall subscribe to the reg event package for the public user identity registered at the user's registrar (S-CSCF) as described in RFC 3680 [43].

The UE shall use the default public user identiy for subscription to the registration-state event package, if the public user identity that was used for initial registration is a barred public user identity. The UE may use either the default public user identity or the public user identity used for initial registration for the subscription to the registration-state event package, if the initial public user identity that was used for initial registration is not barred.

On sending a SUBSCRIBE request, the UE shall populate the header fields as follows:

a)
a Request URI set to the resource to which the UE wants to be subscribed to, i.e. to a SIP URI that contains the public user identity used for subscription;

b)
a From header set to a SIP URI that contains the public user identity used for subscription;

c)
a To header set to a SIP URI that contains the public user identity used for subscription;

d)
an Event header set to the "reg" event package;

e)
an Expires header set to 600 000 seconds as the value desired for the duration of the subscription

f)
if available to the UE (as defined in the access technology specific annexes for each access technology), a P-Access-Network-Info header set as specified for the access network technology (see subclause 7.2A.4); and

g)
a Contact header set to contain the same IP address or FQDN, and with the protected server port value as in the initial registration.

Upon receipt of a 2xx response to the SUBSCRIBE request, the UE shall store the information for the established dialog and the expiration time as indicated in the Expires header of the received response.

If continued subscription is required, the UE shall automatically refresh the subscription by the reg event package, for a previously registered public user identity, either 600 seconds before the expiration time if the initial subscription was for greater than 1200 seconds, or when half of the time has expired if the initial subscription was for 1200 seconds or less. If a SUBSCRIBE request to refresh a subscription fails with a non-481 response, the original subscription shall be still considered valid for the duration of the most recently known "Expires" value according to RFC 3265 [28]. Otherwise, the UE shall consider the subscription invalid and start a new initial subscription according to RFC 3265 [28].
5.1.1.4
User-initiated reregistration and registration of an additional public user identity

The UE can perform the reregistration of a previously registered public user identity with its contact address at any time time after the initial registration has been completed. The UE shall perform the reregistration over the existing set of security associations that is associated with the related contact address.

The UE can perform registration of additional public user identities at any time after the initial registration has been completed. The UE shall perform the registration of additional public user identities over the existing set of security associations that is associated with the related contact address.

Unless either the user or the application within the UE has determined that a continued registration is not required the UE shall reregister an already registered public user identity either 600 seconds before the expiration time if the previous registration was for greater than 1200 seconds, or when half of the time has expired if the previous registration was for 1200 seconds or less, or when the UE intends to update its capabilities according to RFC 3840 [62].

The UE shall protect the REGISTER request using a security association, see 3GPP TS 33.203 [19], established as a result of an earlier registration, if one is available.

The UE shall extract or derive a public user identity, the private user identity, and the domain name to be used in the Request-URI in the registration, according to the procedures described in subclause 5.1.1.1A.

On sending a REGISTER request that does not contain a challenge response, the UE shall populate the header fields as follows:

a)
an Authorization header, with:

-
the username directive set to the value of the private user identity;

-
the realm directive, set to the the value as received in the realm directive in the WWW Authenticate header;

-
the uri directive, set to the SIP URI of the domain name of the home network;

-
the nonce directive, set to last received nonce value; and

-
the response directive, set to the last calculated response value;

b)
a From header set to the SIP URI that contains the public user identity to be registered;

c)
a To header set to the SIP URI that contains the public user identity to be registered;

d)
a Contact header set to include SIP URI(s) that contain(s) in the hostport parameter the IP address of the UE or FQDN and protected server port value bound to the security association; The UE shall also include a +sip.instance parameter containing the instance ID specified in section 5.1.1.1B
e)
a Via header set to include the IP address or FQDN of the UE in the sent-by field and for the UDP the protected server port value bound to the security association, while for the TCP, the response is received on the TCP connection on which the request was sent;

NOTE 1:
If the UE specifies its FQDN in the host parameter in the Contact header and in the sent-by field in the Via header, then it has to ensure that the given FQDN will resolve (e.g., by reverse DNS lookup) to the IP address that is bound to the security association.

NOTE 2:
The UE associates two ports, a protected client port and a protected server port, with each pair of security associations. For details on the selection of the protected port value see 3GPP TS 33.203 [19].

f)
an Expires header, or an expires parameter within the Contact header, set to 600 000 seconds as the value desired for the duration of the registration;

NOTE 3:
The registrar (S-CSCF) might decrease the duration of the registration in accordance with network policy. Registration attempts with a registration period of less than a predefined minimum value defined in the registrar will be rejected with a 423 (Interval Too Brief) response.

g)
a Request-URI set to the SIP URI of the domain name of the home network;

h)
a Security-Client header field, set to specify the security mechanism it supports, the IPsec layer algorithms for security and confidentiality protection it supports and the new parameter values needed for the setup of two new pairs of security associations. For further details see 3GPP TS 33.203 [19] and RFC 3329 [48];

i)
a Security-Verify header that contains the content of the Security-Server header received in the 401 (Unauthorized) response of the last successful authentication;

j)
the Supported header containing the option tag "path"; and

k)
if available to the UE (as defined in the access technology specific annexes for each access technology), a P-Access-Network-Info header set as specified for the access network technology (see subclause 7.2A.4).

On receiving the 200 (OK) response to the REGISTER request, the UE shall:

a)
store the new expiration time of the registration for this public user identity found in the To header value;

b)
store the list of Service-Route headers contained in the Service-Route header, in order to build a proper preloaded Route header value for new dialogs and standalone transactions; and

NOTE 4:
The UE can utilize additional URIs contained in the P-Associated-URI header, e.g. for application purposes.

c)
set the security association lifetime to the longest of either the previously existing security association lifetime, or the lifetime of the just completed registration plus 30 seconds.

NOTE 5:
If the UE receives Authentication-Info, it will proceed as described in RFC 3310 [49].
d)
locate the Contact header within the response that matches the one included in the REGISTER request. If this contains a 'gruu' parameter, and the UE supports GRUU, then store the value of the 'gruu' parameter in association with the public user identity that was registered, replacing any value previously associated.
When a 401 (Unauthorized) response to a REGISTER is received the UE shall behave as described in subclause 5.1.1.5.1.

On receiving a 423 (Interval Too Brief) response to the REGISTER request, the UE shall:

-
send another REGISTER request populating the Expires header or the expires parameter with an expiration timer of at least the value received in the Min-Expires header of the 423 (Interval Too Brief) response.

On receiving a 408 (Request Timeout) response or 500 (Server Internal Error) response or 504 (Server Time-Out) response for a reregistration, the UE shall perform the procedures for initial registration as described in subclause 5.1.1.2.

On receiving a 305 (Use Proxy) response to the REGISTER request, the UE shall:

a)
release all IP-CAN bearers used for the transport of media according to the procedures in subclause 9.2.2;

b)
initiate a new P-CSCF discovery procedure as described in subclause 9.2.1;

c)
select a P-CSCF address, which is different from the previously used address, from the address list; and

d)
perform the procedures for initial registration as described in subclause 5.1.1.2.

When the timer F expires at the UE, the UE shall:

1)
stop processing of all ongoing dialogs and transactions and silently discard them locally; and

2)
after releasing all IP-CAN bearers used for the transport of media according to the procedures in subclause 9.2.2, the UE may:

a)
select a different P-CSCF address from the list of P-CSCF addresses discovered during the procedures described in subclause 9.2.1;

b)
if no response has been received when attempting to contact all P-CSCFs known by the UE, the UE may get a new set of P-CSCF-addresses as described in subclause 9.2.1; and

c)
perform the procedures for initial registration as described in subclause 5.1.1.2.

NOTE 6:
It is an implementation option whether these actions are also triggered by other means than expiration of timer F, e.g. based on ICMP messages.

<<End Change 3 >>

<<Begin Change 4 >>

5.1.2
Subscription and notification

5.1.2.1
Notification about multiple registered public user identities

Upon receipt of a 2xx response to the SUBSCRIBE request the UE shall maintain the generated dialog (identified by the values of the Call-ID, To and From headers).

Upon receipt of a NOTIFY request on the dialog which was generated during subscription to the reg event package the UE shall perform the following actions:

-
if a state attribute "active", i.e. registered is received for one or more public user identities, the UE shall store the indicated public user identities as registered;

-
if a state attribute "active" is received, and the UE supports GRUU, then for each public user identity indicated in the notification that contains a <gruu> element (as defined in draft-ietf-sipping-gruu-reg-event [93]) then the UE shall store the value of the 'gruu' element in association with the public user identity, replacing any value previously associated;
-
if a state attribute “inti” or"terminated", i.e. deregistered is received for one or more public user identities, the UE shall store the indicated public user identities as deregistered and shall remove any associated gruu..

NOTE:
There may be public user identities which are automatically registered within the registrar (S-CSCF) of the user upon registration of one public user identity. Usually these automatically or implicitly registered public user identities belong to the same service profile of the user and they might not be available within the UE. The implicitly registered public user identities may also belong to different service profiles. The here-described procedures provide a different mechanism (to the 200 (OK) response to the REGISTER request) to inform the UE about these automatically registered public user identities.

5.1.2.2
General SUBSCRIBE requirements

If the UA receives a 503 (Service Unavailable) response to an initial SUBSCRIBE request containing a Retry-After header, then the UE shall not automatically reattempt the request until after the period indicated by the Retry-After header contents.

5.1.2A
Generic procedures applicable to all methods excluding the REGISTER method

5.1.2A.1
UE-originating case

The procedures of this subclause are general to all requests and responses, except those for the REGISTER method.

When the UE sends any request, the UE shall:

-
include the protected server port in the Via header entry relating to the UE; and

-
include the protected server port in any Contact header that is otherwise included.

The UE shall discard any SIP response that is not protected by the security association and is received from the P-CSCF outside of the registration and authentication procedures. The requirements on the UE within the registration and authentication procedures are defined in subclause 5.1.1.

In accordance with RFC 3325 [34] the UE may insert a P-Preferred-Identity header in any initial request for a dialog or request for a standalone transaction as a hint for creation of an asserted identity (contained in the P-Asserted-Identity header) within the IM CN subsystem.

NOTE 1:
Since the S-CSCF uses the P-Asserted-Identity header when checking whether the UE originating request matches the initial filter criteria, the P-Preferred-Identity header inserted by the UE determines which services and applications are invoked. 

The UE may include any of the following in the P-Preferred-Identity header:

-
a public user identity which has been registered by the user;

-
a public user identity returned in a registration-state event package of a NOTIFY request as a result of an implict registration that was not subsequently deregistered or has expired; or

-
any other public user identity which the user has assumed by mechanisms outside the scope of this specification to have a current registration.

NOTE 2:
The temporary public user identity specified in subclause 5.1.1.1 is not a public user identity suitable for use in the P-Preferred-Identity header.

NOTE 3:
Procedures in the network require international public telecommunication numbers when telephone numbers are used in P-Preferred-Identity header.

NOTE 4:
A number of headers can reveal information about the identity of the user. Where privacy is required, implementers should also give consideration to other headers that can reveal identity information. RFC 3323 [33] subclause 4.1 gives considerations relating to a number of headers.

Where privacy is required, in any initial request for a dialog or request for a standalone transaction, the UE shall set the From header to "Anonymous".

NOTE 5:

The contents of the From header should not be relied upon to be modified by the network based on any privacy specified by the user either within the UE indication of privacy or by network subscription or network policy. Therefore the user should include the value "Anonymous" whenever privacy is explicitly required. As the user may well have privacy requirements, terminal manufacturers should not automatically derive and include values in this header from the public user identity or other values stored in or derived from the UICC. Where the user has not expressed a preference in the configuration of the terminal implementation, the implementation should assume that privacy is required. Users that require to identify themselves, and are making calls to SIP destinations beyond the IM CN subsystem, where the destination does not implement RFC 3325 [34], will need to include a value in the From header other than Anonymous.
NOTE 5A:
To obtain full functionality, the UE needs to ensure that the address it includes in a Contact header identifies the UE in a way that allows resulting communications to reach the UE. Some features may not work correctly unless the contact address used in a dialog may also be used outside that dialog to reach the same UE. The UE's IP address often cannot be used this way because of NATs and the need to reuse the security association between the UE and the P-CSCF. The use of a GRUU as a contact address permits out-of-dialog requests to reach the UE and still use the security association the UE has established. The following step causes a GRUU to be used when possible.

If the request is to include a Contact header, then the UE shall perform the following: 

1)
Determine the public user identity to be used for this request:

a)
if a P-Preferred-Identity was included, then use that as the public user identity for this request;

b)
if no P-Preferred-Identity was included, but a security association exists, then use the default public user identity for the security association as the public user identity for this request;

c)
otherwise consider the public user identity to be used for this request to be unknown.

2)
If the public user identity for this request is known, and the UE supports GRUU, and a gruu value has been saved associated with the public user identity to be used for this request the UE should insert the GRUU in the Contact header. 

3)
If the UE did not insert a GRUU, then it shall include the protected server port in the address present in the Contact header. 

The UE can indicate privacy of the P-Asserted-Identity that will be generated by the P-CSCF in accordance with RFC 3323 [33], and the additional requirements contained within RFC 3325 [34].

If available to the UE (as defined in the access technology specific annexes for each access technology), the UE shall insert a P-Access-Network-Info header into any request for a dialog, any subsequent request (except ACK requests and CANCEL requests) or response (except CANCEL responses) within a dialog or any request for a standalone method (see subclause 7.2A.4).

NOTE 6:
During the dialog, the points of attachment to the IP-CAN of the UE may change (e.g. UE connects to different cells). The UE will populate the P-Access-Network-Info header in any request or response within a dialog with the current point of attachment to the IP-CAN (e.g. the current cell information).

The UE shall build a proper preloaded Route header value for all new dialogs and standalone transactions. The UE shall build a list of Route header values made out of, in this order, the P-CSCF URI (containing the IP address or the FQDN learnt through the P-CSCF discovery procedures, and the protected server port learnt during the registration procedure), and the values received in the Service-Route header saved from the 200 (OK) response to the last registration or re-registration. 

When a SIP transaction times out, i.e. timer B, timer F or timer H expires at the UE, the UE may behave as if timer F expired, as described in subclause 5.1.1.4.

NOTE 7:
It is an implementation option whether these actions are also triggered by other means.

5.1.2A.2
UE-terminating case

The procedures of this subclause are general to all requests and responses, except those for the REGISTER method.

When the UE sends any response, the UE shall:

-
include the protected server port in any Contact header that is otherwise included.

The UE shall discard any SIP request that is not protected by the security association and is received from the P-CSCF outside of the registration and authentication procedures. The requirements on the UE within the registration and authentication procedures are defined in subclause 5.1.1.

The UE can indicate privacy of the P-Asserted-Identity that will be generated by the P-CSCF in accordance with RFC 3323 [33], and the additional requirements contained within RFC 3325 [34].

NOTE 1:
In the UE-terminating case, this version of the document makes no provision for the UE to provide an P-Preferred-Identity in the form of a hint.

NOTE 2:
A number of headers can reveal information about the identity of the user. Where, privacy is required, implementers should also give consideration to other headers that can reveal identity information. RFC 3323 [33] subclause 4.1 gives considerations relating to a number of headers.
If the UE supports GRUU, then the gruu associated with the local public user identity for this request is used in the Contact header (if present) of the response. The UE shall determine the local public user identity for this request, as follows:

1)
if this is a request within a dialog, use the local public user identity of this dialog;

2)
if this is not a request within a dialog, and it contains a P-Called-Party-Identity header, then the value of the P-Called-Party-Identity header is the local public user identity;

3)
otherwise the local public user identity for this request may be chosen from any public user identity the UE supports;

If the request establishes a dialog, then the UE shall save the determined local public user identity of this request as an attribute of the dialog.

If the response is to include a Contact header, then the UE shall adjust the value to be included in the Contact header as follows:

1)
Determine the gruu to be used for this response:

a)
If the UE supports GRUU, and a gruu value has been saved associated with the local public user identity, then the UE should use the saved gruu value as the gruu for this response;

b)
otherwise there is no gruu for this response.

2)
If there is a gruu for this response, then:

a)
insert it in the Contact header;

b)
insert a Supported header in the response containing the value 'gruu'.

3)
If there is no gruu for this response, and a security association , then include the protected server port in the address present in the Contact header.
If available to the UE (as defined in the access technology specific annexes for each access technology), the UE shall insert a P-Access-Network-Info header into any response to a request for a dialog, any subsequent request (except CANCEL requests) or response (except CANCEL responses) within a dialog or any response to a standalone method (see subclause 7.2A.4).

<<End Change 4>>
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