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1. Overall Description:

SA3 thanks SA2 for the LS on Selective Disabling of UE Capabilities.
SA3 did not identify any fundamental problem with the use of OMA DM for selective disabling. However, SA3 has reviewed the suitability of OMA DM security mechanisms for protecting communication about UE capabilities and would like to make some recommendations. 
The minimum security requirements for protecting the communication between the UE and the DM server for selective disabling should be to ensure mutual authentication and integrity protection of the messages. The UE should also be able to authorize the DM Server. OMA DM supports authentication and message integrity in both directions at the application layer using MD5. However, it is also possible to use TLS for authentication and message integrity. SA3 proposes to mandate the use of TLS for DM server authentication and message integrity. This means that the UE needs to have a root public key to authenticate the DM server. The root key needs to be provided to the UE in a secure manner. The (thus authenticated) DM server then needs to be selectively authorised to perform DM actions.
Over 3GPP bearers, authentication of the DM client towards the DM server can rely on implicit authentication at the network level. However, if additional client authentication and message integrity is required then the application layer MD5-based mechanism or transport layer security using TLS client certificates can be used. This means that the UE needs to have a shared secret (Username/Password) with the DM server or a TLS client certificate. These credentials need to be provided to the UE in a secure manner. 
The DM server needs to be able to bootstrap the communication to the UE, in order for the UE to initiate an OMA DM Session with an authorised DM server. This includes providing the authorised DM server identity and address. Credentials used for application layer security can also be provided to the UE using the OMA DM bootstrap mechanism. However, the OMA DM bootstrap mechanism does not support the possibility to provide transport layer security credentials like root keys and TLS client certificates to the UE. 
OMA DM allows for the following bootstrap alternatives:
· Customized bootstrap: the client is loaded with bootstrap information at manufacture

· The client is bootstrapped from the smartcard

· The server initiates bootstrap using a push mechanism, like WAP push.
SA3 would recommend minimizing the number of options for bootstrapping. SA3 would also like to note that the WAP push mechanism does not provide sufficient security  when DM is used for selective disabling of UE capabilities. SA3 therefore recommends that operators should provision bootstrap DM configuration information on the smartcard in the case that DM is used for selective disabling of UE capabilities.  Furthermore, SA3 recommended that 3GPP specifies that bootstrap information from the smartcard is used in preference to any other bootstrap information, e.g. provided using WAP push, in the case that the bootstrapped DM configuration is used for selective disabling of UE capabilities. However, since it might not always be possible to provision bootstrap information on the smartcard, it is further recommended to explicitly prohibit the use of WAP push for bootstrapping of DM configuration that is used for selective disabling of UE capabilities. SA3 would like to take the opportunity to inform SA2 about an LS (S3-040683) previously sent to SA1 regarding security aspects of selective disabling of UE capabilities since this also may include information valuable to SA2. The document is attached for convenience. 
SA3 also have security concerns about the use of the WAP push bootstrapping mechanism for other 3GPP uses of DM.  SA3 would therefore like SA2 and CT1 to consider extending the above recommendations to all uses of DM defined in 3GPP specifications. 
2. Actions:

To SA2 and CT1.

ACTION: 


SA3 kindly asks SA2 and CT1 to take the feedback and recommendations provided above into account when progressing work on selective disabling of UE capabilities. SA3 requests to be kept involved in the specification of the use of OMA device management for the selective disabling of UE capabilities.SA3 kindly asks SA2 and CT1 to consider extending the SA3 recommendations on DM bootstrapping for selective disabling of UE capabilities to all uses of DM defined in 3GPP specifications.
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