

	
3GPP TSG-CT WG1 Meeting #144	C1-237455
Xiamen, China, 09– 13 October 2023
	CR-Form-v12.2

	CHANGE REQUEST

	

	
	24.554
	CR
	0379
	rev
	3
	Current version:
	18.2.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	



	

	Title:	
	Ethernet MAC address conflict in 5G ProSe Communication via 5G ProSe Layer-3 UE-to-UE Relay

	
	

	Source to WG:
	InterDigital, Ericsson

	Source to TSG:
	C1

	
	

	Work item code:
	5G_ProSe_Ph2
	
	Date:
	2023-10-02

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-18

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)
Rel-19	(Release 19)

	
	

	Reason for change:
	The discussion paper, C1-235411 based on the following observations;
Observation 1: The source 5G ProSe end UE may establish a PC5 Layer 3 link via UE to UE relay even when its MAC address is not unique.
Observation 2: The target 5G ProSe end UE may establish a PC5 unicast link associated to a non-unique MAC address.
Observation 3: The 5G ProSe UE-to-UE relay receiving an Ethernet packet from the 5G ProSe end UE with a non-unique destination MAC address can not determine to which PC5 link the traffic should be forwarded to.
Discusses the following question;
Question: How can the Relay ensure uniqueness of source end UEs MAC address and target end UEs MAC address?
In this CR the 5G ProSe direct link establishment and modification procedures are updated to ensure the uniqueness of Ethernet MAC address when a MAC address conflict is detected in 5G ProSe Communication via 5G ProSe Layer-3 UE-to-UE Relay.

	
	

	Summary of change:
	The following changes are proposed to detect and resolve the MAC address conflict when a conflict is detected in 5G ProSe communication via 5G ProSe Layer-3 UE-to-UE relay;
· In the “5G ProSe direct link establishment procedure accepted by the target UE” procedure, the target UE acting as the 5G ProSe layer-3 UE-to-UE relay UE detects that the MAC address received from the source UE is not unique and notifies the source end UE.
· In the “5G ProSe direct link modification procedure initiated by initiating UE” procedure the initiating UE acting as the 5G ProSe layer-3 UE-to-UE relay UE detects that the MAC address received from the target end UE is not unique, initiates link modification request with source end UE and include link modification operation code “get new MAC addr because MAC addr not unique”.
· In the “5G ProSe direct link modification procedure accepted by the target UE” procedure the target UE responds with a direct link modification accept message and the target UE shall include a new MAC address.

	
	

	Consequences if not approved:
	MAC address conflict can not be resolved for 5G ProSe Communication via 5G ProSe Layer-3 UE-to-UE Relay.

	
	

	Clauses affected:
	7.2.2.3, 7.2.2.5, 7.2.3.2, 7.2.3.3, 11.3.19

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1


[bookmark: _Toc68196216][bookmark: _Toc59208888][bookmark: _Toc51951134][bookmark: _Toc45882584][bookmark: _Toc45282198][bookmark: _Toc34404370][bookmark: _Toc34388599][bookmark: _Toc25070684][bookmark: _Toc22039974][bookmark: _Toc138360998]
* * * Start of Change * * * *
[bookmark: _Toc146712097]7.2.2.3	5G ProSe direct link establishment procedure accepted by the target UE
Upon receipt of a PROSE DIRECT LINK ESTABLISHMENT REQUEST message, if the target UE accepts this request, the target UE shall uniquely assign a PC5 link identifier, create a 5G ProSe direct link context.
NOTE 1:	A default PC5 DRX configuration is used for receiving the PROSE DIRECT LINK ESTABLISHMENT REQUEST message as specified in 3GPP TS 38.300 [21].
If the PROSE DIRECT LINK ESTABLISHMENT REQUEST message is for 5G ProSe direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, the target UE shall verify the MIC field in the received PROSE DIRECT LINK ESTABLISHMENT REQUEST with the DUIK, if any, and decrypts the encrypted:
a)	relay service code; and
b)	UP-PRUK ID or CP-PRUK ID, if received,
using the DUCK or DUSK used for 5G ProSe UE-to-network relay discovery (see clause 6.3.5.2 of 3GPP TS 33.503 [34]), and verifies if the relay service code matches with the one that the target UE has sent during 5G ProSe UE-to-network relay discovery procedure.
NOTE 2:	If the UE is neither configured with DUCK nor DUSK, the relay service code and the UP-PRUK ID or CP-PRUK ID are not encrypted.
If the target UE is acting as the target 5G ProSe end UE and the 5G ProSe direct link establishment procedure is for direct communication between the 5G ProSe UE-to-UE relay UE and target 5G ProSe end UE with integrated discovery, the target UE upon receiption of the PROSE DIRECT LINK ESTABLISHMENT REQUEST messages which contain the same source user info, ProSe identifier(s) and relay service code as received from multiple 5G ProSe UE-to-UE relay UEs, selects one of the 5G ProSe UE-to-UE relay UEs via which to communicate with the source 5G ProSe end UE as specified in TS 23.304, clause 6.7.3.2.
If the 5G ProSe direct link establishment procedure is not for direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, the target UE may initiate 5G ProSe direct link authentication procedure as specified in clause 7.2.12 and shall initiate 5G ProSe direct link security mode control procedure as specified in clause 7.2.10.
If the 5G ProSe direct link establishment procedure is for direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, the target UE shall proceed with either:
a)	the authentication and key agreement procedure as specified in clause 5.5.4 of 3GPP TS 24.501 [11] if the security procedure over control plane as specified in 3GPP TS 33.503 [34] is used; or
b)	the key request procedure as specified in clause 8.2.10.2.4 if the security procedure over user plane as specified in 3GPP TS 33.503 [34] is used;
and shall initiate 5G ProSe direct link security mode control procedure as specified in clause 7.2.10.
If the 5G ProSe direct link establishment procedure is for 5G ProSe direct communication between the source 5G ProSe layer-3 end UE and the 5G ProSe layer-3 UE-to-UE relay UE, for Ethernet traffic, and the target UE acting as the 5G ProSe layer-3 UE-to-UE relay UE detects that the MAC address received from the source UE is not unique, i.e., the MAC address of the source 5G ProSe layer-3 end UE was also provided by another 5G ProSe layer-3 end UE in a ProSe 5G direct link for Ethernet traffic, the 5G ProSe layer-3 UE-to-UE relay UE initiates a direct link modification procedure with the source 5G ProSe layer-3 end UE.
The target UE shall set the source layer-2 ID and the destination layer-2 ID as specified in clause 7.2.12 and clause 7.2.10, and store the corresponding source layer-2 ID for unicast communication and the destination layer-2 ID for unicast communication in the 5G ProSe direct link context.
If:
a)	the target user info IE is included in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message and this IE includes the target UE's application layer ID; or
b)	the target user info IE is not included in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message and the target UE is interested in the ProSe application(s) identified by the ProSe identifier IE in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message;
then the target UE shall:
a)	if the direct communication is not between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE:
1)	identify an existing KNRP based on the KNRP ID included in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message; or
2)	if KNRP ID is not included in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message, the target UE does not have an existing KNRP for the KNRP ID included in PROSE DIRECT LINK ESTABLISHMENT REQUEST message or the target UE wishes to derive a new KNRP, derive a new KNRP. This may require performing one or more 5G ProSe direct link authentication procedures as specified in clause 7.2.12;
b)	if the direct communication is between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE and the security procedure over control plane as specified in 3GPP TS 33.503 [34] is used, request a new KNR_ProSe according to the security procedure over user plane as specified in 3GPP TS 33.503 [34]; or
c)	if the direct communication is between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE and the security procedure over user plane as specified in 3GPP TS 33.503 [34] is used, request a new KNRP according to the security procedure over user plane.
NOTE 3:	How many times the 5G ProSe direct link authentication procedure needs to be performed to derive a new KNRP depends on the authentication method used.
After an existing KNRP was identified or a new KNRP was derived, or after a new KNRP or KNR_ProSe is received, the target UE shall initiate a 5G ProSe direct link security mode control procedure as specified in clause 7.2.10.
Upon successful completion of the 5G ProSe direct link security mode control procedure, in order to determine whether the PROSE DIRECT LINK ESTABLISHMENT REQUEST message can be accepted or not, in case of IP communication, the target UE checks whether there is at least one common IP address configuration option supported by both the initiating UE and the target UE.
Before sending the PROSE DIRECT LINK ESTABLISHMENT ACCEPT message to the 5G ProSe remote UE, the target UE acting as a 5G ProSe layer-3 UE-to-network relay UE initiates the UE requested PDU session establishment procedure as specified in 3GPP TS 24.501 [11] if:
1)	the PDU session for relaying the service associated with the RSC has not been established yet; or
2)	the PDU session for relaying the service associated with the RSC has been established but the PDU session type is Unstructured.
If the target UE accepts the 5G ProSe direct link establishment procedure, the target UE shall create a PROSE DIRECT LINK ESTABLISHMENT ACCEPT message. The target UE:
a)	shall include the source user info set to the target UE's application layer ID received from upper layers, or set to the user info ID of the target 5G ProSe end UE if the 5G ProSe direct link establishment procedure is for 5G ProSe direct communication between the 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE;
aa)	shall include the UE-to-UE relay UE user info set to the user info ID of the 5G ProSe UE-to-UE relay UE if the 5G ProSe direct link establishment procedure is for 5G ProSe direct communication between the source 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE;
b)	shall include PQFI(s), the corresponding PC5 QoS parameters and optionally the ProSe identifier(s) that the target UE accepts, if the target UE is not acting as a 5G ProSe layer-2 UE-to-network relay UE and the 5G ProSe direct link establishment procedure is not with integrated discovery;
c)	may include the PC5 QoS rule(s) if the target UE is not acting as a 5G ProSe layer-2 UE-to-network relay UE and the 5G ProSe direct link establishment procedure is not with integrated discovery;
d)	shall include an IP address configuration IE set to one of the following values if IP communication is used and the target UE is not acting as a 5G ProSe layer-2 UE-to-network relay UE:
1)	"DHCPv4 server" if only IPv4 address allocation mechanism is supported by the target UE, i.e., acting as a DHCPv4 server;
2)	"IPv6 router" if only IPv6 address allocation mechanism is supported by the target UE, i.e., acting as an IPv6 router;
3)	"DHCPv4 server & IPv6 Router" if both IPv4 and IPv6 address allocation mechanism are supported by the target UE; or
4)	"address allocation not supported" if neither IPv4 nor IPv6 address allocation mechanism is supported by the target UE and the target UE is not acting as a 5G ProSe layer-3 UE-to-network relay UE;
NOTE 4:	The UE doesn't include an IP address configuration IE nor a link local IPv6 address IE if Ethernet or Unstructured data unit type is used for communication.
e)	shall include a link local IPv6 address IE formed locally based on IETF RFC 4862 [25] if IP address configuration IE is set to "address allocation not supported", the received PROSE DIRECT LINK SECURITY MODE COMPLETE message included a link local IPv6 address IE and the target UE is neither acting as a 5G ProSe layer-2 UE-to-network relay UE nor acting as a 5G ProSe layer-3 relay UE; 
f)	shall include the configuration of UE PC5 unicast user plane security protection based on the agreed user plane security policy, as specified in 3GPP TS 33.503 [34];
Editor’s note:	The security parameters for 5G ProSe UE-to-UE relay and the parameters for 5G ProSe layer-2 UE-to-UE relay are FFS.
g)	if the 5G ProSe direct link establishment procedure is for 5G ProSe direct communication between the source or target 5G ProSe layer-3 end UE and the 5G ProSe layer-3 UE-to-UE relay UE, and for Ethernet traffic, shall include the MAC address of the target 5G ProSe layer-3 end UE; and
h)	may include a target 5G ProSe layer-3 end UE IP address IE set to the IP address of the target 5G ProSe layer-3 end UE, if the 5G ProSe direct link establishment procedure is for 5G ProSe direct communication between the source 5G ProSe layer-3 end UE and the 5G ProSe layer-3 UE-to-UE relay UE, and the data unit type for the communication is IP.
Editor’s note:	The security parameters for 5G ProSe UE-to-UE relay and the parameters for 5G ProSe layer-2 UE-to-UE relay are FFS.
After the PROSE DIRECT LINK ESTABLISHMENT ACCEPT message is generated, the target UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication and shall start timer T5090 if: 
a)	at least one of ProSe identifiers for the 5G ProSe direct links satisfies the privacy requirements as specified in clause 5.2.4; or
b)	T5090 is configured as specified in clause 5.2.5.
NOTE 5:	Two UEs negotiate the PC5 DRX configuration in the AS layer, and the PC5 DRX parameter values are configured per pair of source and destination Layer-2 IDs in the AS layer, as specified in 3GPP TS 38.300 [21].
After sending the PROSE DIRECT LINK ESTABLISHMENT ACCEPT message, the target UE shall provide the following information along with the layer-2 IDs to the lower layer, which enables the lower layer to handle the coming PC5 signalling or traffic data:
a)	the PC5 link identifier self-assigned for this 5G ProSe direct link;
b)	PQFI(s) and its corresponding PC5 QoS parameters, if available; and
c)	an indication of activation of the PC5 unicast user plane security protection for the 5G ProSe direct link, if applicable.
If the target UE accepts the 5G ProSe direct link establishment request and the 5G ProSe direct link is established not for 5G ProSe direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE and not for 5G ProSe direct communication between the 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE, then the target UE may perform the PC5 QoS flow establishment over 5G ProSe direct link as specified in clause 7.2.7. If the 5G ProSe direct link is established for 5G ProSe direct communication between the 5G ProSe layer-3 remote UE and the 5G ProSe layer-3 UE-to-network relay UE, then the target UE may perform the PC5 QoS flow establishment over 5G ProSe direct link as specified in clause 8.2.6. If the 5G ProSe direct link is established for 5G ProSe direct communication between the 5G ProSe layer-3 end UE and the 5G ProSe layer-3 UE-to-UE relay UE, then the target UE may perform the PC5 QoS flow establishment over 5G ProSe direct link as specified in clause 8a.2.7.
* * * 2nd Change * * * *
[bookmark: _Toc146712099][bookmark: _Toc68196218][bookmark: _Toc59208890][bookmark: _Toc138361000][bookmark: _Toc138361006]7.2.2.5	5G ProSe direct link establishment procedure not accepted by the target UE
If the PROSE DIRECT LINK ESTABLISHMENT REQUEST message cannot be accepted, the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message. The PROSE DIRECT LINK ESTABLISHMENT REJECT message contains a PC5 signalling protocol cause IE set to one of the following cause values:
#1	direct communication to the target UE not allowed;
#3	conflict of layer-2 ID for unicast communication is detected;
#5	lack of resources for 5G ProSe direct link;
#13	congestion situation;
#15	security procedure failure of 5G ProSe UE-to-network relay;
#20	Failure from 5G ProSe end UE;
#yy	5G ProSe direct link already exists; 
#xx "MAC address not unique"; or
#111	protocol error, unspecified.
If the target UE is not allowed to accept the PROSE DIRECT LINK ESTABLISHMENT REQUEST message, e.g., based on operator policy or configuration parameters for ProSe direct communication over PC5 as specified in clause 5.2, or the target UE is acting as a 5G ProSe layer-3 UE-to-network relay UE, is in non-allowed area of its serving PLMN and the corresponding relay service code is not associated with high priority access as defined in clause 5.3.5 of 3GPP TS 24.501 [11], the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #1 "direct communication to the target UE not allowed".
NOTE 1:	When the target UE acting as a 5G ProSe layer-3 UE-to-network relay UE is involved into its own emergency services as specified in 3GPP TS 24.501 [11] or is handling an emergency services of another 5G ProSe layer-3 remote UE, and receives PROSE DIRECT LINK ESTABLISHMENT REQUEST message with an RSC that is specific for emergency services, the target UE is allowed to ignore the PROSE DIRECT LINK ESTABLISHMENT REQUEST message if the target UE decides to prioritize its own ongoing emergency services or prioritize the handling of the emergency services of the other 5G ProSe layer-3 remote UE, due to local regulations or implementation specific requirements.
For a received PROSE DIRECT LINK ESTABLISHMENT REQUEST message from a layer-2 ID (for unicast communication), if the target UE already has an existing link established to a UE using this layer-2 ID or is currently processing a PROSE DIRECT LINK ESTABLISHMENT REQUEST message from the same layer-2 ID and with one of following parameters different from the existing link or the link for which the link establishment is in progress:
a)	the source user info;
b)	type of data (e.g., IP, Ethernet or Unstructured); or
c)	security policy,
the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #3 "conflict of layer-2 ID for unicast communication is detected".
NOTE 2:	If the UE is processing a PROSE DIRECT DISCOVERY message from the same source layer-2 ID of the received PROSE DIRECT LINK ESTABLISHMENT REQUEST message, it depends on UE implementation to avoid the conflict of destination layer-2 ID (e.g. send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #3 "conflict of layer-2 ID for unicast communication is detected", or ignore the PROSE DIRECT DISCOVERY message).
NOTE 3:	The type of data (e.g., IP. Ethernet or Unstructured) is indicated by the optional IP address configuration IE included in the corresponding DIRECT LINK SECURITY MODE COMPLETE message, i.e., the type of data for the requested link is IP type if this IE is included and the type of data for the requested link is Ethernet or Unstructured if this IE is not included.
If the 5G ProSe direct link establishment fails due to the implementation-specific maximum number of established 5G ProSe direct links has been reached, or other temporary lower layer problems causing resource constraints, the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #5 "lack of resources for 5G ProSe direct link".
If the 5G ProSe direct link establishment request is for 5G ProSe UE-to-network relaying and:
a)	the NAS level mobility management congestion control as specified in clause 5.3.9 of TS 24.501 [11] is activated at the target UE acting as the 5G ProSe UE-to-network relay UE; or
b)	the target UE acting as the 5G ProSe UE-to-network relay UE is under congestion;
the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #13 "congestion situation". The target UE may provide a back-off timer value to the initiating UE in the PROSE DIRECT LINK ESTABLISHMENT REJECT message. The target UE shall not accept any 5G ProSe direct link establishment request for relaying if the back-off timer for NAS level mobility management congestion control is running.
If the 5G ProSe direct link establishment procedure is for 5G ProSe direct communication between the target 5G ProSe layer-3 end UE and the 5G ProSe layer-3 UE-to-UE relay UE, for Ethernet traffic, and the source UE acting as the 5G ProSe layer-3 UE-to-UE relay UE detects that the MAC address of 5G ProSe layer-3 end UE received from the target UE acting as target 5G ProSe layer-3 end UE is not unique, i.e., the MAC address of the target 5G ProSe layer-3 end UE was also provided by another 5G ProSe layer-3 end UE in a ProSe 5G direct link for Ethernet traffic, the 5G ProSe layer-3 UE-to-UE relay UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #xx "MAC address not unique" to the target 5G ProSe layer-3 end UE. 
If the 5G ProSe direct link establishment request is for 5G ProSe UE-to-network relaying, the NAS level session management congestion as specified in clause 6.2.7 and in clause 6.2.8 of TS 24.501 [11] is activated at the target UE which is acting as a 5G ProSe layer-3 UE-to-network relay UE, and the relay service code used in the 5G ProSe direct link establishment corresponds to a DNN and/or S-NSSAI for which the NAS level session management congestion is activated, and the target UE needs to perform the PDU session establishment procedure for the DNN and/or S-NSSAI or the PDU session modification procedure for the DNN and/or S-NSSAI, then the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #13 "congestion situation". The target UE may provide a back-off timer value to the initiating UE in the PROSE DIRECT LINK ESTABLISHMENT REJECT message.
NOTE 4:	How the target UE determines that it is under congestion is implementation specific (e.g., any relaying related operational overhead, etc).
NOTE 5:	In case the target UE is under the NAS level mobility management congestion control, it is an implementation option that the provided back-off timer value to the initiating UE is set to the remaining time of the mobility management back-off timer T3346 or with an additional offset value.
If the 5G ProSe direct link establishment request is for 5G ProSe layer-3 UE-to-network relaying, the PDU session for relaying the service is an LADN PDU session, and the target UE acting as a 5G ProSe layer-3 UE-to-network relay UE is outside the LADN service area, the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #111 "protocol error, unspecified".
If the 5G ProSe direct link establishment request is for 5G ProSe layer-3 UE-to-network relaying, the request required the establishment of a PDU session by the 5G ProSe layer-3 UE-to-network relay UE which is a target UE, and the PDU session establishment was unsuccessful due to the reception of 5GSM cause #8 "maximum number of PDU sessions reached", #27 "Missing or unknown DNN", #28 "Unknown PDU session type", #29 "user authentication or authorization failed", #31 "request rejected, unspecified", #32 "service option not supported", #33 "requested service option not subscribed", #46 "out of LADN service area", or #65 "maximum number of PDU sessions reached" as specified in 3GPP TS 24.501 [11], the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #111 "protocol error, unspecified".
If the 5G ProSe direct link establishment request is for 5G ProSe UE-to-UE relay and:
a)	the target UE acting as a target 5G ProSe end UE is under congestion;
the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #13 "congestion situation". The target UE may provide a back-off timer value to the initiating UE in the PROSE DIRECT LINK ESTABLISHMENT REJECT message. 
The initiating UE, acting as a 5G ProSe UE-to-UE relay UE, upon reception of PROSE DIRECT LINK ESTABLISHMENT REJECT message from the target 5G ProSe end UE, and the 5G ProSe direct link establishment procedure is for direct communication between the source 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE, the target 5G ProSe end UE has rejected the 5G ProSe direct link establishment procedure or the 5G ProSe direct link modification procedure, the reject message contains a backoff value, and the initiating UE has not reached the maximum number of allowed retransmissions, the initiating UE shall inform (message TBD) the source 5G ProSe end UE that target 5G ProSe end UE has rejected the link establishment or link modification request and shall provide the cause value from the target 5G ProSe end UE.
Editor's note:	How the target 5G ProSe end UE informs the 5G ProSe UE-to-UE relay UE that has rejected the link establishment or link modification request is for FFS.
The initiating UE, acting as a 5G ProSe UE-to-UE relay UE, upon reception of PROSE DIRECT LINK ESTABLISHMENT REJECT message from the target 5G ProSe end UE, the 5G ProSe direct link establishment procedure is for direct communication between the source 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE, the target 5G ProSe end UE has rejected the 5G ProSe direct link establishment procedure or the 5G ProSe direct link modification procedure, the reject message contains a backoff value, and the initiating UE has reached the maximum number of allowed retransmissions, the initiating UE may send a PROSE DIRECT LINK ESTABLISHMENT REJECT message with the appropriate PC5 signalling protocol cause value to the source 5G ProSe end UE. The initiaing UE shall include in the PROSE DIRECT LINK ESTABLISHMENT REJECT message PC5 protocol cause value #20 "Failure from 5G ProSe end UE" and include the PC5 end UE failure cause IE set to #13 "congestion situation" received from the target 5G ProSe end UE that has rejected the 5G ProSe direct link establishment or 5G ProSe direct link modification procedure. The initiating UE may include the target end UE info IE set to the user info ID of the target 5G ProSe end UE in the PROSE DIRECT LINK ESTABLISHMENT REJECT message.
If the 5G ProSe direct link establishment request is for 5G ProSe UE-to-UE relay and:
a)	the target UE acting as a 5G ProSe UE-to-UE relay UE is under congestion;
the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #13 "congestion situation". The target UE may provide a back-off timer value to the initiating UE in the PROSE DIRECT LINK ESTABLISHMENT REJECT message.
If the 5G ProSe direct link establishment procedure is for direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE and it fails due to a failure in the security procedure over control plane or security procedure over user plane as specified in 3GPP TS 33.503 [34], the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #15 "security procedure failure of 5G ProSe UE-to-network relay". The target UE shall provide the EAP message if received from the network according to the security procedure over control plane as specified in 3GPP TS 33.503 [34].
If the 5G ProSe direct link establishment procedure is for direct communication between the 5G ProSe UE-to-UE relay UE and target 5G ProSe end UE with integrated discovery and a 5G ProSe direct link for the pair of initiating UE user info ID and target UE user info ID already exists and the data type unit is IP or Ethernet, the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message to the 5G ProSe UE-to-UE relay UE containing PC5 signalling protocol cause value #yy "5G ProSe direct link already exists".
If the target UE is acting as a target 5G ProSe end UE and the 5G ProSe direct link establishment procedure is between the 5G ProSe UE-to-UE relay UE and the target 5G ProSe end UE, the target 5G ProSe end UE may include in the PROSE DIRECT LINK ESTABLISHMENT REJECT message:
a)	the source end UE info IE set to the user info ID of the source 5G ProSe end UE;
b)	the target end UE info IE set to the user info ID of the target 5G ProSe end UE; and
c)	the UE-to-UE relay UE info IE set to the user info ID of the 5G ProSe UE-to-UE relay UE.
If the target UE is acting as a 5G ProSe UE-to-UE relay UE, the 5G ProSe direct link establishment procedure is between the source 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE, and the target 5G ProSe end UE has rejected the 5G ProSe direct link establishment procedure or the 5G ProSe direct link modification procedure, then the 5G ProSe UE-to-UE relay UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message with PC5 signalling protocol cause value #20 "Failure from 5G ProSe end UE" to the source 5G ProSe end UE. The 5G ProSe UE-to-UE relay UE may include in the PROSE DIRECT LINK ESTABLISHMENT REJECT message the PC5 end UE failure cause IE set to the PC5 signalling protocol cause received from the target 5G ProSe end UE that has rejected the 5G ProSe direct link establishment procedure. The 5G ProSe UE-to-UE relay UE may include in the PROSE DIRECT LINK ESTABLISHMENT REJECT message:
a)	the source end UE info IE set to the user info ID of the source 5G ProSe end UE;
b)	the target end UE info IE set to the user info ID of the target 5G ProSe end UE; and
c)	the UE-to-UE relay UE info IE set to the user info ID of the 5G ProSe UE-to-UE relay UE. 
NOTE 6:	The cause value #15 "security procedure failure of 5G ProSe UE-to-network relay" is also used when the CP-PRUK or the UP-PRUK is not found in the network.
If the 5G ProSe direct link establishment fails due to other reasons, the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #111 "protocol error, unspecified".
After sending the PROSE DIRECT LINK ESTABLISHMENT REJECT message, the target UE shall provide the following information along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication to the lower layer:
a)	an indication of deactivation of the PC5 unicast security protection and deletion of security context for the 5G ProSe direct link, if applicable.
Upon receipt of the PROSE DIRECT LINK ESTABLISHMENT REJECT message, the initiating UE shall stop timer T5080 and abort the 5G ProSe direct link establishment procedure. If the PC5 signalling protocol cause value in the PROSE DIRECT LINK ESTABLISHMENT REJECT message is #1 "direct communication to the target UE not allowed" or #5 "lack of resources for 5G ProSe direct link", then the initiating UE shall not attempt to start the 5G ProSe direct link establishment procedure with the same target UE at least for a time period T. If the PC5 signalling protocol cause value in the PROSE DIRECT LINK ESTABLISHMENT REJECT message is #13 "congestion situation" and a back-off timer value is provided in the PROSE DIRECT LINK ESTABLISHMENT REJECT message, the initiating UE shall start timer T5088 associated with the layer-2 ID of the target UE and set its value to the provided timer value. If the PC5 signalling protocol cause value in the PROSE DIRECT LINK ESTABLISHMENT REJECT message is #15 "security procedure failure of 5G ProSe UE-to-network relay", and initiating UE has included the UE identity IE set to SUCI in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message, then the initiating UE shall initiate the UE-to-network relay reselection procedure as specified in clause 8.2.3. If the PC5 signalling protocol cause value in the PROSE DIRECT LINK ESTABLISHMENT REJECT message is #15 "security procedure failure of 5G ProSe UE-to-network relay" and the initiating UE has included the User security key ID IE set to UP-PRUK ID or CP-PRUK ID in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message, then the initiating UE may initiate the UE-to-network relay reselection procedure as specified in clause 8.2.3 and the UE shall further:
a)	if the same 5G ProSe UE-to-network relay UE is selected, discard the previously used CP-PRUK and associated CP-PRUK ID, or the UP-PRUK and associated UP-PRUK ID, if any, and include the UE identity IE set to SUCI in the PROSE DIRECT LINK ESTABLISHMENT REQUEST when initiating the subsequent 5G ProSe direct link establishment procedure as specified in clause 7.2.2.2; or
b)	if a different 5G ProSe UE-to-network relay UE is selected, include the User security key ID IE set to the previously used UP-PRUK ID or CP-PRUK ID in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message.
NOTE 7:	The length of time period T is UE implementation specific and can be different for the case when the UE receives PC5 signalling protocol cause value #1 "direct communication to the target UE not allowed" or when the UE receives PC5 signalling protocol cause value #5 "lack of resources for 5G ProSe direct link".
Editor's note:	The security related contents are FFS and depend on SA3 requirements.
If the 5G ProSe direct link establishment procedure is for direct communication between the 5G ProSe UE-to-UE relay UE and target 5G ProSe end UE and the PC5 signalling protocol cause value in the PROSE DIRECT LINK ESTABLISHMENT REJECT message is #yy "5G ProSe direct link already exists", then the initiating UE acting as the 5G ProSe UE-to-UE relay UE may initiate the 5G ProSe direct link modification procedure with the target UE to associate the source 5G ProSe end UE user info ID and the ProSe identifiers, as specified in the rejected PROSE DIRECT LINK ESTABLISHMENT REQUEST message, to the existing 5G ProSe direct link. 
After receiving the PROSE DIRECT LINK ESTABLISHMENT REJECT message, the initiating UE shall provide the following information along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication to the lower layer:
a)	an indication of deactivation of the PC5 unicast security protection and deletion of security context for the 5G ProSe direct link, if applicable.
* * * 4th Change * * * *
[bookmark: _Toc146712105]7.2.3.2	5G ProSe direct link modification procedure initiated by initiating UE
The initiating UE shall meet the following pre-conditions before initiating this procedure for adding a new ProSe application to the existing 5G ProSe direct link:
a)	there is a 5G ProSe direct link between the initiating UE and the target UE;
b)	the pair of application layer IDs and the network layer protocol of this 5G ProSe direct link are identical to those required by the application layer in the initiating UE for this ProSe application;
c)	the security policy corresponding to the ProSe identifier is aligned with the security policy of the existing 5G ProSe direct link;
d)	the timer T5091 is not running; and
e)	the initiating UE is not performing the 5G ProSe direct link re-keying procedure initiated by the target UE.
The initiating UE shall meet the following pre-conditions before initiating this procedure for negotiating a new 5G ProSe UE-to-UE relay UE over the existing 5G ProSe direct link:
a)	the initiating UE is a source 5G ProSe end UE communicating with the target 5G ProSe end UE via a 5G ProSe UE-to-UE relay UE;
b)	the initiating UE determines, e.g., based on PC5 signal strength, to perform UE-to-UE relay reselection; and
c)	the initiating UE obtains a list of candidate UE-to-UE relays via UE-to-UE discovery procedure.
The initiating UE shall meet the following pre-conditions before initiating this procedure for establishing 5G ProSe UE-to-UE relay communication with an additional 5G ProSe layer-3 end UE over the existing 5G ProSe direct link:
a) there is a 5G ProSe direct link between the initiating UE and the target UE; 
b) the initiating UE acts as a 5G ProSe layer-3 end UE and the target UE acts as a 5G ProSe layer-3 UE-to-UE relay UE, or vice versa;
c) the initiating UE, if acting as a 5G ProSe layer-3 end UE, determines to communicate with an additional 5G ProSe layer-3 end UE using the same RSC as that of the existing 5G ProSe direct link; and
d) the initiating UE, if acting as a 5G ProSe layer-3 UE-to-UE relay UE, receives a request from another 5G ProSe layer-3 end UE to communicate with the target UE using the same RSC as that of the existing 5G ProSe direct link.
After receiving the service data or request from the upper layers, the initiating UE shall perform the PC5 QoS flow match as specified in clause 7.2.8. If there is no matched PC5 QoS flow, the initiating UE shall derive the PC5 QoS parameters and assign the PQFI(s) for the PC5 QoS flows(s) to be established as specified in clause 7.2.7.
If the 5G ProSe direct link modification procedure is to add new PC5 QoS flow(s) to the existing 5G ProSe direct link, the initiating UE shall create a PROSE DIRECT LINK MODIFICATION REQUEST message. In this message, initiating UE:
a)	shall include the PQFI(s), the corresponding PC5 QoS parameters and optionally the ProSe identifier(s);
b)	shall include the link modification operation code set to "Add new PC5 QoS flow(s) to the existing 5G ProSe direct link ";
c)	may include the PC5 QoS rule(s) to indicate the packet filters of the PC5 QoS flow(s);
d)	shall include the source end UE info set to the user info ID of the source 5G ProSe layer-3 end UE, if the UE acts as a 5G ProSe layer-3 UE-to-UE relay UE, the 5G ProSe direct link is between the 5G ProSe layer-3 UE-to-UE relay UE and the target 5G ProSe layer-3 end UE, and multiple source 5G ProSe layer-3 end UEs have established direct communication with the target 5G ProSe layer-3 end UE via the 5G ProSe layer-3 UE-to-UE relay UE using the same 5G ProSe direct link;
e)	may include the source end UE info set to the user info ID of the source 5G ProSe end UE, if the UE acts as a 5G ProSe UE-to-UE relay UE, the 5G ProSe direct link is between the 5G ProSe UE-to-UE relay UE and the target 5G ProSe end UE, and only one source 5G ProSe end UE has established direct communication with the target 5G ProSe end UE via the 5G ProSe UE-to-UE relay UE using the 5G ProSe direct link;
f)	shall include the target end UE info set to the user info ID of the target 5G ProSe layer-3 end UE, if the UE acts as a source 5G ProSe layer-3 end UE, the 5G ProSe direct link is between the source 5G ProSe layer-3 end UE and the 5G ProSe layer-3 UE-to-UE relay UE, and the source 5G ProSe layer-3 end UE has established direct communication with multiple target 5G ProSe layer-3 end UEs via the 5G ProSe layer-3 UE-to-UE relay UE using the same 5G ProSe direct link; 
g)	may include the target end UE info set to the user info ID of the target 5G ProSe end UE, if:
1)	the UE acts as a source 5G ProSe end UE, the 5G ProSe direct link is between the source 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE, and the source 5G ProSe end UE has established direct communication with only one target 5G ProSe end UE via the 5G ProSe UE-to-UE relay UE using the 5G ProSe direct link; or
2)	the UE acts as a 5G ProSe UE-to-UE relay UE and the 5G ProSe direct link is between the 5G ProSe UE-to-UE relay UE and the target 5G ProSe end UE; and
h)	may include the target end UE layer-2 ID set to the layer-2 ID of the target 5G ProSe end UE, if the UE acts as a source 5G ProSe end UE and the 5G ProSe direct link is between the source 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE.
If the 5G ProSe direct link modification procedure is to modify the PC5 QoS parameters for existing PC5 QoS flow(s) in the existing 5G ProSe direct link, the initiating UE shall create a PROSE DIRECT LINK MODIFICATION REQUEST message. In this message, the initiating UE:
a)	shall include the PQFI(s) and the corresponding PC5 QoS parameters, including the ProSe identifier(s);
b)	shall include the link modification operation code set to "Modify PC5 QoS parameters of the existing PC5 QoS flow(s)";
c)	may include the PC5 QoS rule(s) to indicate the packet filters of the PC5 QoS flow(s);
d)	shall include the source end UE info set to the user info ID of the source 5G ProSe layer-3 end UE, if the UE acts as a 5G ProSe layer-3 UE-to-UE relay UE, the 5G ProSe direct link is between the 5G ProSe layer-3 UE-to-UE relay UE and the target 5G ProSe layer-3 end UE, and multiple source 5G ProSe layer-3 end UEs have established direct communication with the target 5G ProSe layer-3 end UE via the 5G ProSe layer-3 UE-to-UE relay UE using the same 5G ProSe direct link;
e)	may include the source end UE info set to the user info ID of the source 5G ProSe end UE, if the UE acts as a 5G ProSe UE-to-UE relay UE, the 5G ProSe direct link is between the 5G ProSe UE-to-UE relay UE and the target 5G ProSe end UE, and only one source 5G ProSe end UE has established direct communication with the target 5G ProSe end UE via the 5G ProSe UE-to-UE relay UE using the 5G ProSe direct link;
f)	shall include the target end UE info set to the user info ID of the target 5G ProSe layer-3 end UE, if the UE acts as a source 5G ProSe layer-3 end UE, the 5G ProSe direct link is between the source 5G ProSe layer-3 end UE and the 5G ProSe layer-3 UE-to-UE relay UE, and the source 5G ProSe layer-3 end UE has established direct communication multiple target 5G ProSe layer-3 end UEs via the 5G ProSe layer-3 UE-to-UE relay UE using the same 5G ProSe direct link;
g)	may include the target end UE info set to the user info ID of the target 5G ProSe end UE, if:
1)	the UE acts as a source 5G ProSe end UE, the 5G ProSe direct link is between the source 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE, and the source 5G ProSe end UE has established direct communication with only one target 5G ProSe end UE via the 5G ProSe UE-to-UE relay UE using the 5G ProSe direct link; or
2)	the UE acts as a 5G ProSe UE-to-UE relay UE and the 5G ProSe direct link is between the 5G ProSe UE-to-UE relay UE and the target 5G ProSe end UE; and
h)	may include the target end UE layer-2 ID set to the destination layer-2 ID of the target 5G ProSe end UE, if the UE acts as a source 5G ProSe end UE and the 5G ProSe direct link is between the source 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE.
If the 5G ProSe direct link modification procedure is to associate new ProSe application(s) with existing PC5 QoS flow(s), the initiating UE shall create a PROSE DIRECT LINK MODIFICATION REQUEST message. In this message, the initiating UE:
a)	shall include the PQFI(s) and the corresponding PC5 QoS parameters, including the ProSe identifier(s);
b)	shall include the link modification operation code set to "Associate new ProSe application(s) with existing PC5 QoS flow(s)";
c)	may include the PC5 QoS rule(s) to indicate the packet filters of the PC5 QoS flow(s);
d)	shall include the source end UE info set to the user info ID of the source 5G ProSe layer-3 end UE, if the UE acts as a 5G ProSe layer-3 UE-to-UE relay UE, the 5G ProSe direct link is between the 5G ProSe layer-3 UE-to-UE relay UE and the target 5G ProSe layer-3 end UE, and multiple source 5G ProSe layer-3 end UEs have established direct communication with the target 5G ProSe layer-3 end UE via the 5G ProSe layer-3 UE-to-UE relay UE using the same 5G ProSe direct link;
e)	may include the source end UE info set to the user info ID of the source 5G ProSe end UE, if the UE acts as a 5G ProSe UE-to-UE relay UE, the 5G ProSe direct link is between the 5G ProSe UE-to-UE relay UE and the target 5G ProSe end UE, and only one source 5G ProSe end UE has established direct communication with the target 5G ProSe end UE via the 5G ProSe UE-to-UE relay UE using the 5G ProSe direct link;
f)	shall include the target end UE info set to the user info ID of the target 5G ProSe layer-3 end UE, if the UE acts as a source 5G ProSe layer-3 end UE, the 5G ProSe direct link is between the source 5G ProSe layer-3 end UE and the 5G ProSe layer-3 UE-to-UE relay UE, and the source 5G ProSe layer-3 end UE has established direct communication with multiple target 5G ProSe layer-3 end UEs via the 5G ProSe layer-3 UE-to-UE relay UE using the same 5G ProSe direct link;
g)	may include the target end UE info set to the user info ID of the target 5G ProSe end UE, if:
1)	the UE acts as a source 5G ProSe end UE, the 5G ProSe direct link is between the source 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE, and the source 5G ProSe end UE has established direct communication with only one target 5G ProSe end UE via the 5G ProSe UE-to-UE relay UE using the 5G ProSe direct link; or
2)	the UE acts as a 5G ProSe UE-to-UE relay UE and the 5G ProSe direct link is between the 5G ProSe UE-to-UE relay UE and the target 5G ProSe end UE; and
h)	may include the target end UE layer-2 ID set to the layer-2 ID of the target 5G ProSe end UE, if the UE acts as a source 5G ProSe end UE and the 5G ProSe direct link is between the source 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE.
If the PC5 5G ProSe direct link modification procedure is to remove the associated ProSe application(s) from existing PC5 QoS flow(s), the initiating UE shall create a PROSE DIRECT LINK MODIFICATION REQUEST message. In this message, the initiating UE:
a)	shall include the PQFI(s) and the corresponding PC5 QoS parameters including the ProSe identifier(s); and
b)	shall include the link modification operation code set to "Remove ProSe application(s) from existing PC5 QoS flow(s)".
If the direct link modification procedure is to remove any PC5 QoS flow(s) from the existing 5G ProSe direct link, the initiating UE shall create a PROSE DIRECT LINK MODIFICATION REQUEST message. In this message, the initiating UE:
a)	shall include the PQFI(s); and
b)	shall include the link modification operation code set to "Remove existing PC5 QoS flow(s) from the existing 5G ProSe direct link".
If the 5G ProSe direct link modification procedure is to establish 5G ProSe UE-to-UE relay communication with additional 5G ProSe layer-3 end UE using the existing 5G ProSe direct link between the 5G ProSe layer-3 end UE and 5G ProSe layer-3 UE-to-UE relay UE, the initiating UE shall create a PROSE DIRECT LINK MODIFICATION REQUEST message. In this message, initiating UE:
a)	shall include the source end UE info set to the source user info ID of the 5G ProSe layer-3 end UE received in PROSE DIRECT LINK ESTABLISHMENT REQUEST message, if the UE acts as a 5G ProSe layer-3 UE-to-UE relay UE and the 5G ProSe direct link is between the 5G ProSe layer-3 UE-to-UE relay UE and the target 5G ProSe layer-3 end UE;
b)	for Ethernet traffic, shall include the MAC address of the source 5G ProSe layer-3 end UE, if the UE acts as a 5G ProSe layer-3 UE-to-UE relay UE and the 5G ProSe direct link is between the 5G ProSe layer-3 UE-to-UE relay UE and the target 5G ProSe layer-3 end UE and shall include the MAC address of the source 5G ProSe layer-3 end UE, if:
1)	the UE acts as a source 5G ProSe layer-3 UE-to-UE end UE;
2)	the MAC address of the source 5G ProSe layer-3 end UE changed; and
3)	the 5G ProSe direct link is between the 5G ProSe layer-3 UE-to-UE relay UE and the source 5G ProSe layer-3 end UE;
c)	shall include the target end UE info set to the user info ID of the additional target 5G ProSe layer-3 end UE to which the 5G ProSe UE-to-UE relay communication is requested, if the UE acts as a source 5G ProSe layer-3 end UE and the 5G ProSe direct link is between the source 5G ProSe layer-3 end UE and the 5G ProSe layer-3 UE-to-UE relay UE; 
d)	shall include the link modification operation code set to "Add new 5G ProSe layer-3 end UE to the existing 5G ProSe direct link"; 
e)	may include the PQFI(s) and the corresponding PC5 QoS parameters including the ProSe identifier(s);
f)	may include the PC5 QoS rule(s) to indicate the packet filters of the PC5 QoS flow(s); and
g)	may include the target end UE layer-2 ID set to the layer-2 ID of the target 5G ProSe layer-3 end UE, if the UE acts as a source 5G ProSe layer-3 end UE and the 5G ProSe direct link is between the source 5G ProSe layer-3 end UE and the 5G ProSe layer-3 UE-to-UE relay UE.
If the 5G ProSe direct link modification procedure is to release 5G ProSe UE-to-UE relay communication with one of the peer 5G ProSe layer-3 end UEs using the shared 5G ProSe direct link between the 5G ProSe layer-3 end UE and 5G ProSe layer-3 UE-to-UE relay UE, the initiating UE shall create a PROSE DIRECT LINK MODIFICATION REQUEST message. In this message, initiating UE:
a)	shall include the source end UE info set to the source user info ID of the 5G ProSe layer-3 end UE received in the PROSE DIRECT LINK RELEASE REQUEST message, if the UE acts as a 5G ProSe layer-3 UE-to-UE relay UE and the 5G ProSe direct link is between the 5G ProSe layer-3 UE-to-UE relay UE and the 5G ProSe layer-3 end UE;
b)	shall include the target end UE info set to the user info ID of the peer 5G ProSe layer-3 end UE with which the 5G ProSe UE-to-UE relay communication is to be released, if the UE acts as a 5G ProSe layer-3 end UE and the 5G ProSe direct link is between the 5G ProSe layer-3 end UE and the 5G ProSe layer-3 UE-to-UE relay UE; and
c)	shall include the link modification operation code set to "Remove 5G ProSe layer-3 end UE from the existing 5G ProSe direct link".
If the 5G ProSe direct link modification procedure is to trigger the negotiated 5G ProSe layer-3 UE-to-UE relay reselection, the initiating UE shall create a PROSE DIRECT LINK MODIFICATION REQUEST message. In this message:

1)	If the intitiating UE acts as a source 5G ProSe layer-3 end UE and the 5G ProSe direct link is between the source 5G ProSe layer-3 end UE and the 5G ProSe layer-3 UE-to-UE relay UE, the initiating UE:
a)	shall include the relay reselection indication; 
b)	shall include the list of candidates 5G ProSe UE-to-UE relay UE user info ID; 
c)	shall include the list of target 5G ProSe end UEs IP address/prefix, if IP communication is used; and 
d)	may include the list of candidates 5G ProSe UE-to-UE relay UE layer-2 ID.
2)	If the initiating UE acts as a 5G ProSe layer-3 UE-to-UE relay UE and the 5G ProSe direct link is between the 5G ProSe layer-3 UE-to-UE relay UE and the target 5G ProSe end UE, the initiating UE:.
a)	shall include the relay reselection indication; 
b)	shall include the list of candidates 5G ProSe UE-to-UE relay UE user info ID; 
c)	shall include the initiating source 5G ProSe UE IP address/prefix, if IP communication is used; and 
d)	may include list of candidates 5G ProSe UE-to-UE relay UE layer-2 ID.
If the 5G ProSe direct link modification procedure is to trigger the negotiated 5G ProSe layer-3 UE-to-UE relay reselection and the initiating UE acts as a 5G ProSe layer-3 UE-to-UE relay UE, the initiating UE shall create a PROSE DIRECT LINK MODIFICATION REQUEST message for every IP address/prefix of the target 5G ProSe layer-3 end UEs received on the associated PROSE DIRECT LINK MODIFICATION REQUEST message from the source 5G ProSe layer-3 end UE.
If the 5G ProSe direct link modification procedure is to resolve MAC address conflict, i.e., the MAC address of the target 5G ProSe layer-3 end UE was also provided by another 5G ProSe layer-3 end UE in a ProSe 5G direct link for Ethernet traffic, detected by the 5G ProSe UE-to-UE relay UE, the initiating UE acting as 5G ProSe layer-3 UE-to-UE relay UE shall create a PROSE DIRECT LINK MODIFICATION REQUEST message. In this message, initiating UE includes link modification operation code set to “Get new MAC addr because MAC addr is not unique”.
If the 5G ProSe direct link modification procedure is to trigger the negotiated 5G ProSe layer-2 UE-to-UE relay reselection, the initiating UE shall create a PROSE DIRECT LINK MODIFICATION REQUEST message. In this message:
1)	shall include the relay reselection indication;
2)	shall include the list of candidates 5G ProSe UE-to-UE relay UE user info ID; and
3)	may include the list of candidates 5G ProSe UE-to-UE relay UE layer-2 ID.
After the PROSE DIRECT LINK MODIFICATION REQUEST message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for 5G ProSe direct communication and the target UE's layer-2 ID for 5G ProSe direct communication and start timer T5081. The UE shall not send a new PROSE DIRECT LINK MODIFICATION REQUEST message to the same target UE while timer T5081 is running.


Figure 7.2.3.2.1: 5G ProSe direct link modification procedure


Figure 7.2.3.2.2: 5G ProSe direct link modification procedure for the negotiated 5G ProSe layer-3 UE-to-UE relay reselection

* * * 3rd Change * * * *
[bookmark: _Toc146712106][bookmark: _Toc138361007]7.2.3.3	5G ProSe direct link modification procedure accepted by the target UE
If the PROSE DIRECT LINK MODIFICATION REQUEST message is accepted, the target UE shall respond with the PROSE DIRECT LINK MODIFICATION ACCEPT message.
If the PROSE DIRECT LINK MODIFICATION REQUEST message is to add a new ProSe application, add new PC5 QoS flow(s) or modify any existing PC5 QoS flow(s) in the 5G ProSe direct link, the target UE:
a)	shall include the PQFI(s), the corresponding PC5 QoS parameters and optionally the ProSe identifier(s) that the target UE accepts;
b)	may include the PC5 QoS rule(s) to indicate the packet filters of the PC5 QoS flow(s);
c)	shall include the source end UE info set to the user info ID of the source 5G ProSe layer-3 end UE, if the UE acts as a target 5G ProSe layer-3 end UE, the 5G ProSe direct link is between the 5G ProSe layer-3 UE-to-UE relay UE and the target 5G ProSe layer-3 end UE, and the target 5G ProSe layer-3 end UE has established direct communication with multiple source 5G ProSe layer-3 end UEs via the 5G ProSe layer-3 UE-to-UE relay UE using the same 5G ProSe direct link; and
d)	may include the source end UE info set to the user info ID of the source 5G ProSe end UE, if the UE acts as a target 5G ProSe end UE, the 5G ProSe direct link is between the 5G ProSe UE-to-UE relay UE and the target 5G ProSe end UE, and the target 5G ProSe end UE has established direct communication with only one source 5G ProSe end UEs via the 5G ProSe UE-to-UE relay UE using the 5G ProSe direct link; and
e)	shall include the target end UE info set to the user info ID of the target 5G ProSe end UE, if the UE acts as a 5G ProSe UE-to-UE relay UE and, the 5G ProSe direct link is between the source 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE, and the source 5G ProSe layer-3 end UE has established direct communication with multiple target 5G ProSe layer-3 end UEs via the 5G ProSe layer-3 UE-to-UE relay UE using the same 5G ProSe direct link;
f)	may include the target end UE info set to the user info ID of the target 5G ProSe end UE, if the UE acts as a 5G ProSe UE-to-UE relay UE, the 5G ProSe direct link is between the source 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE, and the source 5G ProSe end UE has established direct communication with only one target 5G ProSe end UE via the 5G ProSe UE-to-UE relay UE using the 5G ProSe direct link;
in the PROSE DIRECT LINK MODIFICATION ACCEPT message.
If the PROSE DIRECT LINK MODIFICATION REQUEST message is to remove an existing ProSe application from the 5G ProSe direct link, the target UE shall delete the ProSe identifier received in the PROSE DIRECT LINK MODIFICATION REQUEST message and the corresponding PQFI(s) and PC5 QoS parameters from the profile associated with the 5G ProSe direct link.
If the PROSE DIRECT LINK MODIFICATION REQUEST message is to remove existing PC5 QoS flow(s) from the PC5 5G ProSe direct link, the target UE shall delete the PQFI(s) and the corresponding PC5 QoS parameters from the profile associated with the 5G ProSe direct link.
If the PROSE DIRECT LINK MODIFICATION REQUEST message is to add a new ProSe application, add new PC5 QoS flow(s) or modify any existing PC5 QoS flow(s) in the 5G ProSe direct link, after sending the PROSE DIRECT LINK MODIFICATION ACCEPT message, the target UE shall provide the added or modified PQFI(s) and corresponding PC5 QoS parameters along with PC5 link identifier to the lower layer.
If the PROSE DIRECT LINK MODIFICATION REQUEST message is to remove an existing ProSe application or to remove the existing PC5 QoS flow(s) from the 5G ProSe direct link, after sending the PROSE DIRECT LINK MODIFICATION ACCEPT message, the target UE shall provide the removed PQFI(s) along with the PC5 link identifier to the lower layer.
If the PROSE DIRECT LINK MODIFICATION REQUEST message is to establish 5G ProSe UE-to-UE relay communication with additional 5G ProSe layer-3 end UE using the existing 5G ProSe direct link between the 5G ProSe layer-3 end UE and 5G ProSe layer-3 UE-to-UE relay UE, the target UE:
a)	if acting as the 5G ProSe layer-3 UE-to-UE relay UE, shall perform the 5G ProSe direct link establishment procedure towards the target 5G ProSe layer-3 end UE as specified in clause 7.2.2.2; and after receiving the PROSE DIRECT LINK ESTABLISHMENT ACCEPT message from the target 5G ProSe layer-3 end UE, shall create a PROSE DIRECT LINK MODIFICATION ACCEPT message;
b)	if acting as the target 5G ProSe layer-3 end UE, shall create a PROSE DIRECT LINK MODIFICATION ACCEPT message; and
c)	in the PROSE DIRECT LINK MODIFICATION ACCEPT message, the target UE:
1)	if the UE acts as the target 5G ProSe layer-3 end UE:
i)	shall include the source end UE info set to the user info ID of the source 5G ProSe layer-3 end UE;
ii)	for Ethernet traffic, shall include the MAC address of the target 5G ProSe layer-3 end UE if the MAC address of the target 5G ProSe layer-3 end UE changed; or
2)	if the UE acts as the 5G ProSe layer-3 UE-to-UE relay UE:
i)	shall include the target end UE info set to the user info ID of the target 5G ProSe layer-3 end UE;
ii)	for IP traffic, may include the target 5G ProSe layer-3 end UE IP address IE set to the IP address of the additional target 5G ProSe layer-3 end UE; and
iii)	for Ethernet traffic, shall include the MAC address of the target 5G ProSe layer-3 end UE.
3)	may include the PQFI(s) and the corresponding PC5 QoS parameters optionally including the ProSe identifier(s) for the PC5 QoS flow(s) that the target 5G ProSe layer-3 end UE accepts; and
4)	may include the PC5 QoS rule(s) to indicate the packet filters of the PC5 QoS flow(s).
If the PROSE DIRECT LINK MODIFICATION REQUEST message is to release 5G ProSe UE-to-UE relay communication with one of the peer 5G ProSe layer-3 end UEs using the shared 5G ProSe direct link between the 5G ProSe layer-3 end UE and 5G ProSe layer-3 UE-to-UE relay UE, the target UE:
a)	if acting as the 5G ProSe layer-3 UE-to-UE relay UE, may initiate one of the following procedures towards the target 5G ProSe layer-3 end UE:
1)	5G ProSe direct link release procedure as specified in clause 7.2.6.2 to release the 5G ProSe direct link with the peer 5G ProSe layer-3 end UE; or
2)	5G ProSe direct link modification procedure as specified in clause 7.2.3.2 to remove the corresponding PC5 QoS flow(s), if the UE determines to keep the 5G ProSe direct link with the peer 5G ProSe layer-3 end UE; and
b)	shall create a PROSE DIRECT LINK MODIFICATION ACCEPT message, and in this message, the target UE:
1)	shall include the source end UE info set to the user info ID of the source 5G ProSe layer-3 end UE, if the UE acts as the target 5G ProSe layer-3 end UE; or
2)	shall include the target end UE info set to the user info ID of the target 5G ProSe layer-3 end UE, if the UE acts as the 5G ProSe layer-3 UE-to-UE relay UE.
If the 5G ProSe direct link is for 5G ProSe direct communication between the 5G ProSe remote UE and the 5G ProSe layer-3 UE-to-network relay UE, and if the initiating UE is the 5G ProSe remote UE, then the target UE (as the 5G ProSe layer-3 UE-to-network relay UE) performs the QoS flows handling procedure as specified in clause 8.2.6.3.3 and clause 8.2.6.4.2. 
Upon receipt of a PROSE DIRECT LINK MODIFICATION REQUEST message which requests resolution of MAC address conflict, if the target UE accepts this request, the target UE shall respond with PROSE DIRECT LINK MODIFICATION ACCEPT message. In this message the target UE shall include a new MAC address.
If the PROSE DIRECT LINK MODIFICATION REQUEST message is for UE-to-UE relay UE reselection and the 5G PC5 direct link is between the 5G ProSe UE-to-UE relay UE and the target 5G ProSe end UE, the target UE acting as the target 5G ProSe end UE may perform the 5G ProSe UE-to-UE relay discovery procedure with the User Info ID of a candidate 5G ProSe UE-to-UE Relay in discovery message, and may set the Layer-2 ID of the candidate 5G ProSe UE-to-UE relay, if received in the PROSE DIRECT LINK MODIFICATION REQUEST message, as the Destination Layer-2 ID to carry the discovery message.
If the PROSE DIRECT LINK MODIFICATION REQUEST message to trigger UE-to-UE relay reselection is accepted, the target UE acting as the target 5G ProSe end UE shall set up a PC5 unicast link with the selected 5G ProSe UE-to-UE relay UE, if no such PC5 unicast link already exists, and the 5G ProSe direct link is between the target 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE.
If the PROSE DIRECT LINK MODIFICATION REQUEST message is accepted to trigger the negotiated 5G ProSe layer-3 UE-to-UE relay reselection, the target UE shall respond with PROSE DIRECT LINK MODIFICATION ACCEPT message. In this message: 
a)	if the target UE acts as a target 5G ProSe layer-3 end UE and the 5G ProSe direct link is between the target 5G ProSe layer-3 end UE and the 5G ProSe layer-3 UE-to-UE relay UE, the target UE:
1)	shall include the relay reselection indication; 
2)	shall include the new 5G ProSe UE-to-UE relay UE user info ID;
3)	shall include the initiating 5G ProSe end UE IP address; and
4)	shall include the target 5G ProSe end UE IP address to be used with the newly selected 5G ProSe UE-to-UE relay UE, if IP communication is used.
b)	if the target UE acts as a 5G ProSe layer-3 UE-to-UE relay UE and the 5G ProSe direct link is between the 5G ProSe layer-3 UE-to-UE relay UE and the source 5G ProSe layer-3 end UE, after receiving the PROSE DIRECT LINK MODIFICATION ACCEPT message from the target 5G ProSe layer-3 end UE, the target UE.
1)	shall include the relay reselection indication; 
2)	shall include the new 5G ProSe UE-to-UE relay UE user info ID; 
3)	shall include the target 5G ProSe end UE IP address; and 
4)	shall include the target 5G ProSe end UE IP address to be used with the newly selected 5G ProSe UE-to-UE relay UE, if IP communication is used.
If the PROSE DIRECT LINK MODIFICATION REQUEST message is accepted to trigger the negotiated 5G ProSe layer-2 UE-to-UE relay reselection, the target UE acting as the target 5G ProSe layer-2 end UE shall respond with PROSE DIRECT LINK MODIFICATION ACCEPT message. In this message: 
a)	shall include the new 5G ProSe UE-to-UE relay UE user info ID.
After the PROSE DIRECT LINK MODIFICATION ACCEPT message is generated, the target UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for 5G ProSe direct communication and the target UE's layer-2 ID for 5G ProSe direct communication. 
If this procedure is performed for the negotiated 5G ProSe layer-3 UE-to-UE relay reselection, the target UE shall start timer T5096. The target UE shall not send a new PROSE DIRECT LINK MODIFICATION ACCEPT message to the same initiating UE while timer T5096 is running.
If the target UE accepts the 5G ProSe direct link modification request, then the target UE may perform the PC5 QoS flow establishment over 5G ProSe direct link as specified in clause 7.2.7 and perform the PC5 QoS flow match over 5G ProSe direct link as specified in clause 7.2.8.
* * * 5th Change * * * *
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The purpose of the Link modification operation code information element is to indicate what the operation of the 5G ProSe direct link modification procedure triggered by initiating UE is.
The Link modification operation code is a type 3 information element, with a length of 2 octets.
The Link modification operation code information element is coded as shown in figure 11.3.19.1 and table 11.3.19.1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Link modification operation code IEI
	octet 1

	Link modification operation code
	octet 2


Figure 11.3.19.1: Link modification operation code information element
Table 11.3.19.1: Link modification operation code information element

	Link modification operation code (octet 2)

	Bits

	4
	3
	2
	1
	
	

	0
	0
	0
	1
	
	void

	0
	0
	1
	0
	
	void

	0
	0
	1
	1
	
	Add new PC5 QoS flow(s) to the existing 5G ProSe direct link

	0
	1
	0
	0
	
	Modify PC5 QoS parameters of the existing PC5 QoS flow(s)

	0
	1
	0
	1
	
	Remove existing PC5 QoS flow(s) from the existing 5G ProSe direct link

	0
	1
	1
	0
	
	Associate new ProSe application(s) with existing PC5 QoS flow(s)

	0
	1
	1
	1
	
	Remove ProSe application(s) from existing PC5 QoS flow(s)

	1
	0
	0
	0
	
	Add new 5G ProSe layer-3 end UE to the existing 5G ProSe direct link

	1
	0
	0
	1
	
	Remove 5G ProSe layer-3 end UE from the existing 5G ProSe direct link

	1
	0
	1
	0
	
	Get new MAC addr because MAC addr is not unique

	1
	01
	01
	0
	
	

	to
	
	Spare

	1
	1
	1
	0
	
	

	1
	1
	1
	1
	
	Reserved

	

	Bit 5 to 8 of octet 2 are spare and shall be coded as zero.







* * * End of Change * * * *
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