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1. Reason for Change
1st change:
PIN ID is added into PIN status update request according to TS 23.542 v18.1.0 as follows:
Table 8.5.9.3.5-1: PIN status update request
	Information element
	Status
	Description

	Subscription ID
	M
	Subscription identifier corresponding to the subscription.

	Security credentials
	M
	Security credentials resulting from a successful authorization for the PIN service. 

	PIN ID
	M
	The identifier of PIN.

	Subscribed Events
	O
	Identifies PIN status event types for which the subscriber is notified, more than one PIN status event type can be provided.

PIN status event types
- PIN modification
- PINE management (PINE join/leave)
- PIN profile update
- PIN state

	Notification Target Address
	O
	The Notification target address (e.g. URL) where the notifications destined for the PINE/PEGC/PIN server should be sent to.

	Proposed expiration time
	O
	Proposed expiration time for the subscription



2nd change:
PIN status subscribe response is enhanced to report the failure event.
Table 8.5.9.3.3-1: PIN status subscribe response
	Information element
	Status
	Description

	Successful response
	O
	Indicates that the subscription request was successful.

	> Subscription ID
	M 
	Subscription identifier corresponding to the subscription.

	> Expiration time
	O
	Indicates the expiration time of the subscription. To maintain an active subscription, a subscription update is required before the expiration time.

	> Successfully subscribed event IDs
	O
	Indicates the successfully subscribed event IDs.

	Failure response
	O
	Indicates that the subscription request failed.

	> Cause
	O
	Indicates the cause of subscription request failure

	> Unsuccessfully subscribed event IDs
	O
	Indicates the unsuccessfully subscribed event IDs.



NOTE: If some of the event ID is accepted to subscribe and others are rejected, the service provider should indicate the event ID that accepted and rejected individually to service consumer. 
3rd change:
"PIN status event types" is renamed to "Event IDs" according to TS 23.542 v18.1.0, so it is proposed to align this change.
Table 8.5.9.3.2-1: PIN status subscribe request
	Information element
	Status
	Description

	PIN client ID
	M
	Unique identifier of the PINE/PEGC/PIN server.

	Subscribed Events IDs
	M
	Identifies PIN status event for which the subscriber is notified, more than one PIN status event IDs can be provided.

Event IDs:
- PIN modification
- PINE management (PINE join/leave)
- PIN profile update
- PIN state

	Security credentials
	M
	Security credentials resulting from a successful authorization for the PIN service. 

	PIN ID
	M
	The identifier of PIN.

	Notification Target Address
	O
	The Notification target address (e.g. URL) where the notifications destined for the PINE/PEGC/PIN server should be sent to.

	Proposed expiration time
	O
	Proposed expiration time for the subscription



The above should be addressed in stage-3.
2. Proposal
It is proposed to agree the following changes to 3GPP TS 24.583 v0.3.0.

[bookmark: _Hlk61529092]* * * First Change * * * *
[bookmark: _Toc144307509]5.4.6.2.1	Requesting entity procedure
The requesting entity can be a PEAE-C, PGAE-C, or PAE-S.
To subscribe the PIN status from the PMAE-C, the requesting entity shall generate an HTTP POST request according to procedures as specified in IETF RFC 7231 [4]. In the HTTP POST request, the requesting entity:
a)	shall set the Request-URI to the URI of the PMAE-C;
b)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-subscribe-request> element in the <pinapp-info> root element and within the <pin-status-subscribe-request> element:
1)	shall include a <ue-id> element set to the identity of the requesting entity;
2)	shall include a <security-credentials> element set to the security credentials resulting from a successful authorization for the PIN service;
3)	shall include a <pin-id> element set to the identity of the PIN to be subscribed;
4)	shall include a <subscribed-event> element set to the PIN status event typeevent ID(s) for which the subscriber is notified. More than one PIN status event typesevent ID can be included;
5)	may include a <notification-target-address> element set to the target address (e.g. URL, IP address) where the notification should be sent to; and
6)	may include a <expected-subscription-time> element set to the expected expiration time for the subscription.
The requesting entity shall send the generated HTTP POST request towards the PMAE-C according to IETF RFC 7231 [4].
Upon reception of an HTTP 200 (OK) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-subscribe-accept> element in the <pinapp-info> root element,
the requesting entity shall:
a)	consider it has successfully subscribed the PIN status event identified by the <accepted-subscription-id> element; and
b)	start a subscription timer if the <authorized-subscription-time> element is included. The value of the subscription timer shall be equal to the value in the <authorized-subscription-time> element. The requesting entity shall consider the subscription is valid within the subscription timer.
Upon reception of an HTTP 403 (Forbidden) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-subscribe-reject> element in the <pinapp-info> root element,
the requesting entity shall consider the PIN status subscribe is rejected by the PMAE-C for all requested event IDs.
* * * Next Change * * * *
[bookmark: _Toc144307510]5.4.6.2.2	PMAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-subscribe-request> element in the <pinapp-info> root element,
the PMAE-C shall check whether the requesting entity is authorized to subscribe the requested PIN status even typeevent ID(s) or not.
If the requesting entity is authorized to subscribe at least one requested PIN status even typeevent ID(s), the PMAE-C shall: 
a)	create and store the subscription for the requesting entity for the PIN;
b)	generate an HTTP 200 (OK) response according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-subscribe-accept> element in the <pinapp-info> root element and within the <pin-status-subscribe-accept> element:
i)	shall include a <accepted-subscription-id> element set to the identity of the authorized subscription by the PMAE-C. More than one identity can be indicated; and
ii)	may include a <authorized-subscription-time> element set to the authorized expiration time for the subscription; and
iii)	may include a <rejected-subscription-id> element set to the identity of the rejected subscription by the PMAE-C. More than one identity can be indicated.
c)	send the HTTP 200 (OK) response towards the requesting entity; and
d)	start a subscription timer for the requesting entity if the <authorized-subscription-time> element is included. The value of the subscription timer shall be equal to the value in the <authorized-subscription-time> element. The PMAE-C shall treat the requesting entity as implicitly unsubscribed the PIN status event(s) if the requesting entity does not update the PIN status subscription within the subscription timer.
If the requesting entity is not authorized to subscribe all the requested event IDPIN status even types, the PMAE-C shall: 
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 7231 [4]. In the 403 (Forbidden) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-subscribe-reject> element in the <pinapp-info> root element and within the <pin-status-subscribe-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN status subscribe failure; and
b)	send the HTTP 403 (Forbidden) response towards the requesting entity.
* * * Next Change * * * *
[bookmark: _Toc144307512]5.4.6.3.1	Requesting entity procedure
The requesting entity can be a PEAE-C, PGAE-C, or PAE-S.
To maintain the subscribed PIN status event(s) from the PEMC within the subscription timer as specified in clause 5.4.6.2.1, the requesting entity shall generate an HTTP POST request according to procedures as specified in IETF RFC 7231 [4]. In the HTTP POST request, the requesting entity:
a)	shall set the Request-URI to the URI of the PMAE-C;
b)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-update-request> element in the <pinapp-info> root element and within the <pin-status-update-request> element:
1)	shall include a <ue-id> element set to the identity of the requesting entity;
2)	shall include a <security-credentials> element set to the security credentials resulting from a successful authorization for the PIN service;
3)	shall include a <subscribed-event> element set to the PIN status event typeevent ID(s) for which the subscriber is notified. More than one event IDPIN status event types can be included;
4)	shall include a <pin-id> element set to the identity of the PIN;
45)	may include a <notification-target-address> element set to the target address (e.g. URL, IP address) where the notification should be sent to; and
56)	may include a <expected-subscription-time> element set to the expected expiration time for the subscription.
The requesting entity shall send the generated HTTP POST request towards the PMAE-C according to IETF RFC 7231 [4].
Upon reception of an HTTP 200 (OK) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-update-accept> element in the <pinapp-info> root element,
the requesting entity shall:
a)	consider it has successfully updated the subscription information for all the requested event IDPIN status even types; and
b)	start a subscription timer if the <authorized-subscription-time> element is included. The value of the subscription timer shall be equal to the value in the <authorized-subscription-time> element. The requesting entity shall consider the subscription is valid within the subscription timer.
Upon reception of an HTTP 403 (Forbidden) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-update-reject> element in the <pinapp-info> root element,
the requesting entity shall consider the PIN status update is rejected by the PMAE-C and invalidate all the subscription towards the PMAE-C when the subscription timer expires.
* * * Next Change * * * *
[bookmark: _Toc144307513]5.4.6.3.2	PMAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-update-request> element in the <pinapp-info> root element,
the PMAE-C shall check whether the requesting entity is authorized to update the subscription information of the requested event IDPIN status even type(s) or not.
If the requesting entity is authorized to update the subscription information for all the requested event IDPIN status even types, the PMAE-C shall: 
a)	update the subscription for the requesting entity for the PIN;
b)	generate an HTTP 200 (OK) response according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-update-accept> element in the <pinapp-info> root element and within the <pin-status-update-accept> element:
i)	may include a <authorized-subscription-time> element set to the authorized expiration time for the subscription;
c)	send the HTTP 200 (OK) response towards the requesting entity; and
d)	start a subscription timer for the requesting entity if the <authorized-subscription-time> element is included. The value of the subscription timer shall be equal to the value in the <authorized-subscription-time> element. The PMAE-C shall treat the requesting entity as implicitly unsubscribed the PIN status event(s) if the requesting entity does not update the PIN status subscription within the subscription timer.
If the requesting entity is not authorized to update the subscription information for at least one requested event IDPIN status even type, the PMAE-C shall: 
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 7231 [4]. In the 403 (Forbidden) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-update-reject> element in the <pinapp-info> root element and within the <pin-status-update-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN status update failure; and
b)	send the HTTP 403 (Forbidden) response towards the requesting entity.
* * * Next Change * * * *
[bookmark: _Toc144307515]5.4.6.4.1	PMAE-C procedure
The receiving entity can be a PEAE-C, PGAE-C, or PAE-S.
When an event occurs at the PMAE-C that satisfies trigger conditions for notifying a receiving entity (e.g. to provide updated PIN status when a PINE joins into the PIN). To notify the updated PIN status, the PMAE-C shall generate an HTTP POST request according to procedures as specified in IETF RFC 7231 [4]. In the HTTP POST request, the PMAE-C:
a)	shall set the Request-URI to the URI of the receiving entity;
b)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-notify> element in the <pinapp-info> root element and within the <pin-status-notify> element:
1)	shall include a <pin-status-event-typeevent-id> element set to the event IDPIN status event type needs to be notified. More than one event IDPIN status event type can be indicated;
2)	if the event IDPIN status event type includes "PINE management":
i)	shall include a <pine-management-type> element set to "PINE joins into a PIN" or "PINE leaves a PIN";
ii)	shall include a <pine-id> element set to the identity of the PEAE-C that joins into the PIN or leaves the PIN. More than one identity can be included within a same <pine-management-type> element;
iii)	may include a <pin-client-profile> element set to the PIN client profile of the PEAE-C if <pine-management-type> element is set to "PINE joins into a PIN". More than one PIN client profile can be included;
3)	if the event IDPIN status event type includes "PIN modification":
i)	may include a <pegc-id> element set to the identifier(s) of the PGAE-C(s) in the PIN;
ii)	may include a <pegc-address> element set to the IP address or port number for each PGAE-C respectively if <pegc-id> element is included;
iii)	may include a <access-control-info> element set to the access control information for each PGAE-C respectively if <pegc-id> element is included;
iv)	may include a <pemc-id> element set to the identifier(s) of the PMAE-C(s) in the PIN;
v)	may include a <pemc-address> element set to the IP address or port number for each PMAE-C respectively if <pemc-id> element is included;
4)	if the event IDPIN status event type includes "PIN profiles update":
i)	shall include a <pin-profile> element set to the PIN profile of the PIN; and
5)	if the event IDPIN status event type includes "PIN status update":
i)	shall include a <pin-status-type> element set to "PIN activation" or "PIN deactivation"; and
ii)	shall include a <dynamic-pin-profile> element set to the dynamic PIN profile of the PIN.
The PMAE-C shall send the generated HTTP POST request towards the receiving entity according to IETF RFC 7231 [4].

* * * End of Changes * * * *

