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1. Reason for Change
1st change:
TS 24.583 v0.2.0 has captured the PINE registration as a PEMC. Autually, if we look into TS 23.542, there are:
a)	direct registration that is for PEMC, PEGC, and PINE; and
b)	indirect registration that is for PEGC and PINE (i.e. via PEGC or PEMC).
There is no need to devide the case to register as a PEMC, register as a PEGC, or register as a PINE. So the architecture of this clause is proposed to restructured to the direct registration and indirect registration.
Besides, the name of requesting client is changed to requesting entity in clause 5.3.2 to capture all the possible cases.
2nd change:
the following highlighted element (i.e. port number, PINE capabilities, maximum number of PINEs) are added according to the 23.542 in the PINE registration request, and role of PEGC is added into PINE registration response message:
Table 8.4.2.3.2-1: PINE Registration request
	Information element
	Status
	Description

	UE Identifier
	M
	The identifier of the hosting UE (i.e. GPSI or identity token) of PINE/PEMC/PEGC

	Security credentials
	M
	Security credentials resulting from a successful authorization for the PIN service.

	MAC address
	O
	MAC address of the requested PINEs. 

	Vendor name 
	O
	The vendor name of the PINE

	Device description
	O
	Description of the device. 

	PINE Address
	O
	The IP address of PINE, if available. 

	Port number
	M
	Port number of PIN client on PINE/PEMC/PEGC to support PIN enabler layer communication.

NOTE: The port number is the port used by a PINE to expose a service within the PIN.

	PINE Capabilities
	O
	Identify whether the PINE is capable of becoming a PEMC, a PEGC or both.

	> Maximum number of PINEs (NOTE)
	O
	Indicates the maximum number of PINE that can be managed by the PEMC or PEGC

	NOTE:		Only present if PINE Capabilities is present.



Table 8.4.2.3.3-1: PINE Registration response
	Information element
	Status
	Description

	Successful response
	O
(see NOTE)
	Indicates that the PINE Registration request was successful.

	> PIN client ID
	M
	Identifier of the newly assigned PIN client ID to PINEs.

	> Role of PEMC
	O
	The UE identified by the GPSI has subscribed to be a PEMC. 

	> Role of PEGC
	O
	The UE identified by the GPSI has subscribed to be a PEGC. 

	Failure response
	O
(see NOTE)
	Indicates that the PIN registration request failed.

	> Cause
	M
	Provides the cause for PIN registration request failure.

	NOTE:	At least one of the IE shall be present.



2. Proposal
It is proposed to agree the following changes to 3GPP TS 24.583 v0.2.0.

[bookmark: _Hlk61529092]* * * First Change * * * *
[bookmark: _Toc136352538]5.3.1	General
The purpose of PIN Registration to PAE-S procedure is to register to PAE-S before consuming a certain PIN service for a PIN peer. 
The PIN Registration to PAE-S procedure is different for different PIN peers:
a)	for the PMAE-C, the PMAE-C directly registers to the PAE-S. The PAE-S allocates the PIN client ID to this PEAEPMAE-C and hence the PEAEPMAE-C receives the role of being PMAE-C in a PIN;
b)	for PGAE-C, the following procedures are supported:
1)	the PGAE-C directly registers to the PAE-S. The PAE-S allocates the PIN client ID to this PGAE-C; and
2)	the PMAE-C substitutes the PEAE-C or the PGAE-C to register to PAE-S. The PAE-S allocates the PIN client ID to this PEAEPGAE-C; and
c)	for PEAE-C, the following procedures are supported:
1)	the PEAE-C registers to the PAE-S via the PGAE-C. The PAE-S allocates the PIN client ID to this PEAE-C; and
2)	the PMAE-C substitutes the PEAE-C or the PGAE-C to register to PAE-S. The PAE-S allocates the PIN client ID to this PEAE-C.
The following procedures are defined for PIN Registration to PAE-S:
a)	Direct PIN registration to PAE-S as a PMAE-C as specified in clause 5.3.2; and
b)	Indirect PIN registration to PAE-S as a PGAE-C as specified in clause 5.3.3; and, 
wherein the direct PIN registration to PAE-S is for PIN peer that is able to communicate with PIN server directly (including PMAE-C, PGAE-C, and PEAE-C), and the indirect PIN registration to PAE-S is for PIN peer that is not able to communicate with PIN server directly (including PGAE-C and PEAE-C).
c)	PIN registration to PAE-S as a PEAE-C as specified in clause 5.3.4.
* * * Next Change * * * *
[bookmark: _Toc136352539]5.3.2	Direct PIN registration to PAE-S as a PMAE-C 
[bookmark: _Toc136352540][bookmark: _Hlk141115892]5.3.2.1	PEAE-CRequesting entity procedure
The requesting entity can be PMAE-C, PEAE-C, or PGAE-C.
When the requesting entityPEAE-C needs to register to the PAE-S directly, the requesting entityPEAE-C shall generate an HTTP POST request according to procedures as specified in IETF RFC 7231 [4]. In the HTTP POST request, the requesting entityPEAE-C:
a)	shall set the Request-URI to the URI of PAE-S;
b)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-registration-request-pemc> element in the <pinapp-info> root element and within the <pine-registration-request-pemc> element:
[bookmark: _Hlk131605449]1)	shall include a <ue-id> element set to the identity of the requesting entityPEAE-C (i.e. GPSI);
2)	shall include a <security-credentials> element set to the security credentials resulting from a successful authorization for a PIN service;
3)	shall include a <pin-id> element set to the identifier of the PIN that the PEAE-C intends to register as PMAE-C;
3)	shall include a <port-number> element set to the port number of the requesting entity;
34)	may include a <mac-address> element set to the MAC address of the requesting entityPEAE-C;
45)	may include a <vendor-name> element set to the vendor’s name of the requesting entityPEAE-C;
56)	may include a <device-description> element set to the description of the requesting entityPEAE-C; and
67)	may include a <pine-address> element set to the IP address of the requesting entityPEAE-C if available in the requesting entity;
8)	may include a <pine-capabilities> element set to capabilities information that whether the requesting entity is capable to act as a PMAE-C, a PGAE-C, or both; and
9)	may include a <maximum-number-of-pines> element set to the maximum number of the PEAE-C that can be managed by the requesting entity simultaneously (only for PMAE-C and PGAE-C).PEAE-C.
The requesting entityPEAE-C shall send the generated HTTP POST request towards the PAE-S according to IETF RFC 7231 [4].
Upon reception of an HTTP 200 (OK) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-registration-accept-pemc> element in the <pinapp-info> root element,
the requesting entityPEAE-C shall:
a)	if the requesting entity is registered as a PMAE-C based on the <role-of-pemc> element in the  <pine-registration-accept> element,  store the assigned PIN client ID and the assigned role precedence of PMAE-C (if available), and consider the direct PIN registration to PAE-S as a PMAE-C is complete. From this time onward, thethe PEAE-Crequesting entity may further initiate a PIN creation procedure as specified in clause 5.4.2acts as the PMAE-C in the PIN identified by the requested PIN ID;
b)	if the requesting entity is registered as a PGAE-C based on the <role-of-pegc> element in the <pine-registration-accept> element, store the assigned PIN client ID, and consider the direct PIN registration to PAE-S is complete. The requesting entity may initiate a PIN discovery procedure as specified in clause 5.4.4; and
c)	if the requesting entity is registered as a PEAE-C (i.e. not include the <pine-capabilities> element), store the assigned PIN client ID, and consider the direct PIN registration to PAE-S is complete. The requesting entity may initiate a PIN discovery procedure as specified in clause 5.4.4.
Upon reception of an HTTP 403 (Forbidden) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-registration-reject-pemc> element in the <pinapp-info> root element,
the requesting entityPEAE-C shall consider the direct PIN registration to PAE-S as a PMAE-C is rejected by the PAE-S.
* * * Next Change * * * *
[bookmark: _Toc136352541]5.3.2.2	PAE-S procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-registration-request-pemc> element in the <pinapp-info> root element,
[bookmark: _Hlk132828016]the PAE-S shall check whether the requesting entityPEAE-C identified by the GPSI <ue-id> element is authorized to be a PMAE-Cthe requested role of a PIN. 
If the PEAE-Crequesting entity identified by the <ue-id> elementGPSI is authorized to be a PMAE-Cthe requested role of a PIN, PAE-S shall:
a)	generate an HTTP 200 (OK) response according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the PMAE-CAE-S:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-registration-accept-pemc> element in the <pinapp-info> root element and within the <pine-registration-accept-pemc> element:
i)	shall include a <pin-client-id> element set to the assigned PIN client ID of the PEAE-Crequesting entity; and
ii)	may include a <role-precedence> element set to the assigned role precedence of the PEAE-C as the role of PMAE-C. In case if the PIN has already been created by other PMAE-C, the PEAE-C is assigned to the secondary PMAE-C irrespective of the role precedence requested by the PEAE-C;ii)	may include a <role-of-pemc> element set to indication that the requesting entity has successfully registered to be a PMAE-C; and
iii)	may include a <role-of-pegc> element set to indication that the requesting entity has successfully registered to be a PGAE-C; and
b)	send the HTTP 200 (OK) response towards the requesting entityPEAE-C.
If the requesting entityPEAE-C identified by the <ue-id> elementGPSI is not authorized to be the requested rolea PMAE-C of a PIN, PAE-S shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 7231 [4]. In the 403 (Forbidden) response message, the PMAE-CPAE-S:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-registration-reject-pemc> element in the <pinapp-info> root element and within the <pine-registration-reject-pemc> element:
i)	shall include a <cause> element set to an appropriate cause for direct PIN registration to PAE-S as a PMAE-C failure; and
b)	send the HTTP 403 (Forbidden) response towards the PEAE-Crequesting entity.
* * * Next Change * * * *
[bookmark: _Toc136352542]5.3.3	Indirect PIN registration to PAE-S as a PGAE-C
Editor's note: The PIN registration to PAE-S as a PGAE-C is FFS.The requesting entity can be PEAE-C or PGAE-C.
[bookmark: _Hlk141117504]5.3.3.1	Requesting entity procedure
The requesting entity can be PEAE-C or PGAE-C.
When the requesting entity needs to register to the PAE-S via PMAE-C or PGAE-C, the requesting entity shall generate an HTTP POST request according to procedures as specified in IETF RFC 7231 [4]. In the HTTP POST request, the requesting entity:
a)	shall set the Request-URI to the URI of receiving entity;
b)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-registration-request> element in the <pinapp-info> root element and within the <pine-registration-request> element:
1)	shall include a <ue-id> element set to the identity of the requesting entity (i.e. GPSI);
2)	shall include a <security-credentials> element set to the security credentials resulting from a successful authorization for a PIN service;
3)	shall include a <port-number> element set to the port number of the requesting entity;
4)	may include a <mac-address> element set to the MAC address of the requesting entity;
5)	may include a <vendor-name> element set to the vendor’s name of the requesting entity;
6)	may include a <device-description> element set to the description of the requesting entity;
7)	may include a <pine-address> element set to the IP address of the requesting entity if available in the requesting entity;
8)	may include a <pine-capabilities> element set to capabilities information that whether the requesting entity is capable to act as a PMAE-C, a PGAE-C, or both; and
9)	may include a <maximum-number-of-pines> element set to the maximum number of the PEAE-C that can be managed by the requesting entity simultaneously (only for PMAE-C and PGAE-C).
The requesting entity shall send the generated HTTP POST request towards the receiving entity according to IETF RFC 7231 [4].
Upon reception of an HTTP 200 (OK) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-registration-accept> element in the <pinapp-info> root element,
the requesting entity shall:
a)	if the requesting entity is registered as a PMAE-C based on the <role-of-pemc> element in the <pine-registration-accept> element, store the assigned PIN client ID, and consider the direct PIN registration to PAE-S is complete. The requesting entity could further initiate a PIN creation procedure as specified in clause 5.4.2;
b)	if the requesting entity is registered as a PGAE-C based on the <role-of-pegc> element in the <pine-registration-accept> element, store the assigned PIN client ID, and consider the direct PIN registration to PAE-S is complete. The requesting entity may initiate a PIN discovery procedure as specified in clause 5.4.4; and
c)	if the requesting entity is registered as a PEAE-C (i.e. not include the <pine-capabilities> element), store the assigned PIN client ID, and consider the direct PIN registration to PAE-S is complete. The requesting entity may initiate a PIN discovery procedure as specified in clause 5.4.4.
Upon reception of an HTTP 403 (Forbidden) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-registration-reject> element in the <pinapp-info> root element,
the requesting entity shall consider the PIN registration to PAE-S directly is rejected by the PAE-S.
5.3.3.2	Receiving entity procedure
The receiving entity can be PMAE-C or PGAE-C.
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-registration-request> element in the <pinapp-info> root element,
the receiving entity shall forward the received HTTP POST request message to PAE-S with changing the Request-URI to the URI of PAE-S.
Upon reception of one of the following:
a)	an HTTP 200 (OK) response message containing:
1)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-registration-accept> element in the <pinapp-info> root element; or
b)	an HTTP 403 (Forbidden) response message containing:
1)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-registration-reject> element in the <pinapp-info> root element,
the receiving entity shall forward the received HTTP POST response message to the requesting entity with changing the Request-URI to the URI of the requesting entity.
5.3.3.3	PAE-S procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-registration-request> element in the <pinapp-info> root element,
the PAE-S shall check whether the requesting entity identified by the <ue-id> element is authorized to be the requested role of a PIN. 
If the requesting entity identified by the <ue-id> element is authorized to be the requested role of a PIN, PAE-S shall:
a)	generate an HTTP 200 (OK) response according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the PAE-S:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-registration-accept> element in the <pinapp-info> root element and within the <pine-registration-accept> element:
i)	shall include a <pin-client-id> element set to the assigned PIN client ID of the requesting entity;
ii)	may include a <role-of-pemc> element set to indication that the requesting entity has successfully registered to be a PMAE-C; and
iii)	may include a <role-of-pegc> element set to indication that the requesting entity has successfully registered to be a PGAE-C; and
b)	send the HTTP 200 (OK) response towards the receiving entity.
If the requesting entity identified by the <ue-id> element is not authorized to be the requested role of a PIN, PAE-S shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 7231 [4]. In the 403 (Forbidden) response message, the PAE-S:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-registration-reject> element in the <pinapp-info> root element and within the <pine-registration-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN registration to PAE-S directly failure; and
b)	send the HTTP 403 (Forbidden) response towards the receiving entity.
* * * Next Change * * * *
[bookmark: _Toc136352543]5.3.4	PIN registration to PAE-S as a PEAE-C
Editor's note: The PIN registration to PAE-S as a PEAE-C is FFS.


* * * End of Changes * * * *

