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1. Abstract
This document discusses the issue in the decryption of UP-PRUK ID/CP-PRUK ID and Relay Service Code in PROSE DIRECT LINK ESTABLISHMENT REQUEST message for UE-to-Network Relay communication. It explains the rationale for the correction to retrieve keys for decryption proposed in C1-233607[1] for Rel-17 and C1-233608 for Rel-18[4].
2. Discussion
2.1 Introduction
For the UE-to-Network Relay communication, the UP-PRUK ID/CP-PRUK ID and Relay Service Code in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message are encrypted to protect UE privacy. Once receiving this message, the UE-to-Network Relay decrypts the confidentiality-protected IEs by using the corresponding DUCK or DUSK. Only if the decrypted Relay Service Code matches with the one that the target UE has sent during 5G ProSe UE-to-network relay discovery procedure, the link establishment procedure can be continued. However, how to retrieve the corresponding DUCK or DUSK for decryption is unclear in both TS 24.554 [2] and TS 33.503 [3], which may cause the failure of communication establishment.
2.2 Discussion
The 5G ProSe UE-to-Network relay discovery security parameters are provided by 5G PKMF or 5G DDNMF for each Relay Service Code, as specified in TS 24.554 [2].
b)	if the UE requests the 5G ProSe UE-to-network relay discovery security parameters for 5G ProSe remote UE:
1)	shall include the 5G ProSe UE-to-network relay discovery security parameters for 5G ProSe remote UE. In the 5G ProSe UE-to-network relay discovery security parameters for 5G ProSe remote UE, the 5G PKMF:
A)	shall include the expiration timer of the 5G ProSe UE-to-network relay discovery security parameters for 5G ProSe remote UE; and
B)	for each relay service code for which the UE is authorized to act as a 5G ProSe remote UE:
i)	if the requested model is not indicated in the PROSE_SECURITY_PARAM_REQUEST message or is set to "model A", may include the code-receiving security parameters for model A containing one or more of DUSK, DUIK and DUCK with associated encrypted bitmask;
ii)	if the requested model is not indicated in the PROSE_SECURITY_PARAM_REQUEST message or is set to "model B", may include the code-receiving security parameters for model B containing one or more of DUSK, DUIK and DUCK with associated encrypted bitmask and the code-sending security parameters for model B containing one or more of DUSK, DUIK and DUCK with associated encrypted bitmask; and
iii)	shall include the selected ciphering algorithm; and
Therefore, the 5G ProSe UE-to-Network relay discovery security parameters are associated with Relay Service Code, used for security protection of the specific UE-to-Network Relay service. For example, for the specific UE-to-Network Relay service, the Remote UE retrieves the DUCK or DUSK which is associated with the Relay Service Code, and encrypts the UP-PRUK ID/CP-PRUK ID and Relay Service Code in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message.
Observation 1: The 5G ProSe UE-to-Network relay discovery security parameters are associated with Relay Service Code. Based on the Relay Service Code, the UE can retrieve the corresponding DUCK or DUSK to encrypt the UP-PRUK ID/CP-PRUK ID and Relay Service Code in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message.
When receiving the protected PROSE DIRECT LINK ESTABLISHMENT REQUEST message, the UE-to-Network Relay performs the decryption procedure as specified in TS 24.554 [2] and TS 33.503 [3].
<TS 24.554>
If the PROSE DIRECT LINK ESTABLISHMENT REQUEST message is for 5G ProSe direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, the target UE shall verify the MIC field in the received PROSE DIRECT LINK ESTABLISHMENT REQUEST with the DUIK, if any, and decrypts the encrypted:
a)	relay service code; and
b)	UP-PRUK ID or CP-PRUK ID, if received,
using the DUCK, or DUSK with the associated encrypted bitmask used for 5G ProSe UE-to-network relay discovery (see clause 6.3.5.2 of 3GPP TS 33.503 [34]) and verifies if the relay service code matches with the one that the target UE has sent during 5G ProSe UE-to-network relay discovery procedure.
<TS 33.503>
The 5G ProSe UE-to-Network Relay shall decrypt the encrypted UP-PRUK ID/CP-PRUK ID and RSC as follows:
1)	If the UE is configured with DUCK, the DCR ciphering key KDCR is set to DUCK. If the UE is configured with DUSK but not DUCK, KDCR is set to DUSK. If the UE is neither configured with DUCK nor DUSK, the DCR message is not protected, and steps 2-3 are skipped.
2)	Set Keystream to DCR confidentiality keystream calculated using KDCR, UTC-based counter and RSC as described in clause A.5.
3)	XOR the first L bits of Keystream with the encrypted RSC where L is the length of the encrypted RSC, and XOR the remaining bits of Keystream with the encrypted UP-PRUK ID/CP-PRUK ID.
NOTE 2:	If UP-PRUK ID/CP-PRUK ID is in NAI format, decryption of the UP-PRUK ID//CP-PRUK ID is performed on the username part of the UP-PRUK ID/CP-PRUK ID.
Only the DUCK or DUSK corresponding to the specific UE-to-Network Relay service can successfully decrypt the received PROSE DIRECT LINK ESTABLISHMENT REQUEST message. However, the UE-to-Network Relay cannot retrieve the corresponding DUCK or DUSK by using the encrypted Relay Service Code. In addition, how to retrieve the corresponding DUCK or DUSK for decryption is unclear in both TS 24.554 [2] and TS 33.503 [3].
Observation 2: How to retrieve the corresponding DUCK or DUSK for decryption is unclear in both TS 24.554 [2] and TS 33.503 [3].
Question 1: How to retrieve the corresponding DUCK or DUSK to decrypt the PROSE DIRECT LINK ESTABLISHMENT REQUEST message?

How to retrieve the corresponding discovery security parameters is also needed for the Restricted UE-to-Network Relay discovery, i.e. the Discoveree UE/Discoverer UE shall use the corresponding DUCK to decrypt the message-specific confidentiality-protected portion. As specified in TS 24.554 [2], the Layer-2 ID can be used as the bridge, which links the specific Prose UE-to-Network Relay service with its corresponding DUCK.
Upon reception of a PROSE PC5 DISCOVERY message for UE-to-network relay discovery response along with the destination layer-2 ID which the UE is configure to respond for, for the target relay service code of the connectivity service which the UE is authorized to discover, the UE shall use the associated DUSK, if received from the 5G DDNMF or 5G PKMF (if security procedure over user plane for 5G ProSe UE-to-network relay is used) and the UTC-based counter obtained during the reception operation to unscramble the PROSE PC5 DISCOVERY message as described in 3GPP TS 33.503 [34]. Then, if a DUCK is received from the 5G DDNMF or 5G PKMF (if security procedure over user plane for 5G ProSe UE-to-network relay is used), the UE shall use the DUCK and the UTC-based counter to decrypt the configured message-specific confidentiality-protected portion, as described in 3GPP TS 33.503 [34]. Finally, if a DUIK is received from the 5G DDNMF or 5G PKMF (if security procedure over user plane for 5G ProSe UE-to-network relay is used), the UE shall use the DUIK and the UTC-based counter to verify the MIC field in the unscrambled PROSE PC5 DISCOVERY message for UE-to-network relay discovery response.
Observation 3: To decrypt the message-specific confidentiality-protected message in the UE-to-Network Relay Discovery, the DUCK is retrieved by the Remote UE and UE-to-Network Relay by using the destination Layer-2 ID.
Question 2: Can destination Layer-2 ID be re-used to retrieve the corresponding DUCK or DUSK to decrypt the PROSE DIRECT LINK ESTABLISHMENT REQUEST message?
3. Proposal
Proposal 1: Re-use the existing method and add the further description about how to retrieve the corresponding DUCK or DUSK as proposed in C1-233607[1] for Rel-17 and C1-233608 for Rel-18[4].
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