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* * * * * * FIRST CHANGE * * * * * *
[bookmark: _Toc20156589][bookmark: _Toc27501785][bookmark: _Toc45211952][bookmark: _Toc51933270][bookmark: _Toc114519871]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 24.379: "Mission Critical Push To Talk (MCPTT) call control Protocol specification".
[3]	IETF RFC 3550: "RTP: A Transport Protocol for Real-Time Applications".
[4]	3GPP TS 24.483: "Mission Critical Services (MCS) Management Object (MO)".
[5]	3GPP TS 23.379: "Functional architecture and information flows to support mission critical communication services; Stage 2".
[6]	3GPP TS 29.468: "Group Communication System Enablers for LTE (GCSE_LTE); MB2 Reference Point; Stage 3".
[7]	IETF RFC 5761: "Multiplexing RTP Data and Control Packets on a Single Port".
[8]	IETF RFC 3711: "The Secure Real-time Protocol (SRTP)"Void.
[9]	3GPP TS 25.446: "MBMS synchronization protocol (SYNC)".
[10]	3GPP TS 29.281: "General Packet Radio System (GPRS) Tunnelling Protocol User Plane (GTPv1-U)".
[11]	3GPP TS 24.008: "Mobile radio interface layer 3 specification; Core Network protocols; Stage 3".
[12]	3GPP TS 24.481: "Mission Critical Services (MCS) group management Protocol specification".
[13]	3GPP TS 24.484: "Mission Critical Services (MCS) configuration management protocol specification".
[14]	Void.
[15]	IETF RFC 3830: "MIKEY: Multimedia Internet KEYing".
[16]	IETF RFC 3711: "The Secure Real-time Transport Protocol (SRTP)".
[17]	IETF RFC 6509: "MIKEY-SAKKE: Sakai-Kashar Key Encryption in Multimedia Internet KEYing (MIKEY)".
[18]	3GPP TS 33.180: "Security of the mission critical service".
[19]	3GPP TS 23.032: "Universal Geographical Area Description (GAD)".
[20]	IETF RFC 5795: "The Robust Header Compression (ROHC) Framework".
[21]	IETF RFC 3095: "RObust Header Compression (ROHC): Framework and four profiles: RTP, UDP, ESP, and uncompressed".
[22]	IETF RFC 5225: "RObust Header Compression Version 2 (ROHCv2): Profiles for RTP, UDP, IP, ESP and UDP-Lite".
[23]	3GPP TS 23.280: "Common functional architecture to support mission critical services; Stage 2".
* * * * * * NEXT CHANGE * * * * * *
[bookmark: _Toc20156867][bookmark: _Toc27502063][bookmark: _Toc45212231][bookmark: _Toc51933549][bookmark: _Toc114520170]6.5.2.3.2	Preparing for the switch to non-controlling MCPTT function (Step 1)
When receiving a request from the application and signalling plane to prepare for merging with another group session, the floor control server:
1.	if in the 'G: taken' state, shall provide information about current speaker to the signalling and application plane;
NOTE:	The signalling and application plane will use the information about the current speaker to send a floor request in an SIP MESSAGE request as specified in 3GPP TS 24.379 [2].
2.	shall release the instant used for 'general floor control operation'; and
3.	shall for each MCPTT client in the MCPTT group controlled by the controlling MCPTT function and participating in the session:
a.	generate a random temporary identifier between '0' and '4294967295';
b.	store an association between the generated temporary identifier and the floor participant interface;
c.	store information about capabilities negotiated in the "mc_queueing" and "mc_priority" fmtp attributes as specified in clause 14;
d.	store information whether the MCPTT client requested privacy or not; and
e.	initiate an instance of the 'floor participant interface state transition' state machine as specified in clause 6.3.5.8.3.
* * * * * * NEXT CHANGE * * * * * *
[bookmark: _Toc20157153][bookmark: _Toc27502349][bookmark: _Toc45212517][bookmark: _Toc51933835][bookmark: _Toc114520463]10.1	General
A participating MCPTT function sending floor control messages and RTP media packets over a MBMS bearer shall support the procedures in the following clauses.
The MBMS bearer can be used for conversations in group calls. Prior to using the MBMS bearer the participating MCPTT function needs to activate the MBMS bearer and announce the MBMS bearer as described in clause 4.1.3.
Floor control messages and RTP media packets received over the MBMS subchannel are used as input to the floor participant state machine in the same way as floor control messages and RTP media packets received over the unicast bearer.
Media plane security procedures for media and floor control messages sent over the MBMS subchannels are specified in clause 13.
The participating MCPTT function can apply Robust header compression (ROHC) (see RFC 5795  [20]) before pushing packets to the BM-SC with MB2-U, or can request the BM-SC to apply ROHC, as described in 3GPP TS 29.468 [6].
* * * * * * NEXT CHANGE * * * * * *
[bookmark: _Toc20157181][bookmark: _Toc27502377][bookmark: _Toc45212545][bookmark: _Toc51933863][bookmark: _Toc114520491]10.4.1	General
Packet headers can be compressed with ROHC (ref. RFC 5795 [20]) when delivered over MBMS to save network resources.
The participating MCPTT function can apply ROHC before pushing packets to the BM-SC over the MB2-U interface, or can request the BM-SC to apply ROHC, as described in 3GPP TS 29.468 [6].
Header compression is done after media plane encryption and header decompression is done before media plane decryption.
Header compression supported profiles for MCPTT are profile 0x0101 for RTP/UDP/IP compression, specified in RFC 5225 [22], and profile 0x0000 for sending uncompressed packets, specified in RFC 3075 3095 [21]. MBMS subchannels encoded with profile 0x0101 use a distinct CID (ROHC context ID). One common CID may be used for all MBMS subchannels encoded with profile 0x0000.
Before establishing an MBMS bearer with header compression, the participating MCPTT function determines the value for the MAX_CID parameter (clause 5.1.2 in RFC 5795 [20]). If MAX_CID > 15 then the header compressor uses the large CID representation. Else, the header compressor uses the small CID representation.
Only the unidirectional mode of operation (clause 4.4.1 in IETF RFC 3095 [21]) is used for MCPTT over MBMS.
* * * * * * NEXT CHANGE * * * * * *

[bookmark: _Toc20157189][bookmark: _Toc27502385][bookmark: _Toc45212553][bookmark: _Toc51933871][bookmark: _Toc114520499]11.1.2	Timers in the off-network floor participant
The table 11.1.2-1 recommends timer values, describes the reason for starting the timer, normal stop and the action on expiry for the off-network floor participant procedures.
Table 11.1.2-1: Timers in the off-network floor participant
	Timer
	Timer value
	Cause of start
	Normal stop
	On expiry

	T201
(Floor Request)
	Default value:
40 milliseconds

Depends on the characteristic of the D2D. (D2D Side link period)

Configurable.

Set to the value of "/<x>/OffNetwork/Timers/T201" leaf node present in the UE initial configuration as specified in 3GPP TS 24.483. [4]

T201 shall permit only a certain number of retransmissions of the Floor Request message.
	When the floor participant sends a Floor Request message.
[bookmark: _MCCTEMPBM_CRPT89410117___4]
	Reception of a Floor Granted message or a Floor Deny message or a Floor Queue Position Info message or when the MCPTT user releases the PTT button.
	If the counter is less than the upper limit of C201, a new Floor Request message is sent and counter is incremented by 1.
When the limit in C201 is reached, the floor participant stops sending the Floor Request message.

	T203
(End of RTP media)
	Default value:
4 seconds.

Maximum value:
6 seconds.

Configurable.

Set to the value of "/<x>/OffNetwork/Timers/T203" leaf node present in the UE initial configuration as specified in 3GPP TS 24.483 [4].
	When the floor participant receives an RTP media packet.
T203 is also reset and started again every time an RTP media packet is received or
when the floor participant enters 'O: has no permission'
	Reception of a Floor Release message or a Floor Granted to me or
when the floor participant enters 'O: has permission'
	When T203 expires the floor participant concludes that there is no floor arbitrator at present.

	T204 (Floor Queue Position Request)
	Default value:
80 milliseconds.

Depends on the characteristic of the D2D. (D2D Side link period*2).

T204 shall permit only a certain number of retransmissions of the Floor Queue Position Request message.

Configurable.

Set to the value of "/<x>/OffNetwork/Timers/T204" leaf node present in the UE initial configuration as specified in 3GPP TS 24.483 [4].
	When the floor participant sends a Floor Queue Position Request message.
	Reception of the Floor Queue Position Info message.
	If the counter is less than the upper limit of C204, a new Floor Queue Position Request message is sent and counter is incremented by 1.
When the limit in C204 is reached, the floor participant stops sending the Floor Queue Position Request message. 

	T205 (Floor Granted)
	Default value:
80 milliseconds.

Depends on the characteristic of the D2D. (D2D Sidelink period*2).

Configurable.

Set to the value of "/<x>/OffNetwork/Timers/T205" leaf node present in the UE initial configuration as specified in 3GPP TS 24.483 [4].

T205 shall permit only a certain number of retransmissions of the Floor Granted message.
	When the floor arbitrator grants the permission to send media to a floor participant, which was a pre-empting floor request or was in its queue when the PTT button was released.
	Reception of an RTP media packet from granted floor participant in 'O: pending granted'
	If the counter is less than the upper limit of C205, a new Floor Granted message is sent and counter is incremented by 1.
When the limit in C205 is reached, the floor arbitrator stops sending the Floor Granted message.

	Timer T206 (Stop talking warning)
	Default value:
27 seconds.

Configurable.

Set to X-Y, where X is the value of "/<x>/OffNetwork/TransmitTimeout" and Y is the value "/<x>/OffNetwork/TransmissionWarning" of leaf nodes present in the UE service configuration as specified in 3GPP TS 24.483 [4].
	When the MCPTT client starts sending the RTP media packets.

	When the MCPTT user releases the PTT button.
	Start timer T207 (Stop talking)

	Timer T207 (Stop talking)
	Default value:
3 seconds.

Configurable.

Set to the value of "/<x>/OffNetwork/TransmissionWarning" leaf node present in the service configuration as specified in 3GPP TS 24.483 [4].
	Expiry of timer T206 (Stop talking warning)
	When the MCPTT user releases the PTT button.
	If the value of "/<x>/<x>/OffNetwork/QueueUsage" leaf node present in the group configuration as specified in 3GPP TS 24.483 [4] is set to "true" and queue is not empty, grant to the next MCPTT user in the queue.
Otherwise, release the floor. 

	T230
(Inactivity)
	Default value:
600 seconds.

Value should be more than T203.

Configurable.

For group calls:
Set to the value of "/<x>/<x>/OffNetwork/HangTime" leaf node present in the group configuration as specified in 3GPP TS 24.483 [4].

For private calls:
Set to the value of "/<x>/OffNetwork/PrivateCall/HangTime" leaf node present in the service configuration as specified in 3GPP TS 24.483 [4].
	When the floor participant enters 'O: silence' state.
	A floor control message or media is received.
	The floor control entity is released.

	T233 (Pending user action)
	Default value:
3 seconds.

Maximum value:
5 seconds.

Configurable.

Set to the value of "/<x>/OffNetwork/Timers/T233" leaf node present in the UE initial configuration as specified in 3GPP TS 24.483 [4].

The total time (T205*C205+ T233) during which the floor arbitrator retransmits Floor Granted message and waits for user to accept floor should be less than T203.
	Reception/Transmission of Floor Granted message for a queued request.
	When a floor participant in 'O: queued' state pushes PTT button.

Reception of RTP media packet from granted floor participant in 'O: pending granted'
	Assume the participant is out of coverage or does not want to speak anymore. Grant to next in queue if any, otherwise assume silence.



* * * * * * NEXT CHANGE * * * * * *
[bookmark: _Toc20157205][bookmark: _Toc27502401][bookmark: _Toc45212569][bookmark: _Toc51933887][bookmark: _Toc114520515]13.1	General
Media plane security provides integrity and confidentiality protection of individual media streams and media plane control messages in MCPTT sessions.
The media plane security is based on 3GPP MCPTT security solution including key management and end-to-end media and floor control messages protection as defined in 3GPP TS 33.180 [18].
Various keys and associated key identifiers protect:
1.	RTP transported media;
2.	RTCP transported media control messages (i.e. RTCP SR packets, RTCP RR packets, RTCP SDES packets);
3.	RTCP APP transported floor control messages;
4.	RTCP APP transported pre-established session call control messages; and
5.	RTCP APP transported MBMS subchannel control messages.
In an on-network group call of an MCPTT group which is not a constituent MCPTT group of a temporary MCPTT group:
1.	if protection of media is negotiated, the GMK and the GMK-ID of the MCPTT group protect the media sent and received by an MCPTT clients;
2.	if protection of floor control messages sent using unicast between the MCPTT client and the participating MCPTT function serving the MCPTT client is negotiated, the CSK and the CSK-ID protect the floor control messages sent and received using unicast by the MCPTT client and by a participating MCPTT function;
3.	if protection of floor control messages sent over the MBMS subchannel from the participating MCPTT function to the served MCPTT clients is required:
A)	if a MuSiK and a MuSiK-ID are associated with the on-network group call, the MuSiK and the MuSiK-ID associated with the on-network group call protect the floor control messages sent over the MBMS subchannel from the participating MCPTT function to the served MCPTT clients; and
B)	if a MuSiK and a MuSiK-ID are not associated with the on-network group call, the MKFC and the MKFC-ID of the MCPTT group protect the floor control messages sent over the MBMS subchannel from the participating MCPTT function to the served MCPTT clients;
NOTE 1:	If protection of floor control messages sent over the MBMS subchannel from the participating MCPTT function to the served MCPTT clients is required and the participating MCPTT function is compliant to Release 14 of the present document, a MuSiK and a MuSiK-ID are always associated with the on-network group call.
4.	if protection of floor control messages between the participating MCPTT function and the controlling MCPTT function is negotiated, the SPK and the SPK-ID protect the floor control messages sent and received between the participating MCPTT function and the controlling MCPTT function;
5.	if protection of media control messages sent using unicast between the MCPTT client and the participating MCPTT function serving the MCPTT client is negotiated, the CSK and the CSK-ID protect the media control messages sent and received using unicast by the MCPTT client and by a participating MCPTT function; and
6.	if protection of media control messages between the participating MCPTT function and the controlling MCPTT function is negotiated, the SPK and the SPK-ID protect the media control messages sent and received between the participating MCPTT function and the controlling MCPTT function.
In an on-network group call of an MCPTT group which is a constituent MCPTT group of a temporary MCPTT group:
1.	if protection of media is negotiated, the GMK and the GMK-ID of the temporary MCPTT group protect the media sent and received by an MCPTT client;
2.	if protection of floor control messages sent using unicast between the MCPTT client and the participating MCPTT function serving the MCPTT client is negotiated, the CSK and the CSK-ID protect the floor control messages sent and received using unicast by the MCPTT client and by the participating MCPTT function;
3.	if protection of floor control messages sent over the MBMS subchannel from the participating MCPTT function to the served MCPTT clients is required:
A)	if a MuSiK and a MuSiK-ID are associated with the on-network group call, the MuSiK and the MuSiK-ID associated with the on-network group call protect the floor control messages sent over the MBMS subchannel from the participating MCPTT function to the served MCPTT clients; and
B)	if a MuSiK and a MuSiK-ID are not associated with the on-network group call, the MKFC and the MKFC-ID of the temporary MCPTT group protect the floor control messages sent over the MBMS subchannel from the participating MCPTT function to the served MCPTT clients;
NOTE 2:	If protection of floor control messages sent over the MBMS subchannel from the participating MCPTT function to the served MCPTT clients is required and the participating MCPTT function is compliant to Release 14 of the present document, a MuSiK and a MuSiK-ID are always associated with the on-network group call.
4.	if protection of floor control messages between the participating MCPTT function and the non-controlling MCPTT function is negotiated, the SPK and the SPK-ID protect the floor control messages sent and received between the participating MCPTT function and the non-controlling MCPTT function;
5.	if protection of floor control messages between the non-controlling MCPTT function and the controlling MCPTT function is negotiated, the SPK and the SPK-ID protect the floor control messages sent and received between the non-controlling MCPTT function and the controlling MCPTT function;
6.	if protection of media control messages sent using unicast between the MCPTT client and the participating MCPTT function serving the MCPTT client is negotiated, the CSK and the CSK-ID protect the media control messages sent and received using unicast by the MCPTT client and by a participating MCPTT function;
7.	if protection of media control messages between the participating MCPTT function and the non-controlling MCPTT function is negotiated, the SPK and the SPK-ID protect the media control messages sent and received between the participating MCPTT function and the non-controlling MCPTT function; and
8.	if protection of media control messages between the non-controlling MCPTT function and the controlling MCPTT function is negotiated, the SPK and the SPK-ID protect the media control messages sent and received between the non-controlling MCPTT function and the controlling MCPTT function.
In an on-network private call:
1.	if protection of media is negotiated, the PCK and the PCK-ID protect media sent and received by the MCPTT clients;
2.	if protection of floor control messages sent using unicast between the MCPTT client and the participating MCPTT function serving the MCPTT client is negotiated, the CSK and the CSK-ID protect the floor control messages sent and received by the MCPTT client and by the participating MCPTT function;
3.	if protection of floor control messages between the participating MCPTT function and the controlling MCPTT function is negotiated, the SPK and the SPK-ID protect the floor control messages sent and received between the participating MCPTT function and the controlling MCPTT function;
4.	if protection of media control messages sent using unicast between the MCPTT client and the participating MCPTT function serving the MCPTT client is negotiated, the CSK and the CSK-ID protect the media control messages sent and received using unicast by the MCPTT client and by a participating MCPTT function; and
5.	if protection of media control messages between the participating MCPTT function and the controlling MCPTT function is negotiated, the SPK and the SPK-ID protect the media control messages sent and received between the participating MCPTT function and the controlling MCPTT function.
In an off-network group call of an MCPTT group:
1.	if protection of media is announced, the GMK and the GMK-ID of the MCPTT group protect the media sent and received by an MCPTT client;
2.	if protection of floor control messages is announced, the GMK and the GMK-ID of the MCPTT group protect the floor control messages sent and received by an MCPTT client; and
3.	if protection of media control messages is announced, the GMK and the GMK-ID of the MCPTT group protect the media sent and received by an MCPTT client.
In an off-network private call:
1.	if protection of media is negotiated, the PCK and the PCK-ID protect media sent and received by an MCPTT client;
2.	if protection of floor control messages is negotiated, the PCK and the PCK-ID protect floor control messages sent and received by an MCPTT client; and
3.	if protection of media control messages is negotiated, the PCK and the PCK-ID protect media control messages and received by an MCPTT client.
In an pre-established session, if the pre-established session call control messages between the MCPTT client and the participating MCPTT function serving the MCPTT client are negotiated to be protected, the CSK and the CSK-ID protect the pre-established session call control messages sent and received by the MCPTT client and by the participating MCPTT function serving the MCPTT client.
If protection of MBMS subchannel control messages sent over the general purpose MBMS subchannel of an MBMS bearer is required, the MSCCK and the MSCCK-ID associated with the MBMS bearer protect the MBMS subchannel control messages sent over the general purpose MBMS subchannel of the MBMS bearer by the participating MCPTT function to the MCPTT client.
The GMK and the GMK-ID are distributed to the MCPTT clients using the group document subscription and notification procedure specified in 3GPP TS 24.481 [12].
The CSK and the CSK-ID are generated by the MCPTT client and provided to the participating MCPTT function serving the MCPTT client using SIP signalling according to 3GPP TS 24.379 [2].
The MKFC and the MKFC-ID are distributed to the MCPTT clients using the group document subscription and notification procedure specified in 3GPP TS 24.481 [12]. The MKFC and the MKFC-ID are distributed to the controlling MCPTT function using the group document subscription and notification procedure specified in 3GPP TS 24.481 [12] and the controlling MCPTT function provides the MKFC and the MKFC-ID to the participating MCPTT function using SIP signalling according to 3GPP TS 24.379 [2].
The SPK and the SPK-ID are configured in the participating MCPTT function, the controlling MCPTT function and the non-controlling MCPTT function.
The PCK and the PCK-ID are generated by the MCPTT client initiating the private call and provided to the MCPTT client receiving the private call using SIP signalling according to 3GPP TS 24.379 [2], using Connect message described in clause 8.3.4 or using MONP signalling according to 3GPP TS 24.379 [2].
The MSCCK and the MSCCK-ID associated with an MBMS bearer are generated by the participating MCPTT function which activated the MBMS bearer and are provided to one or more served MCPTTs clients using SIP signalling according to 3GPP TS 24.379 [2].
The MuSiK and the MuSiK-ID are associated with the on-network group call according to 3GPP TS 24.379 [42].
* * * * * * NEXT CHANGE * * * * * *
[bookmark: _Toc20157210][bookmark: _Toc27502406][bookmark: _Toc45212574][bookmark: _Toc51933892][bookmark: _Toc114520520]13.3.3	The MCPTT client
The MCPTT client:
1.	in an on-network group call of an MCPTT group which is not a constituent MCPTT group of a temporary MCPTT group:
A)	if protection of media is negotiated and the GMK and the GMK-ID of the MCPTT group were received using the group document subscription and notification procedure specified in 3GPP TS 24.481 [12] for the MCPTT group:
i)	shall encrypt sent media according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in clause 13.2; and
ii)	shall decrypt received media according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in clause 13.2;
B)	if protection of floor control messages sent using unicast is negotiated and the CSK and the CSK-ID were sent to the participating MCPTT function using SIP signalling according to 3GPP TS 24.379 [2]:
i)	shall encrypt floor control messages sent using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in clause 13.2; and
ii)	shall decrypt floor control messages received using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in clause 13.2;
C)	if protection of floor control messages sent over the MBMS subchannel from the participating MCPTT function to the served MCPTT clients is required:
i)	if a MuSiK and a MuSiK-ID are associated with the on-network group call, shall decrypt floor control messages received over the MBMS subchannel for floor control messages according to IETF RFC 3711 [16] and 3GPP TS 33.180 [1418] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the MuSiK and the MuSiK-ID associated with the on-network group call as specified in clause 13.2; and
ii)	if a MuSiK and a MuSiK-ID are not associated with the on-network group call and the MKFC and the MKFC-ID of the MCPTT group were received using the group document subscription and notification procedure specified in 3GPP TS 24.481 [12] for the MCPTT group, shall decrypt floor control messages received over the MBMS subchannel for floor control messages according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the MKFC and MKFC-ID as specified in clause 13.2; and
NOTE 1:	The MCPTT client can receive floor control messages encrypted using SRTP-MK, SRTP-MS and SRTP-MKI generated using the MKFC and MKFC-ID from a participating MCPTT function compliant only to Release 13 of the present document.
D)	if protection of media control messages sent using unicast between the participating MCPTT function and the MCPTT client is negotiated and the CSK and the CSK-ID were sent to the participating MCPTT function using SIP signalling according to 3GPP TS 24.379 [2]:
i)	shall encrypt media control messages sent using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in clause 13.2; and
ii)	shall decrypt media control messages received using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in clause 13.2;
2.	in an on-network group call of an MCPTT group which is a constituent MCPTT group of a temporary MCPTT group:
A)	if protection of media is negotiated and the GMK and the GMK-ID of the temporary MCPTT group were received using the group document subscription and notification procedure specified in 3GPP TS 24.481 [12] for the constituent MCPTT group:
i)	shall encrypt sent media according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID of the temporary MCPTT group as specified in clause 13.2; and
ii)	shall decrypt received media according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID of the temporary MCPTT group as specified in clause 13.2;
B)	if protection of floor control messages sent using unicast is negotiated and the CSK and the CSK-ID were sent to the participating MCPTT function using SIP signalling according to 3GPP TS 24.379 [2]:
i)	shall encrypt floor control messages sent using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in clause 13.2; and
ii)	shall decrypt floor control messages received using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in clause 13.2;
C)	if protection of floor control messages sent over the MBMS subchannel from the participating MCPTT function to the served MCPTT clients is required:
i)	if a MuSiK and a MuSiK-ID are associated with the on-network group call, shall decrypt floor control messages received over the MBMS subchannel for floor control messages according to IETF RFC 3711 [16] and 3GPP TS 33.180 [1418] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the MuSiK and the MuSiK-ID associated with the on-network group call as specified in clause 13.2; and
ii)	if a MuSiK and a MuSiK-ID are not associated with the on-network group call and the MKFC and the MKFC-ID of the temporary MCPTT group were received using the group document subscription and notification procedure specified in 3GPP TS 24.481 [12] for the constituent MCPTT group, shall decrypt floor control messages received over the MBMS subchannel for floor control messages according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the MKFC and MKFC-ID of the temporary MCPTT group as specified in clause 13.2; and
NOTE 2:	The MCPTT client can receive floor control messages encrypted using SRTP-MK, SRTP-MS and SRTP-MKI generated using the MKFC and MKFC-ID from a participating MCPTT function compliant only to Release 13 of the present document.
D)	if protection of media media control messages sent using unicast between the participating MCPTT function and the MCPTT client is negotiated and the CSK and the CSK-ID were sent to the participating MCPTT function using SIP signalling according to 3GPP TS 24.379 [2]:
i)	shall encrypt media control messages sent using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in clause 13.2;
ii)	shall decrypt media control messages received using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in clause 13.2;
3.	in an on-network private call:
A)	if:
i)	protection of media is negotiated in originating call and the PCK and the PCK-ID were sent to the remote MCPTT client using SIP signalling according to 3GPP TS 24.379 [2]; or
ii)	protection of media is negotiated in terminating call and the PCK and the PCK-ID were received from the remote MCPTT client using SIP signalling according to 3GPP TS 24.379 [2];
	then:
i)	shall encrypt sent media according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in clause 13.2; and
ii)	shall decrypt received media according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in clause 13.2; 
B)	if protection of floor control messages is negotiated and the CSK and the CSK-ID were sent to the participating MCPTT function using SIP signalling according to 3GPP TS 24.379 [2]:
i)	shall encrypt sent floor control messages according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in clause 13.2; and
ii)	shall decrypt received floor control messages according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in clause 13.2; and
D)	if protection of media media control messages sent using unicast between the participating MCPTT function and the MCPTT client is negotiated and the CSK and the CSK-ID were sent to the participating MCPTT function using SIP signalling according to 3GPP TS 24.379 [2]:
i)	shall encrypt media control messages sent using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in clause 13.2; and
ii)	shall decrypt media control messages received using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in clause 13.2;
4.	in an off-network group call of an MCPTT group:
A)	if protection of media is announced and the GMK and GMK-ID of the MCPTT group were received when on-network using the group document subscription and notification procedure specified in 3GPP TS 24.481 [12] for the MCPTT group:
i)	shall encrypt sent media according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in clause 13.2; and
ii)	shall decrypt received media according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in clause 13.2;
B)	if protection of floor control messages is announced and the GMK and the GMK-ID of the MCPTT group were received when on-network using the group document subscription and notification procedure specified in 3GPP TS 24.481 [12] for the MCPTT group:
i)	shall encrypt sent floor control messages according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in clause 13.2; and
ii)	shall decrypt received floor control messages according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in clause 13.2; and
C)	if protection of media control messages is announced and the GMK and GMK-ID of the MCPTT group were received when on-network using the group document subscription and notification procedure specified in 3GPP TS 24.481 [12] for the MCPTT group:
i)	shall encrypt sent sent media control messages according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in clause 13.2; and
ii)	shall decrypt received received media control messages according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in clause 13.2;
5.	in an off-network private call:
A)	if:
i)	protection of media is negotiated in originating call and the PCK and the PCK-ID were sent to the remote MCPTT client using MONP signalling according to 3GPP TS 24.379 [2]; or
ii)	protection of media is negotiated in terminating call and the PCK and the PCK-ID were received from the remote MCPTT client using MONP signalling according to 3GPP TS 24.379 [2];
	then:
i)	shall encrypt sent media according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in clause 13.2; and
ii)	shall decrypt received media according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in clause 13.2;
B)	if:
i)	protection of floor control messages is negotiated in originating call and the PCK and the PCK-ID were sent to the remote MCPTT client using MONP signalling according to 3GPP TS 24.379 [2]; or
ii)	protection of floor control messages is negotiated in terminating call and the PCK and the PCK-ID were received from the remote MCPTT client using MONP signalling according to 3GPP TS 24.379 [2].
	then:
i)	shall encrypt sent floor control messages according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in clause 13.2; and
ii)	shall decrypt received floor control messages according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK -ID as specified in clause 13.2; and
C)	if:
i)	protection of media control messages is negotiated in originating call and the PCK and the PCK-ID were sent to the remote MCPTT client using MONP signalling according to 3GPP TS 24.379 [2]; or
ii)	protection of media control messages is negotiated in terminating call and the PCK and the PCK-ID were received from the remote MCPTT client using MONP signalling according to 3GPP TS 24.379 [2];
	then:
i)	shall encrypt sent sent media control messages according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in clause 13.2; and
ii)	shall decrypt received received media control messages according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in clause 13.2;
6.	if protection of pre-established session control messages is negotiated and the CSK and the CSK-ID were sent to the participating MCPTT function using SIP signalling according to 3GPP TS 24.379 [2]:
A)	shall encrypt sent pre-established session call control messages according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in clause 13.2; and
B)	shall decrypt received pre-established session call control messages according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in clause 13.2; and
6.	if the MSCCK and the MSCCK-ID associated with the MBMS bearer were received from the participating MCPTT function using SIP signalling according to 3GPP TS 24.379 [2]:
A)	shall decrypt MBMS subchannel control messages specified in clause 8.4 received over the general purpose MBMS subchannel of the MBMS bearer according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the MSCCK and MSCCK-ID associated with the MBMS bearer as specified in clause 13.2.
* * * * * * NEXT CHANGE * * * * * *
[bookmark: _Toc20157262][bookmark: _Toc27502458][bookmark: _Toc45212627][bookmark: _Toc51933945][bookmark: _Toc114520575]Annex B (informative):
Media encapsulation for end-to-end distribution using MBMS bearers
Table B-1 shows specific header field values of the media plane packet from the originating MCPTT client, starting with the codec payload to the MCPTT server, from where it is distributed in downlink via IP multicast over MBMS to the terminating MCPTT clients. Each line represents a logical or physical "Entity" which handles the incoming packet (or generated packet for the first line) and passes it to the next "Entity" via the interface "Reference Point" indicated in this line. Additional entries of the line represent specific parts of the packet when it is put to the "Reference Point" by the "Entity". The rightmost column is the inner part of the packet. The parameters indicated in a column indicate the value of specific information elements set by the "Entity" in the header encapsulating all the parts to the right of the column. 
All shown IP addresses (as s= for the source address and as d= as the destination address) can be IPv4 or IPv6 and are considered routable as necessary and distinct from each other within the same domain if they have different designations: it is up to the implementations to handle local IP addresses, perform NAT or use additional tunnelling. UDP ports of different designations correspond to potentially different port numbers. The UDP port numbers are designated as capital letter within squared brackets.
The unicast IP address IP1 and the sending UDP port [A] of the originator UE are as specified in the SDP during the most recent setup for the SIP session which precedes the MBMS distribution of MCPTT traffic. The multicast IP address IP5m and the associated receiving UDP port [H] used for the distribution of media packets are provided to the terminating MCPTT clients via MCPTT signalling.
The SSRC is set to a value that uniquely identifies the originating MCPTT client during the (S)RTP session, in accordance to IETF RFC 3550 [3] and IETF RFC 3711 [816].
The inner IP header, inner UDP port and (S) RTP header may be compressed with ROHC as specified in clause 10.4.
Table B-1 Media encapsulation for end-to-end distribution using downlink MBMS bearers
	System
	Entity
	Reference Points
	Media encapsulation for transmission (unicast uplink / MBMS downlink)

	



	outer IP header
	outer UDP port
	
	
	inner IP header
	inner UDP port
	(S)RTP
	Payload

	



Originating
	Codec
	<internal>
	
	
	
	
	
	
	
	Codec payload

	
	MCPTT client (IP1)
	Unicast uplink 
(Uu-> S1-U 
-> S5 -> SGi)
	
	
	
	
	s= IP1
d= IP2
	[A]
[B]
	SSRC= unique id

	(as above)


	
	MCPTT function (participating) (IP2)
	MCPTT-3
	
	
	
	
	s= IP2
d= IP3
	[C]
[D]
	(as above)
	(as above)

	Controlling
	MCPTT function (controlling) (IP3)
	MCPTT-3
	
	
	
	
	s= IP3
d= IP4
	[E]
[F]
	(as above)
	(as above)

	




Terminating
	MCPTT function (participating) (IP4)
	MB2-U (NOTE 1)
	s= IP4
d= IP6 
	[I]
[J]
	
	
	s= IP4
d= IP5m
	[G]
[H]
	(as above)
	(as above)

	
	BM-SC (IP6)
	SGimb
	s= IP6
d= IP8
	[K]
[L]
	
	SYNC header
(NOTE 4)
	(as above)
	(as above)
	(as above)
	(as above)

	
	MBMS-GW (IP8)
	M1
	s= IP8
d=IP7m
	[M]
[N]
	GTP-U (NOTE 5)
	(as above)
	(as above)
	(as above)
	(as above)
	(as above)

	
	eNB (IP7m)
(NOTE 2)
	Uu downlink (MBMS)
	
	
	
	
	(as above)
	(as above)
	(as above)
	(as above)

	
	MCPTT client (IP5m)
(NOTE 3)

	<internal>

	
	
	
	
	
	
	(as above)

	(as above)


	
	Codec
	
	
	
	
	
	
	
	
	(as above)

	NOTE 1:	IP6 and [J] are provided to the participating MCPTT function by the BM-SC over MB2-C reference point during the MBMS bearer activation procedure.
NOTE 2:	IP7m is given to eNBs when they are informed that the activated MBMS Bearer will be transmitted by them. Then the eNBs join this IP multicast address.
NOTE 3:	The terminating MCPTT client starts listening for traffic on IP5m and [H] when the group/media stream is mapped to this multicast IP address and port number respectively, via MCPTT signalling (Map Group To Bearer message).
NOTE 4:	Specified in 3GPP TS 25.446 [9].
NOTE 5:	Specified in 3GPP TS 29.281 [10].



* * * * * * END OF CHANGES * * * * * *
