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* * * First Change * * * *

2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.434: "Service Enabler Architecture Layer for Verticals (SEAL); Functional architecture and information flows;".
[3]	IETF RFC 4825: "The Extensible Markup Language (XML) Configuration Access Protocol (XCAP)".
[4]	OMA OMA-TS-XDM_Group-V1_1_1-20170124-A: "Group XDM Specification".
[5]	3GPP TS 24.547: "Identity management - Service Enabler Architecture Layer for Verticals (SEAL); Protocol specification;".
[6]	IETF RFC 6750: "The OAuth 2.0 Authorization Framework: Bearer Token Usage".
[7]	OMA OMA-SUP-XSD_poc_listService-V1_0: "PoC - List Service", version 1.0.
[8]	OMA OMA-SUP-XSD_xdm_extensions-V1_0: "XML Schema Definition: XDM Extensions", version 1.0.
[9]	OMA OMA-SUP-XSD_xdm2_1_extensions-V1_0: "XML Schema Definition: XDM 2.1 – Extensions", version 1.0.
[10]	IETF RFC 7159: "The JavaScript Object Notation (JSON) Data Interchange Format".
[11]	3GPP TS 24.229: "IP multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3".
[bookmark: definitions][bookmark: _Toc25305661][bookmark: _Toc26190237][bookmark: _Toc26190830][bookmark: _Toc34062134][bookmark: _Toc34394575][12]	IETF RFC 5875: "An Extensible Markup Language (XML) Configuration Access Protocol (XCAP) Diff Event Package".
[13]	IETF RFC 6050 (November 2010): "A Session Initiation Protocol (SIP) Extension for the Identification of Services".
[14]	IETF RFC 6665 (July 2012): "SIP-Specific Event Notification".
[15]	IETF RFC 7252: "The Constrained Application Protocol (CoAP)".
[16]	IETF RFC 7959: "Block-Wise Transfers in the Constrained Application Protocol (CoAP) ".
[17]	IETF RFC 7641: "Observing Resources in the Constrained Application Protocol (CoAP)".
[18]	IETF RFC 8323: "CoAP (Constrained Application Protocol) over TCP, TLS, and WebSockets".
[19]	IETF RFC 8949: "Concise Binary Object Representation (CBOR)".
[20]	IETF RFC 9177Internet draft draft-ietf-core-new-block-14: "Constrained Application Protocol (CoAP) Block- Wise Transfer Options Supporting Robust Transmission".
[21]	IETF RFC 8610: "Concise Data Definition Language (CDDL): A Notational Convention to Express Concise Binary Object Representation (CBOR) and JSON Data Structures".
[22]	Constrained RESTful Environments (CoRE) Parameters at IANA, https://www.iana.org/assignments/core-parameters/core-parameters.xhtml.
[23]	3GPP TS 24.546: "Configuration management - Service Enabler Architecture Layer for Verticals (SEAL); Protocol specification".

* * * Next Change * * * *

[bookmark: _Toc25305666][bookmark: _Toc26190242][bookmark: _Toc26190835][bookmark: _Toc34062139][bookmark: _Toc34394580][bookmark: _Toc45274384][bookmark: _Toc51932923][bookmark: _Toc58513650][bookmark: _Toc92304717][bookmark: _Toc123645196]5.1	SEAL group management client (SGM-C)
[bookmark: _Toc25305667][bookmark: _Toc26190243][bookmark: _Toc26190836][bookmark: _Toc34062140][bookmark: _Toc34394581][bookmark: _Toc45274385][bookmark: _Toc51932924][bookmark: _Toc58513651][bookmark: _Toc92304718]The SGM-C is a functional entity that acts as the application client for management of groups.
To be compliant with the HTTP procedures in the present document, a SGM-C:
-	shall support the role of XCAP client as specified in IETF RFC 4825 [3];
-	shall support the role of XDMC as specified in OMA OMA-TS-XDM_Group-V1_1_1 [4];
-	shall support the procedure in clause 6.2.2;
-	shall support the procedure in clause 6.2.3;
-	shall support the procedure in clause 6.2.4;
-	shall support the procedure in clause 6.2.5;
-	shall support the procedure in clause 6.2.6;
-	shall support the procedure in clause 6.2.7; and
-	shall support the procedure in clause 6.2.8;
-	shall support the procedure in clause 6.2.10; and
-	shall support the procedure in clause 6.2.11.
To be compliant with the CoAP procedures in the present document the SGM-C:
-	shall support the role of CoAP client as specified in IETF RFC 7252 [15];
-	shall support the capability to observe resources as specified in IETF RFC 7641 [17];
-	shall support the block-wise transfer as specified in IETF RFC 7959 [16];
-	may support the robust block transfer as specified in IETF  RFC 9177 draft draft-ietf-core-new-block-14 [20];
-	should support CoAP over TCP and Websocket as specified in IETF RFC 8323 [18];
-	shall support CBOR encoding as specified in IETF RFC 8949 [19];
-	shall support the procedures in clause 6.2.2;
-	shall support the procedure in clause 6.2.3;
-	shall support the procedure in clause 6.2.4;
-	shall support the procedure in clause 6.2.5;
-	shall support the procedure in clause 6.2.6;
-	shall support the procedure in clause 6.2.7; and
-	shall support the procedure in clause 6.2.8;
-	shall support the procedure in clause 6.2.9;
-	shall support the procedure in clause 6.2.10; and
-	shall support the procedure in clause 6.2.11.
NOTE 1:	The security mechanism to be supported for the CoAP procedures is described in 3GPP TS 24.547 [5].
NOTE 2:	Support for TCP for the CoAP procedures is required if the client connects over the network which blocks or impedes the use of UDP, e.g. when NATs are present in the communication path.
NOTE 3:	The CoAP protocol supports mechanism for reliable message exchange over UDP. Use of TCP can also be beneficial if reliable transport is required for other reasons, e.g. better observability of resources. Usage of CoAP over TCP is an implementation choice.
NOTE 4:	Support for the robust block transfer mechanism for the CoAP procedures is beneficial in environments where packet loss is highly asymmetrical and where performance optimization of block transfers is required.
[bookmark: _Toc123645197]
* * * Next Change * * * *

5.2	SEAL group management server (SGM-S)
[bookmark: _Toc25305668][bookmark: _Toc26190244][bookmark: _Toc26190837][bookmark: _Toc34062141][bookmark: _Toc34394582][bookmark: _Toc45274386][bookmark: _Toc51932925][bookmark: _Toc58513652][bookmark: _Toc92304719]The SGM-S functional entity provides for management of groups supported within the vertical application layer.
To be compliant with the HTTP procedures in the present document, a SGM-S:
-	shall support the role of XCAP server as specified in IETF RFC 4825 [3];
-	shall support the role of Group XDMS as specified in OMA OMA-TS-XDM_Group-V1_1_1 [4];
-	shall support the procedure in clause 6.2.2;
-	shall support the procedure in clause 6.2.3;
-	shall support the procedure in clause 6.2.4;
-	shall support the procedure in clause 6.2.5;
-	shall support the procedure in clause 6.2.6;
-	shall support the procedure in clause 6.2.7; and
-	shall support the procedure in clause 6.2.8;
-	shall support the procedure in clause 6.2.10; and
-	shall support the procedure in clause 6.2.11.
To be compliant with the CoAP procedures in the present document the SGM-C:
-	shall support the role of CoAP server as specified in IETF RFC 7252 [15];
-	shall support the capability to observe resources as specified in IETF RFC 7641 [17];
-	shall support the block-wise transfer as specified in IETF RFC 7959 [16];
-	shall support the robust block transfer as specified in IETF  RFC 9177draft draft-ietf-core-new-block-14 [20];
-	shall support CoAP over TCP and Websocket as specified in IETF RFC 8323 [18];
-	shall support CBOR encoding as specified in IETF RFC 8949 [19];
-	shall support the procedures in clause 6.2.2;
-	shall support the procedure in clause 6.2.3;
-	shall support the procedure in clause 6.2.4;
-	shall support the procedure in clause 6.2.5;
-	shall support the procedure in clause 6.2.6;
-	shall support the procedure in clause 6.2.7; and
-	shall support the procedure in clause 6.2.8;
-	shall support the procedure in clause 6.2.9;
-	shall support the procedure in clause 6.2.10; and
-	shall support the procedure in clause 6.2.11.
NOTE:	The security mechanism to be supported for the CoAP procedures is described in 3GPP TS 24.547 [5]
[bookmark: _Toc123645198]
* * * Next Change * * * *

[bookmark: _Toc123645253]6.2.7.5.1	Receiving group announcement subscription
Upon reception of an extended CoAP GET request with the CoAP URI set to the URI of the observable VAL Group Documents resource with the "member-iId" query parameter and with the Observe option set to 0 (Register), the SGM-S:
a)	shall determine the identity of the sender of the received CoAP GET request as specified in clause 6.2.1.3, and:
1)	if the sender is not authorized to fetch the requested VAL group document(s), shall respond with a 4.03 (Forbidden) response to the CoAP GET request and skip rest of the steps;
b)	shall support handling a CoAP GET request from a SGM-C according to procedures specified in IETF RFC 7252 [12]; 
c)	shall register the SGM-C as an observer of this resource with the given value of the "member-iId" query parameter, as per IETF RFC 7641 [14]; and
d)	shall send a CoAP 2.05 (Content) response with the Observer option set to the initial sequence number of the notification and with the payload including all the VAL group documents in which the given value of the "member-iId" query parameter matches any of the group members' "memberId" attribute.

* * * Next Change * * * *

[bookmark: _Toc123645254][bookmark: _Toc25305691][bookmark: _Toc26190267][bookmark: _Toc26190860][bookmark: _Toc34062173][bookmark: _Toc34394614][bookmark: _Toc45274418][bookmark: _Toc51932957]6.2.7.5.2	Sending group announcement notification
Upon successful creation of a group, for each group member in the group document which has "EXPLICIT" membership type, the SGM-S:
a)	shall check whether a valid group announcement subscription exists with a matching value of "member-iId" as defined in clause 6.2.7.5.1 or not; if it does not exists then skip rest of the steps;
b)	shall send a CoAP 2.05 (Content) response with the Observer option set to incremented sequence number of the notification and with the payload including all the VAL group documents in which the subscription's value of the "member-iId" query parameter matches any of the group members'  "memberId" attribute. Each included VAL group document shall also have the list of group members included in "memberDetails" attribute.
[bookmark: _Toc123645255][bookmark: _Toc58513687][bookmark: _Toc92304754]
* * * Next Change * * * *

[bookmark: _Toc123645271]6.2.8.2.3.2	Server procedure
In order to send a notification when the resource which is being observed is modified, the SGM-S shall send a CoAP 2.05 (Content) response to SGM-C containing the modified resource and the Observe option according to IETF RFC 7641 [14]. The Content-Format specified in thea 2.05xx responsenotification shall be the same as the one used in the initial response to the GET request received for the subscription.

* * * Next Change * * * *

[bookmark: _Toc123645280][bookmark: _Toc25305693][bookmark: _Toc26190269][bookmark: _Toc26190862]6.2.10.3	SGM client CoAP procedure
Upon receiving request from VAL user to fetch the list of groups in which the VAL user is a member, the SGM-C shall send a CoAP GET request with the CoAP URI set to the URI of the VAL Group Documents resource with the "member-iId" query parameter set to the VAL user ID or VAL UE ID and optionally with the "time-period" query parameter when the group was created.
Upon receiving request from VAL user to fetch the list of groups in which the VAL user is a member, the SGM-C shall send a CoAP GET request to the SGM-S. In the CoAP GET request, the SGM-C:
a)	shall set the CoAP URI to the URI of the VAL Group Documents resource:
1)	the "apiRoot" is set to the SGM-S URI; and
2)	shall set "member-iId" query parameter to the VAL user ID or VAL UE ID and may set "time-period" query parameter to the time period when the group was created as described in clause C.2.1.2.2.3.2; and
b)	shall send the request protected with the relevant ACE profile (OSCORE profile or DTLS profile) as described in 3GPP TS 24.547 [5].
Upon receiving a CoAP 2.05 (Content) response the SGM-C shall notify the VAL user about the list of the groups where the VAL UE is a member.
[bookmark: _Toc123645281]
* * * Next Change * * * *

[bookmark: _Toc123645342][bookmark: _Toc24868575][bookmark: _Toc34154080][bookmark: _Toc36041024][bookmark: _Toc36041337][bookmark: _Toc43196580][bookmark: _Toc43481350][bookmark: _Toc45134627][bookmark: _Toc51189159][bookmark: _Toc51763835][bookmark: _Toc57206067][bookmark: _Toc59019408]C.2.1.3.2.3	Type: GroupMember
Table C.2.1.3.2.3-1: Definition of type GroupMember
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	memberId
	ValTargetUe
	M
	1
	This is a VAL group member identity (VAL user ID or VAL UE ID) as per TS 23.434 [2].
	

	membershipType
	MembershipType
	M
	1
	Indicates the type of membership applicable for the group member, e.g. "ADMINISTRATOR", "EXPLICIT" or "IMPLICIT".
	

	membershipState
	MembershipTState
	O
	0..1
	Indicates the current state of the member in the group, e.g. it may indicate that an "EXPLICIT" member is registered (joined) the group. When absent the state is unknown.
	

	messageFilter
	MessageFilter
	O
	0..1
	The message filter applicable to traffic sent to the group member in the context of the group. 
	

	memberConfig
	string
	O
	0..1
	VAL service specific configuration.
	

	resUri
	Uri
	O
	0..1
	The URI for individual VAL group member resource. (NOTE)
	

	NOTE:	The "resUri" attribute is set by the SGM-S and is not modifiable by the SGM-C.



[bookmark: _Toc123645588]
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