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UAV USS authorization and authentication and C2 pairing authorization in EPS

TS 23.256 list a number of requirements for handling of registration and C2 authorization.
In addition to the functionality defined in TS 23.501 [2], the SMF:

-
triggers the UUAA-SM procedure for a UE requiring UAV authentication and authorization by a USS when requesting user plane resources for UAV operation, or when the USS/UTM that authenticated the UAV triggers a re-authentication;

-
may trigger the authorization of pairing between a UAV and a networked UAVC or a UAVC that connects to the UAV via Internet connectivity during the establishment of the PDN connection/PDU session for C2 communication.

In EPS: during the attach procedure and the corresponding PDN connection establishment. The network shall support UUAA during PDN connection establishment. The UAV shall support UUAA during PDN connection establishment 
During the establishment or modification procedure of the PDU Session/PDN connection for C2 communication, the USS shall provide the 3GPP system with following information for enabling basic C2 communication between UAV and UAV-C:

-
Traffic filters;

-
QoS requirements.

The USS can enable/disable C2 communication between UAV and UAV-C necessary for services used during the flight operation at any point in time as described in clause 5.2.9.

The requirements are interpreted that the UUAA must be performed at the time of PDN connection establishment and the authorization for C2 communication may also be performed at that time. The following figure is a simplified version of the attach procedure illustrated in Figure 5.3.2.1-1 in TS 23.401:
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Figure 1: Simplified procedure described in figure 5.3.2.1-1 of TS 23.401
According to the requirement, the UE attempts to establish a PDN connection and any time the UE attempt to establish a PDN connection due to being first time connecting to the network or mobility, the UE is not aware whether the extended protocol configuration options (ePCO) is supported by the MME or the Serving GW. The requirement for the PDN GW is however that it supports the inter-system change with 5GS, thus according to TS 29.274: 
An MME, SGW and PGW which supports NB-IoT and/or Non-IP or Ethernet PDN type and/or inter-system change with 5GS shall support ePCO. A UE supporting NB-IoT access and/or Non-IP or Ethernet PDN type and/or N1 mode also support ePCO.

The PDN-GW is therefore capable of ePCO. However there is no requirement to select MME or SGW with NR capabilities, since TS 23.256 does not mandate UEs with dual radio capability to support UAS services:

For EPC, the PDN connections used by UAV are served by SMF+PGW-C regardless of whether the UAV support 5G NAS or whether their subscription allows access to 5GC. The APN(s) used by the UAV for contacting USS or for C2 communication always resolves to a SMF+PWG-C.

Observation:
Any EPS UE with no functionality for 5GS, must be able to use UAS services.
Since the link of MME-SGW-PGW must support ePCO, so the ePCO is not dropped during the transmission of the request towards the PGW, the UE shall initiate the PDN connectivity request by inserting protocol configuration options (PCO) IE no matter at the time of attach or while being attached to the network.
Observation:
During the attach and inter/intra MME or inter/intra SGW mobility, there is no mechanism currently described that the target MME or SGW with capability for ePCO. 
The following parameters are provided by the UE for the USS UAV authentication and authorization (UUAA)

· the CAA-Level UAV ID of the UAV;

· if the upper layer requests the USS address; and

· optionally the UUAA aviation payload.

Furthermore, if the UE is also considering authorization for the C2 communications, since the UE needs to transmit CAA-Level UAV ID, the UE additionally transmit the following information:

· optionally, the UAS container including UAV UAV-C pairing information; and

· if available, the flight authorization information.

1- As the first step, the UE in the ATTACH request message the UE insert PDN CONNECTIVITY REQUEST with PCO containing the CAA-LEVEL UAV ID of the UAV. The first octet of the container content of the PCO IE represent an indication for more data to come and possibly the number for the segment.
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Figure 2: PCO IEI as defined in TS 24.008

Table 2: Definition of Octet 6 in PCO IEI

	Indicator for more incoming information (bits 4 to 1 of octet 6)

	

	Bits

	4
	3
	2
	1
	

	0
	0
	0
	0
	No more incoming information

	0
	0
	0
	1
	More incoming information

	All other values are reserved.

	

	Number of current information (bits 8 to 5 of octet 6)

	


Another implementation is that indicator is an optional information element and exist if needed, thus Table 2 is:
Table 2: Definition of Octet 6 in PCO IEI

	Indicator for more incoming information (bits 4 to 1 of octet 6)

	

	Bits

	4
	3
	2
	1
	

	0
	0
	0
	0
	No more incoming information

	0
	0
	0
	1
	More incoming information

	All other values are reserved.

	

	Identifier for information element indicator IEI(hexadecimal)
	Reference

	X-
	Indicator


The latter identify whether the octet for indicator exist or not.
When the attach is completed, the UE is aware whether the network support the ePCO or the PCO.
Assumption 1: The network does not support ePCO.

The UE at this point may need to transmit the remainder IEs which are

· if the upper layer requests the USS address; and

· optionally the UUAA aviation payload.

· optionally, the UAS container including UAV UAV-C pairing information; and

· if available, the flight authorization information.

2- Therefore the UE initiate bearer resource modification procedures by transmitting BEARER RESOURCE MODIFICATION REQUEST message containing a PCO with e.g. USS address  and the PDN-GW stores the new PCO contents. This may be repeated several times until all parameters which are less than one octet length are  transmitted to the PDN-GW, see Figure 3. The steps 13 thru 16 are repeated as long as the information which can be carried by PCO container, are transmitted.
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Figure 3: Transmission of the remainder of information
Observation:
The only information which may be larger than one octet long is the UUAA aviation payload.
Sending UUAA aviation payload is optional for the UE to transmit and therefore the UE does not have to transmit. However , it can be transmitted by segmenting UUAA aviation payload and numbering them and concatenating due to the number in SMF+PGW-C before passing it along to USS server to perform UUAA. 
The SMF+PGW-C at the this point has enough information to transmit to NEF for locating USS server for the UUAA and C2 authorization. Once the UUAA and C2 authorization is performed the network is to transmit the following parameters to the UE. For the successful UUAA:

· the successful result of the authorization;

· a new CAA level UAV ID; and

· UUAA authorization payload

and authorization for C2 communications:

· successful result for C2 authorization;

· C2 session security information

· The same new CAA level UAV ID; and

· flight authorization information.

The network transmits the results for the UUAA and the C2 pairing authorization according to Figure 4.
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Figure 4: Transmission of the results for the UE

3- The SMF+PGW-C uses the UPDATE BEARER REQUEST message to insert the PCO containing the IEs for the successful UUAA and also those for the authorization for C2 communications. If all information cannot be included in one PCO IE, the network transmits those IEs which can be fit in one PCO with an indicator indicating more data to come. The steps 17 thru 24 in Figure 4 are repeated until all information is transmitted to the UE.
Observation:
The only information which may be larger than one octet long is the UUAA authorization payload.

According to the requirement in TS 23.256

PDU Session(s)/PDN Connection(s) for UAS services shall only be established after a UAV has been authenticated and authorized by the USS. This may happen during UUAA-MM, as described in clause 5.2.2, or during UUAA-SM as described in this clause.

UUAA authorization payload may be required as certificate for the UE to establish dedicated EPS bearer context. If the length of the UUAA authorization payload is larger than the PCO container, then the SMF+PGW-C can segment the payload and transmit it in a series of segments towards the UE. The UE concatenate the segments to reconstruct the certificate to establish a dedicated EPS bearer with USS server.
Observation:
If the UUAA authorization payload must be exchanged and if the length is larger than one octet and the does not support ePCO, segmentation is required in order for the UE being able to establish a dedicated EPS bearer context with the USS server.
Assumption 2: The network supports ePCO.

If the network supports ePCO, the following information may need to be transmitted towards the network:

· if the upper layer requests the USS address; and

· optionally the UUAA aviation payload.

· optionally, the UAS container including UAV UAV-C pairing information; and

· if available, the flight authorization information.

Since the UUAA aviation payload has two octet length, two times ePCO, once containing:

· if the upper layer requests the USS address; and

· the UAS container including UAV UAV-C pairing information; and

· if available, the flight authorization information.

and the second time containing:

· the UUAA aviation payload,
may need to be transmitted to the network. Therefore the UE and the network may need to repeat the procedure described in steps 13 thru 16 twice in Figure 3.

Once the result for the successful UUAA:

· the successful result of the authorization;

· a new CAA level UAV ID; and

· UUAA authorization payload

and authorization for C2 communications:

· successful result for C2 authorization;

· C2 session security information

· The same new CAA level UAV ID; and

· flight authorization information.
Therefore the network may need to transmit the information by repeating steps 17 thru 24 in Figure 4 twice since the UUAA authorization payload has a length of two octet and may require on ePCO IE for being transmitted to the UE.
Observation:
Even if ePCO is supported due to the length of UUAA aviation payload and the UUAA authorization payload being two octet, steps 13 thru 16 in Figure 3 and steps 17 thru 24 in Figure 4 may need to be repeated twice.

The indicator information element for ePCO IE is implemented the same way as for PCO, but is placed in octet 7, see Figure 5 and Table 5
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Figure 5: ePCO IEI as defined in TS 24.008

Table 5: Definition of Octet 7 in ePCO IEI

	Indicator for more incoming information (bits 4 to 1 of octet 7)

	

	Bits

	4
	3
	2
	1
	

	0
	0
	0
	0
	No more incoming information

	0
	0
	0
	1
	More incoming information

	All other values are reserved.

	

	Number of current information (bits 8 to 5 of octet 7)

	


Another implementation is that indicator is an optional information element and exist if needed, thus Table 5 is:

Table 5: Definition of Octet 7 in ePCO IEI

	Indicator for more incoming information (bits 4 to 1 of octet 7)

	

	Bits

	4
	3
	2
	1
	

	0
	0
	0
	0
	No more incoming information

	0
	0
	0
	1
	More incoming information

	All other values are reserved.

	

	Identifier for information element indicator IEI(hexadecimal)
	Reference

	X-
	Indicator


The latter identify whether the octet for indicator exist or not.

UAV re-UUAA in EPS

TS 23.256 lists following requirements for re-UUAA.

When the UAV requests establishment of a PDU session/PDN connection, the PDU session/PDN Connection may require UUAA authorization of the UAV, subject to operator policy and regulatory requirements.
During the re-UUAA, due to mobility the UE may moves to a new registration area with an MME with no support for ePCO or a new area with a serving GW which does not support ePCO. If that occurs, the PDN-GW gets a notification that there is no support. Therefore, PCO is used for re-UUAA as described above.
Conclusion

The following were observations in this paper:
Observation:
Any EPS UE with no functionality for 5GS, must be able to use UAS services.
Observation:
During the attach and inter/intra MME or inter/intra SGW mobility, there is no mechanism currently described that the target MME or SGW with capability for ePCO. 

Observation:
The only information which may be larger than one octet long is the UUAA aviation payload.
Observation:
The only information which may be larger than one octet long is the UUAA authorization payload.

Observation:
If the UUAA authorization payload must be exchanged and if the length is larger than one octet and the does not support ePCO, segmentation is required in order for the UE being able to establish a dedicated EPS bearer context with the USS server.

Observation:
Even if ePCO is supported due to the length of UUAA aviation payload and the UUAA authorization payload being two octet, steps 13 thru 16 in Figure 3 and steps 17 thru 24 in Figure 4 may need to be repeated twice.

Observation:
The network can request for re-UUAA at any time even if the UE attempt to establish a PDN connection Due to mobility the support for ePCO may not be supported.

As the conclusion, we have two options

1- Mandate ePCO for support for UAS services:

a. Multiple ePCO may still need to be transmitted in each direction to transfer the data for UUAA and C2 authorization.
b.  Due to the UE's mobility, the ePCO support can be dropped. If the UE attempts for PDN connection or whenever the network decides, the network may request for re-UUAA which cannot be performed and thereby, the UAV must be detached;

2- Do not mandate ePCO support for UAS services:

a. Multiple PCOs may be exchanged to transmit the needed information for UUAA and C2 authorization.

b. During the UUAA and re-UUAA procedures, the length of UUAA authorization payload which contains certificate for establishing EPS bearer context, may be larger than PCO container, therefore segmentation needs to be used to segment and transmit the UUAA authorization payload towards the UE. The same segmentation can be used to transmit the UUAA aviation payload from the UE to the SMF+PGW-C.
The segmentation is recommended since relying on ePCO only is very restrictive for the UAS service.
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