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[bookmark: _Toc82896479]>>>>>>>>>> Next change <<<<<<<<<<
9.11.2.10	Service-level-AA container
The purpose of the Service-level-AA container information element is to transfer upper layer information for authentication and authorization between the UE and the network.
The Service-level-AA container information element is coded as shown in figure 9.11.2.10.1, figure 9.11.2.10.2, figure 9.11.2.10.3, figure 9.11.2.10.4 and table 9.11.2.10.1.
The Service-level-AA container is a type 6 information element with a minimum length of 6 octets and a maximum length of 65538 octets.
	8
	7
	6
	5
	4
	3
	2
	1
	

	Service-level-AA container IEI
	octet 1

	
Length of Service-level-AA container contents
	octet 2

	
	octet 3

	
	octet 4

	Service-level-AA container contents
	

	
	octet n


Figure 9.11.2.10.1: Service-level-AA container information element

	8
	7
	6
	5
	4
	3
	2
	1
	

	
Service-level-AA parameter 1
	octet 4

octet x1

	
Service-level-AA parameter 2
	octet x1+1*

octet x2*

	……
	…

	
Service-level-AA parameter n
	octet xi +1*

octet n*


Figure 9.11.2.10.2: Service-level-AA container contents

	8
	7
	6
	5
	4
	3
	2
	1
	

	Type of service-level-AA parameter
	octet xi +1


	Length of service-level-AA parameter
	octet xi +2


	
Value of service-level-AA parameter
	octet xi +3

octet n


Figure 9.11.2.10.3: Service-level-AA parameter (when the type of service-level-AA parameter field contains an IEI of a type 4 information element as specified in 3GPP TS 24.007 [11])

	8
	7
	6
	5
	4
	3
	2
	1
	

	Type of service-level-AA parameter
	octet xi +1


	
Length of service-level-AA parameter
	octet xi +2

octet xi +3

	
Value of service-level-AA parameter
	octet xi +4

octet n


Figure 9.11.2.10.4: Service-level-AA parameter (when the type of service-level-AA parameter field contains an IEI of a type 6 information element as specified in 3GPP TS 24.007 [11])
Editor's note:	Format of Service-level-AA parameter with Type of service-level-AA parameter set to a value between 0x80 and 0xFF is FFS.
Table 9.11.2.10.1: Service-level-AA container information element
	Service-level-AA container contents (octet 4 to octet n); max value of 65535 octets

	

	The error handlings for service-level-AA parameters specified in subclauses 7.6.1, 7.6.3 and 7.7.1 shall apply to the service-level-AA parameters included in the Service-level-AA container contents.


	Service-level-AA parameters
Type of service-level-AA parameter (octet xi +1)
This field contains the IEI of the service-level-AA parameter.

	

	Length of service-level-AA parameter
This field indicates binary coded length of the value of the service-level-AA parameter.


	Value of service-level-AA parameter
This field contains the value of the service-level-AA parameter with the value part of the referred information element based on following service-level-AA parameter reference.

The receiving entity shall ignore service-level-AA parameter with type of service-level-AA parameter field containing an unknown IEI.



	IEI (hexadecimal) 
	Service-level-AA parameter name
	Service-level-AA parameter reference

	10
	Service-level device ID
	Service-level device ID (see subclause 9.11.2.11)

	20
	Service-level-AA server address
	Service-level-AA server address (see subclause 9.11.2.12)

	30
	Service-level-AA response
	Service-level-AA response (see subclause 9.11.2.14)

	70
	Service-level-AA payload
	Service-level-AA payload (see subclause 9.11.2.13)

	XX
	C2 aviation payload
	C2 aviation payload (see subclause 9.11.2.XX)



>>>>>>>>>> Next change <<<<<<<<<<
9.11.2.XX	C2 aviation payload
The purpose of the C2 aviation payload information element is to exchange the information regarding C2 pairing authorization and flight authorization, between the UAV and the USS.
The C2 aviation payload information element is coded as shown in figure 9.11.2.XX.1, figure 9.11.2.XX.2, figure 9.11.2.XX.3 and table 9.11.2.XX.1.
The C2aviation payload is a type 6 information element with a minimum length of 6 octets and a maximum length of 65538 octets.
	8
	7
	6
	5
	4
	3
	2
	1
	

	C2 aviation payload IEI
	octet 1

	
Length of C2 aviation payload contents
	octet 2

	
	octet 3

	
	octet 4

	C2 aviation payload contents
	

	
	octet n


Figure 9.11.2.XX.1: C2 aviation payload information element

	8
	7
	6
	5
	4
	3
	2
	1
	

	
C2 aviation payload parameter 1
	octet 4

octet x1

	
C2 aviation payload parameter 2
	octet x1+1*

octet x2*

	……
	…

	
C2 aviation payload parameter n
	octet xi +1*

octet n*


Figure 9.11.2.XX.2: C2 aviation payload contents

	8
	7
	6
	5
	4
	3
	2
	1
	

	Type of C2 aviation payload parameter
	octet xi +1

	Length of C2 aviation payload parameter
	octet xi +2

	
Value of C2 aviation payload parameter
	octet xi +3

octet n


Figure 9.11.2.XX.3: C2 aviation payload parameter is a type 4 information element
Table 9.11.2.XX.1: C2 aviation payload information element
	C2 aviation payload (octet 4 to octet n); max value of 65535 octets

	

	Type of C2 aviation payload parameter (octet xi +1):

	Bits

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	0
	1
	
	UAV-C pairing information

	0
	0
	0
	0
	0
	0
	1
	0
	
	Flight authorization information

	0
	0
	0
	0
	0
	0
	1
	1
	
	C2 authorization result

	0
	0
	0
	0
	0
	1
	0
	0
	
	C2 session security information

	All other values are spare.

	The receiving entity shall ignore C2 aviation payload parameter with type of C2 aviation payload parameter field containing an unknown IEI.

	

	If the type of C2 aviation payload parameter indicates UAV-C pairing information, then the field for the value of C2 aviation payload parameter contains identification information of UAV-C to pair. The UAV-C pairing information is encoded as UTF-8 string.

	

	If the type C2 aviation payload parameter indicates flight authorization information, then the field for the value of C2 aviation payload parameter contains UAV flight authorization information. The flight authorization information is encoded as UTF-8 string.

	

	If the type of the C2 aviation payload parameter indicates C2 authorization result, then the field of the value of C2 aviation payload parameter contains:

	Bits

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	0
	0
	
	C2 authorization failed

	0
	0
	0
	0
	0
	0
	0
	1
	
	C2 authorization succeeded

	All other values are spare.

	The UAV shall consider any other value for C2 authorization result field as a failure for C2 authorization.

	

	If the type of the C2 aviation payload parameter indicates C2 session security information, then the field of the value of C2 aviation payload parameter contains information for secure communications with the USS, The C2 session security information is encoded as UTF-8 string.

	



>>>>>>>>>> End of changes <<<<<<<<<<

