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Abstract

This paper is intended to analyze how to handle the De-registration for onboarding registered UE when the implementation specific timer for onboarding services expires.

1. Introduction

According to the current specification of TS 23.501, based on ON-SNPN policies, the AMF may start an implementation specific timer once the UE has registered to the ON-SNPN for the purpose of onboarding. Expiry of this timer triggers the AMF to deregister the onboarding registered UE from the ON-SNPN. In addition, When Onboarding network is a PLMN and the UE's subscription only allows for Remote Provisioning, then based on PLMN policies, the AMF shall have the same behavior as the ON-SNPN case. But it is not clear that how the AMF deregisters the onboarding registered UE. 

Quoted from TS 23.501 as below:

++++++

Based on ON-SNPN policies, the AMF may start an implementation specific timer once the UE has registered to the ON-SNPN for the purpose of onboarding. Expiry of this timer triggers the AMF to deregister the onboarding registered UE from the ON-SNPN.
……

NOTE 1:
This specific timer is used to prevent onboarding registered UEs from staying at the ON-SNPN indefinitely.

NOTE 2:
When Onboarding network is a PLMN and the UE's subscription only allows for Remote Provisioning, then based on PLMN policies, the AMF can start an implementation specific timer once the UE has registered to the PLMN. Expiry of this timer triggers the AMF to deregister the UE from the PLMN. This specific timer is used to prevent registered UEs that only allow for Remote Provisioning from staying at the PLMN indefinitely.

++++++

2. Discussion
There are three solutions about how the AMF deregisters the onboarding registered UE:
Solution #1:
When the implementation specific timer expires, the AMF may trigger the de-registration procedure and send DEREGISTRATION REQUEST message to the onboarding registered UE with a new value cause "Onboarding services terminated". 
For the case of ON-SNPN, when the UE reveives the DEREGISTRATION REQUEST message with a new cause value "Onboarding services terminated", the UE shall enter the state 5GMM-DEREGISTERED.PLMN-SEARCH and perform an SNPN selection according to 3GPP TS 23.122 [5].
For the case of ON-PLMN, when the UE reveives the DEREGISTRATION REQUEST message with a new cause value "Onboarding services terminated", the UE shall enter the state 5GMM-DEREGISTERED.PLMN-SEARCH and perform a PLMN selection according to 3GPP TS 23.122 [5].
Solution #2:
When the implementation specific timer expires, the AMF performs the implicit-deregistration, i.e. local deregistration and clean up UE's context.
The UE wouldn’t know that it’s deregistered until it initiates a 5GMM procedure, wherein AMF would reject the UE request with cause #10 “implicitly detached”. Then the UE may perform an SNPN selection or a PLMN selection according to 3GPP TS 23.122 [5].
Solution #3:
When the implementation specific timer expires, the AMF performs explicit de-registration, if UE is in connected mode, with no reject cause value and with the NW setting "re-registration not required".
If UE is in IDLE, the AMF performs the implicit-deregistration, i.e. local deregistration and clean up UE's context.
This case shall be identified as an abnormal case by the UE.
To compare these three solutions, the differences between these three solutions are listed in Table 1 as follows.

Table 1
	
	Sol#1
	Sol#2
	Sol#3 


	Common assumption
	When the implementation specific timer expires

	Behavior of AMF
	the AMF may trigger the de-registration procedure and send DEREGISTRATION REQUEST message to the onboarding registered UE with a new value cause "Onboarding services terminated"
	the AMF performs the implicit-deregistration, i.e. local deregistration and clean up UE's context
	the AMF performs explicit de-registration, if UE is in connected, with no reject cause value and with the NW setting "re-registration not required".
If UE is IDLE, the AMF performs the implicit(local) -deregistration.

	Behavior of UE
	The UE shall perform an SNPN selection or an PLMN selection according to 3GPP TS 23.122
	
	This case shall be identified an abnormal case by the UE (i.e., DEREGISTRATION REQUEST with type re-registration not required and no 5GMM cause present)

	advantages
	· trigger the UE  to perform SNPN/PLMN selection quickly once the timer expires
· ensure that the 5GMM state between the UE and the network is synchronized
· AMF has the full control on when to deregister the UE’s from the  onboarding networks.
	· the AMF need not trigger the de-registration procedure, can implicitly remove the onboarding UE’s context from the AMF.
	· no need to trigger de-reg (in Idle mode), same behaviour as expiry of mobile not reachable timer.
Limited impacts or changes to present requirements which can already handle UE's attempted access after timer expiry.

	disadvantages
	· if UE is IDLE, this Sol requires UE to be paged to get explicit de-reg. This is a waste of time and resources. (In normal cases this won't happen, either UE is stuck in connected mode, de-registered by network when the AMF timer expires, or connection lost and UE goes back to idle mode, however in this case UE will trigger re-establishment request, it won't stay in IDLE mode)
· Malicious UEs can anyhow ignore the request to de-reg
	· the UE cannot perform the SNPN/PLMN selection quickly until the UE trigger unnecessary NAS request from the UE and finally get rejected.

· the 5GMM state between the UE and the network is not synchronized.

· Subsequent 5GMM procedure rejection (Implicit Detach), will lead to different implemenation specific handling on the UE side, this requires additional effort to align and standardize.

· UE could get stuck with the UP remote provisioning and as the network has implicitly removed the UE context after  AMF timer expiry, UE will not be aware of it and there is no mechanism for the UE to get out of this situation (except user intervention).
	· This case with no 5GMM cause value shall be identified as an abnormal case by the UE
· Malicious UEs can anyhow ignore the request to de-reg, in case where the UE is in connected.

	Company Supported
	vivo, Interdigital, Huawei, HiSilicon, Nokia, Nokia Shanghai Bell, Qualcomm Incorporated, Samsung
	OPPO
	OPPO


Comparing the Sol#1 and Sol#2:
· For Sol#1, this solution can ensure the UE to perform SNPN/PLMN selection quickly once the implementation specific timer expires. For Sol#2, the UE does not know by itself that it is deregistered until the UE initiates a 5GMM procedure and then get rejected finally. But during this time, the UE shall be notified that it has been deregistered by the network, then it could attempt to perform SNPN/PLMN selection to get onboarding service or normal service.
· For Sol#1, the 5GMM state between the UE and the network is synchronized, while the 5GMM state between the UE and the network is not synchronized for Sol#2.
· Both of Sol#1 and Sol#2 have an issue about how to set the implementation specific timer. Therefore, in order to ensure that the UE can complete the remote provisioning successfully, we prefer to specify that the time shall be long enough if the network decides to run this timer.
· In addition, as per protocol design, the implicit de-registration should be avoided when both of the solutions can work
Observation 1: Compared with the Sol#1 and Sol#2, solution#1 is better than solution#2.
Moreover, for solution#3:
· If the AMF performs explicit de-registration with no reject cause value and with the NW setting "re-registration not required", the UE shall treat this case as an abnormal case. We should not break the existing rationale.
Quoted from TS 24.501 as below:

++++++

5.5.2.3.4 Abnormal cases in the UE 

The following abnormal cases can be identified: 

……
b) DEREGISTRATION REQUEST, other 5GMM cause values than those treated in subclause 5.5.2.3.2, cases of 5GMM cause value#11, #15, #22, #72, #74, #75, #76 and#77 that are considered as abnormal cases according to subclause 5.5.2.3.2 or no 5GMM cause IE is included, and the De-registration type IE indicates "re-registration not required".

++++++

Observation 2: the Sol#3 breaks the existing rationale about the usage of the cause value, hence, the Sol#3 is not preferred.
Proposal 1: Compared with the Sol#1, Sol#2 and Sol#3, the Sol#1 is preferred.
For the requirement from stage 2 as following:

++++++

Based on ON-SNPN policies, the AMF may start an implementation specific timer once the UE has registered to the ON-SNPN for the purpose of onboarding. Expiry of this timer triggers the AMF to deregister the onboarding registered UE from the ON-SNPN.
++++++

Observation 3: based on the requirement from stage 2, it is not specified that the explicit de-registration or implicit de-registration shall be used. 
Normally, if the implicit de-registration is used, the stage 2 should specify it clearly. But to clarify the requirement a LS out (To SA2) maybe a way forward.
Proposal 2: If CT1 cannot reach an agreement, it is proposed to send a LS out (To SA2) to clarify the requirement of stage 2, if necessary.
3.Observation and Proposal：

Observation 1: Compared with the Sol#1 and Sol#2, Sol#1 is better than Sol#2.
Observation 2: the Sol#3 breaks the existing rationale about the usage of the cause value, hence, the Sol#3 is not preferred.
Proposal 1: Compared with the Sol#1, Sol#2 and Sol#3, the Sol#1 is preferred.

Observation 3: based on the requirement from stage 2, it is not specified that the explicit de-registration or implicit de-registration shall be used. 
Proposal 2: If CT1 cannot reach an agreement, it is proposed to send a LS out (To SA2) to clarify the requirement of stage 2, if necessary.
4.Conclusion:
If CT1 can reach an agreement, it is proposed to use the solution #1 as a way forward and agree the associated C1-215774 which specifies the changes to the TS 24.501 with the solution #1. or

If CT1 cannot reach an agreement, it is proposed to send a LS out (To SA2) to clarify that the explicit de-registration or implicit de-registration shall be used.
