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1. Introduction
[bookmark: _Hlk77848234]CT1 has discussed how to deliver the required information (e.g. flight authorization information) for UAS C2 authorization between the UE and the network over NAS signalling and several below ENs were added in TS 24.501.
"Editor's note:	Whether the new C2 aviation container IE is adopted for C2 authorization or the service-level AA container IE is re-used, is FFS."
In 24.301, several below similar ENs were added as well:
"Editor's note:	Whether the new C2 aviation container with the length of two octets is adopted for C2 authorization or the service-level AA container with the length of two octets is re-used, is FFS."
This paper attempts to provide the justification that the existing common IE, i.e. Service-level-AA container IE, which was dedicated defined for UUAA-MM and UUAA-SM, can be re-used for UAS C2 authorization as well.
2. Discussion in 5GS
2.1 Payload information in stage 2
[bookmark: _Hlk83203520]As per term definitions given in stage 2 TS 23.256 as below, one can see in principle stage 2 has defined a very high-level term "UAS Container" which can carry "UUAA Aviation payload" and/or "C2 Aviation Payload".
Even the UUAA-SM procedure and the C2 authorization procedure are kindly different procedures between UE and USS over application layer but from 3GPP system perspective, they are very similar procedure as 3GPP system mainly provides the transport functionalities for them. Hence, even different container names are used for UUAA-SM and C2 authorization, but both container content are transparent to 3GPP system. 
"UAS Container: A transparent container to the 3GPP system that includes UUAA Aviation and/or C2 Aviation Payload."
"UUAA Aviation Payload: Contains application layer information provided by the UAS to USS and is transparent to the 3GPP System."
"C2 Aviation Payload: Contains application layer information exchanged between the UAS and the USS containing UAV pairing and/or flight authorization information that is transparent to the 3GPP System."
Observation #1: Stage 2 has defined a high-level term "UAS Container" which can carry "UUAA Aviation payload" and/or "C2 Aviation Payload" and the content of all these conatainers are transparent to 3GPP system.
Also, as per specified on the use of above containers in related procedure sections (e.g. in TS 23.256 sub 5.2.3 for UUAA-SM and in TS 23.256 sub 5.2.5 for C2 authorization), the SMF actually does not use the information included in the "UUAA Aviation payload" and "C2 Aviation Payload" to decide the trigger of the UUAA-SM procedure or the C2 authorization procedure.
For triggering the UUAA-SM procedure at the SMF, it was specified in TS 23.256 sub 5.2.3.2 as below during which the SMF does not check the content of the UUAA Aviation Payload.
"0.	Steps 1 - 5 as in TS 23.502 [3] figure 4.3.2.2.1-1.
	The SMF determines that it needs to invoke UAS NF/NEF service operation for UUAA Authentication/Authorization of the PDU session establishment request based on the provided DNN/S-NSSAI."
For triggering the C2 authorization procedure at the SMF, it was specified in TS 23.256 sub 5.2.5.2.2 for a UE initiated PDU Session Modification for C2 Communication and in sub 5.2.5.2.3 for a UE initiated PDU Session Establishment for C2 Communication as below during which the SMF does not check the content of the C2 Aviation Payload.
"4-5.	For a UAV with aerial subscription the SMF determines based on the DNN/S-NSSAI of the PDU session and presence of CAA-Level UAV ID that authorization is required. The SMF invokes the authorization procedure with the USS (via UAS-NF) by invoking a Nnef_Auth_Reauth request including the UAS container provided by the UAV in step 2 (including the C2 Authorization Payload), the CAA-Level UAV ID, GPSI, PDU Session IP address, and optionally the UAV location (e.g. Cell ID) provided by the AMF."
"2.	For a UAV with aerial subscription the SMF determines based on the DNN/S-NSSAI of the PDU session and the presence of CAA-Level UAV ID that authorization is required. The SMF then sends a Nnef_Auth_Request, which is used to request authorization to pair the UAV with UAV-C, to the UAS NF/NEF that includes the GPSI, CAA-Level UAV ID and C2 Aviation Payload and optionally the UAV location (e.g. Cell ID) if provided by the AMF and the DNN and S-NSSAI of the PDU session."
Hence, from 3GPP system perspective, the SMF does not need to check the content of the "UUAA Aviation payload" and "C2 Aviation Payload" for triggering the UUAA-SM and C2 authorization procedures.
Note that as per SA2 container definitions and procedure description, the information (e.g. CAA-Level UAV ID, USS address, etc.) for which the SMF needs to check for UUAA-SM and C2 authorization procedures are not included in the "UUAA Aviation payload" and "C2 Aviation Payload", i.e. they are included separately.
Observation #2: As per Stage 2 procedure description, the SMF needs not to check the content of the "UUAA Aviation payload" and "C2 Aviation Payload" for triggering the UUAA-SM and C2 authorization procedures respectively.

2.2 Service-level-AA container in stage 3
For the IE coding for UUAA-MM and UUAA-SM, after the long discussion and debating, CT1 finally agreed to define a common and general IE named Service-level-AA container considering following points:
(1) To provide a future-proof IE definition which can be re-used for similar service-level authentication and authorization defined in the future.
(2) To provide a consistent mechanism between UUAA-MM and UUAA-SM to have a simpler NAS protocol design.
(3) To collect all related information for service-level-AA in a single IE to have a simpler NAS protocol design.
Due to above considerations, the purpose of the Service-level-AA container IE was defined as below in TS 24.501 sub 9.11.2.10:
"9.11.2.10	Service-level-AA container
The purpose of the Service-level-AA container information element is to transfer upper layer information for authentication and authorization between the UE and the network."
[bookmark: _Hlk83288113]C2 authorization is also a kind of service-level-AA to authorize the UE to establish a user plane connection for C2 operations, i.e. to deliver messages with information of command and control for UAV operations from a UAV-C or USS to a UAV or to report telemetry data from a UAV to its UAV-C. Hence, it is naturally to use the Service-level-AA container to carry the required information as done for UUAA-MM/UUAA-SM.
Note that when comparing the term definition given in SA2, Service-level-AA container looks very similar as "UAS Container" which can carry "UUAA Aviation payload" and/or "C2 Aviation Payload".
Observation #3: As per Stage 3 IE definition, the existing Service-level-AA container IE can be used to carry the required information for C2 authorization as done for UUAA-MM/UUAA-SM.

2.3 Update of Service-level-AA container IE for C2 authorization
For future-proof, considering different service-level-AA may require different service-level AA payloads, below EN was added in TS 24.501:
[bookmark: OLE_LINK9]"Editor's note (ID_UAS, CR#3103):	For forward compatibility to accommodate future vertical services, differentiation for different types of payload is needed. How to achieve this differentiation is FFS."
Even as per observed in section 2.1 that the SMF needs not to check the content of the "UUAA Aviation payload" and "C2 Aviation Payload" for triggering the UUAA-SM and C2 authorization procedures, but as per above EN and the current use of information included in the Service-level-AA container IE, not all information included in the Service-level-AA container IE are fully transparant to the SMF, e.g. the SMF has to check the CAA-Level UAV ID for UUAA and C2 authorization and may also use the USS address for UAS NF selection. Also, different information is included in different service-level AA payloads for different service-level-AA. Hence, it is useful and future-proof for the SMF to be aware of the type of service-level AA payload.
To resolve above EN, there are two alternatives:
Alt#1: To define a separate service-level AA payload type outside of the service-level AA payload in the Service-level-AA container IE.
Alt#2: To add a service-level AA payload type value field in the service-level AA payload in the Service-level-AA container IE.

For Alt#1, the definition of the Service-level-AA container IE needs to be updated, e.g., as below:
	IEI (hexadecimal) 
	Service-level-AA parameter name
	Service-level-AA parameter reference

	10
	Service-level device ID
	Service-level device ID (see subclause 9.11.2.11)

	20
	Service-level-AA server address
	Service-level-AA server address (see subclause 9.11.2.12)

	30
	Service-level-AA response
	Service-level-AA response (see subclause 9.11.2.14)

	xx
	Service-level-AA payload type
	Service-level-AA payload type (see subclause 9.11.2.xx)

	70
	Service-level-AA payload
	Service-level-AA payload (see subclause 9.11.2.13)



	8
	7
	6
	5
	4
	3
	2
	1
	

	Service-level-AA payload type IEI
	octet 1

	Service-level-AA payload type length
	octet 2

	Service-level-AA payload type
	octets 3


Figure 9.11.2.xx.1: Service-level-AA payload type information element
Table 9.11.2.xx.1: Service-level-AA payload type information element
	Service-level-AA payload type (octet 3)
Bits
8 7 6 5 4 3 2 1
0 0 0 0 0 0 0 1	UUAA aviation payload
0 0 0 0 0 0 1 0	UUAA authorization payload
0 0 0 0 0 0 1 1	C2 aviation payload
0 0 0 0 0 1 0 0	C2 authorization payload
All other values are reserved.



For Alt#2, the definition of Service-level-AA container IE needs not to be updated but the definition of Service-level-AA payload needs to be updated, e.g. as below:
	8
	7
	6
	5
	4
	3
	2
	1
	

	Service-level-AA payload IEI
	octet 1

	
Service-level-AA payload length
	octet 2

octet 3

	Service-level-AA payload type
	octet 4

	Service-level-AA payload
	octets 5-s


Figure 9.11.2.13.1: Service-level-AA payload information element
Table 9.11.2.13.1: Service-level-AA payload information element
	Service-level-AA payload type (octet 4)
Bits
8 7 6 5 4 3 2 1
0 0 0 0 0 0 0 1	UUAA aviation payload
0 0 0 0 0 0 1 0	UUAA authorization payload
0 0 0 0 0 0 1 1	C2 aviation payload
0 0 0 0 0 1 0 0	C2 authorization payload
All other values are reserved.

Service-level-AA payload (octet 5 to octet s)
A payload for authentication and authorization transparently transported and which is provided from/to the upper layers.



In principle, Alt#1 is similar as the current coding style of the Payload container IE and the Payload container type IE used in, e.g. UL/DL NAS transport messages. By separating container type and container content in different IE, the AMF just uses the container type to handle the container content without needs to interpret the content of the Payload container IE, i.e. the content of the Payload container IE is transparently forwarded by the AMF.
Even Alt#2 could work but the SMF has to interpret the content of the Service-level-AA payload which is not fully aligned with stage 2 requirements, i.e. the content of the "UUAA Aviation payload" and "C2 Aviation Payload" are transparent to the 3GPP system.
Based on above, Alt#1 is preferred as a way forward.

3. Discussion in EPS
As per stage 2, the same terms were used for UUAA-SM and C2 authorization in EPS and the SMF+PGW-C provides the very similar handling as SMF for UUAA-SM and C2 authorization in 5GS. 
Also in stage 3, CT1 has agreed to use the Service-level-AA container IE for UUAA-SM in EPS.
Hence, similar discussion and observations in section 2 can be applied to EPS as well.
4. Proposal
Based on the discussion in section 2 and section 3, we would have following proposals:

[bookmark: _Hlk83302412]Proposal#1: It proposes to re-use the exsiting Service-level-AA container IE to carry the required information for C2 authorization in 5GS and EPS.
Proposal#2: It proposes to adopt Alt#1, i.e. to define a separate service-level AA payload type outside of the service-level AA payload in the Service-level-AA container IE.
[bookmark: OLE_LINK17]5. Conclusion
This paper has discussed the IE coding to carry the required information for C2 authorization in 5GS and EPS.
Based on the discussion, following observations were provided:
Observation #1: Stage 2 has defined a high-level term "UAS Container" which can carry "UUAA Aviation payload" and/or "C2 Aviation Payload" and the content of all these conatainers are transparent to 3GPP system.
Observation #2: As per Stage 2 procedure description, the SMF needs not to check the content of the "UUAA Aviation payload" and "C2 Aviation Payload" for triggering the UUAA-SM and C2 authorization procedures respectively.
Observation #3: As per Stage 3 IE definition, the existing Service-level-AA container IE can be used to carry the required information for C2 authorization as done for UUAA-MM/UUAA-SM.
To resolve an EN for service-level AA payload definition, following two alternatives were provided:
Alt#1: To define a separate service-level AA payload type outside of the service-level AA payload in the Service-level-AA container IE.
Alt#2: To add a service-level AA payload type value field in the service-level AA payload in the Service-level-AA container IE.
Based on above observations and alternatives, following proposals were provided:

Proposal#1: It proposes to re-use the exsiting Service-level-AA container IE to carry the required information for C2 authorization in 5GS and EPS.
Proposal#2: It proposes to adopt Alt#1, i.e. to define a separate service-level AA payload type outside of the service-level AA payload in the Service-level-AA container IE.
[bookmark: _GoBack]These proposals were captured in CR C1-215755.
