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1. Overall Description:

Subclause 6.6.3.1 in TS 24.379 defines a list of XML MIME bodies used for SIP signalling in that TS that can be integrity protected.

Neither "application/pidf+xml" nor “application/xcap-diff+xml” XML MIME bodies are listed there, so that it can be argued whether any SIP request/response with a pidf document or xcap-diff (and no other xml documents) needs to be signed or even can be signed.

However, xcap-diff documents sent in the NOTIFY contain sensitive data according to TS 24.379 clause 4.8 (e.g. the MCPTT ID). Therefore confidentiality (and integrity protection) should be enabled and hence applied to the xcap-diff documents.

Additionally, in TS 24.484 clause 6.3.13.2.2 it states "Upon receiving a SIP NOTIFY request ... if identity hiding is required, the CMC shall perform the confidentiality protection procedures and integrity protection procedures defined in 3GPP TS 24.379 [9] for MC client"

Similarly, for pidf documents TS 24.379 seems to be also contradictory as a pidf document contains sensitive information according to clause 4.8 (e.g. the client id) therefore according to clause 4.8 it should be encrypted and signed. Furthermore, TS 33.180 Section 9.3.5 just mentions generically "When integrity protection is enabled, all XML MIME bodies transported in SIP requests and responses are integrity protected."
According to the core specification then can and/or shall pidf and xcap-diff MIME bodies be ciphered (and signed when integrity protection is on)?

2. Actions:

To TSG CT WG1 group.

ACTION: 
TSG RAN WG5 respectfully asks TSG CT WG1 to clarify the above ambiguity.
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