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******** NEXT CHANGE (All New Text) ********
[bookmark: _Toc59215166][bookmark: _Toc20232720][bookmark: _Toc27746822][bookmark: _Toc36213004][bookmark: _Toc36657181]4.xx	Uncrewed aerial vehicle identification, authentication, and authorization
[bookmark: _Toc20232473][bookmark: _Toc27746559][bookmark: _Toc36212740][bookmark: _Toc36656917][bookmark: _Toc45286578][bookmark: _Toc51947845][bookmark: _Toc51948937][bookmark: _Toc59215156]4.xx.1	General
A 5GS may support UAV identification, authentication, and authorization (see 3GPP TS 23.256 [r23256]). This clause describes NAS-specific aspects of the 5GS features to support UAV identification, authentication, and authorization.
The UE may support acting as a UAV.
A UAV is the UE which accesses 5GS for connectivity for a UAS and with USS. The UAV is registered with a USS and is assigned a CAA-level UAV ID before accessing to 5GS for UAS services. The UAV can be registered to 5GS for UAS services if there is a valid Aerial subscription in the UE's subscription.
[bookmark: _Toc20232474][bookmark: _Toc27746560][bookmark: _Toc36212741][bookmark: _Toc36656918][bookmark: _Toc45286579][bookmark: _Toc51947846][bookmark: _Toc51948938][bookmark: _Toc59215157]4.xx.2	Authentication and authorization of UAV
The 5GS supports the USS UAV Authorization and Authentication (UUAA) procedure. Depending on operator policy or regulatory requirements, the UUAA procedure can be performed by the 5GS at a registration procedure (UUAA-MM) or at a PDU session establishment procedure (UUAA-SM) as specified in subclause 5.2 of 3GPP TS 23.256 [r23256]. The UAV shall support UUAA-MM and UUAA-SM. The UUAA procedure shall be performed successfully before the connectivity for UAS services is established.
During a registration procedure, the UAV provides CAA-level UAV ID to the AMF (see subclause 5.5.1.2), and the AMF determines to trigger the UUAA-MM procedure based on the aerial UE subscription, operator policy, and any prior valid UUAA result.
When a UAV requests to establish a PDU session for communication with the USS and/or for C2 communication with a UAV-C, the UAV provides CAA-level UAV ID to the network (see subclause 6.4.1.2), and the SMF determines to trigger the UUAA-SM procedure based on the aerial UE subscription and operator policy.
A UAV may provide to the network the USS address or USS FQDN during the registration procedure or PDU session establishment procedure so that the network may use the information to discover the USS.
If the UUAA is revoked, the PDU session related to UAS services shall be released by the network. Based on operator policy, the AMF may decide to keep the UE registered or trigger a de-registration procedure.
The 5GS supports forwarding of authentication messages for UUAA between the UAV and USS in a transparent manner over NAS transport messages.
Editor's Note: Details of the UUAA procedure will be specified once stage-2 normative text is available.
4.xx.3	Authorization of C2 communication
The 5GS supports USS authorization of C2 communication for pairing of UAV and UAV-C. The pairing of UAV and UAV-C shall be authorized successfully before the user plane connectivity for C2 communication is enabled. The UAV may provide the SMF with an identification information of UAV-C to pair with, if available.
If a UAV uses a common PDU session for both communication with a USS and C2 communication with a UAV-C, the C2 comunication with the UAV-C can be authorized using UUAA-SM procedure during the PDU session establishment procedure or during the PDU session modification procedure. If the pairing of UAV and UAV-C is revoked, the network shall disable C2 communication for the PDU session.
If a UAV uses separate PDU sessions for, respectively, communication with a USS and C2 communication with a UAV-C, the C2 communication with the UAV-C is authorized using UUAA-SM during the PDU session establishment procedure. If the pairing of UAV and UAV-C is revoked, the PDU session for C2 communication shall be released by the network.
Editor's Note: Details of UAV-C pairing change will be specified according to stage-2 normative text
4.xx.4	Authorization of UAV flight
The 5GS supports USS authorization of UAV flight. The authorization of UAV flight can be performed using UUAA-SM procedure during the PDU session establishment procedure or during PDU session modification procedure. The UAV may provide flight authorization information to the SMF if the authorization information is already available in the UAV.
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