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1. Introduction

As per current agreements network shall know UE support of SOR- CMCI before it sends the SOR-CMCI to the UE. DP C1-210788 proposed three alternative way to provide UE support of SOR-CMCI to the network. Alternative solution 3 (C1-211504) of the DP C1-210788 is agreed. As per the agreement of the solution in C1-210788, UE sends “ME support of SOR-CMCI” indicator via the SOR header of the SOR transparent container in the REGISTRATION COMPLETE message. 

DP C4-205111 presented in CT4 #101e discussed about issue of the current design of the SBI APIs done by CT4 in TS 29.503 (UDM) and TS 29.509 (AUSF) is based on the transport of individual IEs (JSON attributes) containing the different pieces of data that needs to be integrity-protected and sent to the AMF so that the AMF generates all the NAS IEs then send the container to the UEs or UDM. Contribution C4-205610/C4-205611/C4-211533 is agreed to make it transparent from release 17.  

UDM uses Nausf_SoRProtection service for protecting SOR. In case UDM wants acknowledgement of from the UE, AUSF additionally calculate SoR-XMAC-IUE [1]. 
2. Discussion. 
This discussion paper discusses couple of issues with sending “ME support of SOR-CMCI” indicator to the UDM along with ACK as agreed in the contribution C1-211504 and proposes a possible way forward. 

Case 1: AMF is pre-release 17: 

1)
UDM uses Nausf_SoRProtection service to protect the SOR information. 
2)
In the same API call, AUSF provide SoR-XMAC-IUE if UDM wants to get the ACK from UE. 
3)
UDM sends SOR information to the UE and requests for acknowledgement. 

4)
As part of registration complete message, UE will send ME support of SOR-CMCI Indicator.
5)
Pre-release 17 AMF doesn’t send transparent container received from UE to AMF as it is, rather AMF decodes the message and forms another set of messages and sends to UDM (DP#C4-205111). i.e. AMF will supress “ME support of SOR-CMCI” indicator while sending transparent container received from UE to UDM through Nudm_SDM_info_request as it does not understand the same. 
6)
Thus, we have following issues:

A)
UDM will not get “ME support of SOR-CMCI” indicator and hence will not be able to deliver SOR-CMCI to the UE.
B)
UDM will fail security check as UE calculates SoR-MAC-IUE with ACK + “ME support of SOR-CMCI” indicator while AUSF will calculate SoR-XMAC-IUE considering ACK only. 
Case 2: UDM/AUSF is pre-release 17:

1)
UDM uses Nausf_SoRProtection service to protect the SOR information. 
2)
In the same API call, AUSF provide SoR-XMAC-IUE if UDM wants to get the ACK from UE. 
3)
UDM sends SOR information to the UE and requests for acknowledgement. 

4)
As part of registration complete message, UE will send ME support of SOR-CMCI Indicator.
5)
AMF is release 17 and hence it will send the received information to the UDM. 
6)
Observed issue is: UDM will fail security check as UE calculates SoR-MAC-IUE with ACK + “ME support of SOR-CMCI” Indicator while AUSF will calculate SoR-XMAC-IUE considering ACK only. 
3. Proposed Way Forward
1) To solve the issue in case-2 UE identifies whether UDM/AUSF supports SOR_CMCI with a USIM configuration in the UE. Only if UE knows that UDM/AUSF supports SOR_CMCI UE indicates its support to the UDM/AUSF. Contribution C1-212204 is prosed to handle  this.
2) Given that changes in CT4 to make SOR transparent container “actually transparent” at AMF were agreed by CT4 in CT4#101e from release 17 onwards. We propose to send an LS C1-212203 to SA3 requesting them to consider pre-release 17 core network nodes like AMF, UDM, AUSF etc into account and develop a security solution for this new SOR_CMCI configuration from the UE.
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14.1.3
Nausf_SoRProtection service

The following table illustrates the security related services for SoR that AUSF provides.

Table 14.1.3-1: NF services for SoR provided by AUSF

	Service Name
	Service Operations
	Operation Semantics
	Example Consumer(s)

	Nausf_SoRProtection
	Protect
	Request/Response
	UDM


Service operation name: Nausf_SoRProtection.

Description: The AUSF calculates the SoR-MAC-IAUSF as specified in the Annex A.17 of this document using UE specific home key (KAUSF), the Steering Information List and ACK Indication  received from the requester NF and delivers the SoR-MAC-IAUSF and CounterSoR to the requester NF. If the ACK Indication input is set to indicate that the acknowledgement is requested, then the AUSF shall compute the SoR-XMAC-IUE and return it in the response.
NOTE:
At reception of Nausf_SoRProtection_Protect request from the UDM, the AUSF constructs the SOR header, as described in clause 9.11.3.51 of TS 24.501 [35], based on the information received from the requester NF, i.e. ACK Indication and list of preferred PLMN/access technology combinations or a secured packet (if provided).

Input, Required: Requester ID, SUPI, service name, ACK Indication.

Input, Optional: list of preferred PLMN/access technology combinations or secured packet.

Output, Required: SoR-MAC-IAUSF, CounterSoR or error (counter_wrap).

Output, Optional: SoR-XMAC-IUE (if the ACK Indication input is set to indicate that the acknowledgement is requested, then the SoR-XMAC-IUE shall be computed and returned).
