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1. Abstract
This paper:
-	identifies a use case where the 3GPP based access authentication in untrusted non-3GPP access is needed;
-	identifies that the 3GPP based access authentication in untrusted non-3GPP access connected to 5GCN is not specified;
-	identifies that the 3GPP based access authentication in untrusted non-3GPP access connected to EPC is specifed;
-	proposes to send an LS to SA3 to consider extending procedures for untrusted non-3GPP access to 5GCN to enable 3GPP based access authentication, to address the use case above.
2. Discussion
A PLMN operator can have an agreement with a WLAN service provider for providing IP connectivity to UEs of the PLMN in WLAN APs of the WLAN service provider.
Such a WLAN service provider configures its WLAN APs to require UEs to perform access authentication to/via the WLAN AP before providing the UE with IP address. The access authentication to/via the WLAN AP is done using EAP over EAPol between the UE and the WLAN AP and using EAP over Radius between the WLAN AP and the PLMN. Such a WLAN AP can e.g. be compliant to Wi-Fi Alliance HotSpot 2.0 (Release 2).
For simple deployment, such a PLMN requires to rely on USIM credentials for UE authentication.
Such WLAN AP might need to be considered as untrusted non-3GPP access by the PLMN, e.g. due to not supporting Ta reference point in 5GS.
Thus, in order to access such PLMN via such WLAN AP, the UE would need to:
step-1:	perform access authentication to/via the WLAN AP using EAP and EAPol, using USIM credentials;
step-2:	obtain IP address from the WLAN AP; and
step-3:	establish IKEv2 SA with N3IWF or ePDG using procedures using untrusted non-3GPP access connected to 5GCN.
Observation-1: A PLMN operator might want the UE (a) to perform access authentication to/via the WLAN AP using USIM credentials and then (b) to use procedures for untrusted non-3GPP access to 5GCN.
However, when a UE intends to use a WLAN AP as untrusted non-3GPP access connected to 5GCN, and the WLAN AP requires access authentication to/via the WLAN AP before providing the UE with IP address, TS 33.501 and TS 23.502 do NOT specify 3GPP based access authentication to/via the WLAN AP using USIM credentials. Furthermore, EAP-AKA(') as used in non-3GPP access connected to EPC cannot be used for the access authentication to/via the WLAN AP in 5GS since user part of root NAI used in EAP-AKA(') as used in non-3GPP access connected to EPC contains IMSI, the NAI is sent in cleartext in EAP-Response/Identity and sending IMSI in cleartext is not allowed in 5GS.
Therefore, the UE can only perform access authentication to/via such WLAN AP using non-3GPP credentials.
If the UE relies on USIM credentials, then the UE is unable to use such WLAN AP as untrusted non-3GPP access connected to 5GCN, as the WLAN AP does not provide the UE with an IP address.
See annex A.1.
Observation-2: When a UE intends to use a WLAN AP as untrusted non-3GPP access connected to 5GCN, and the WLAN AP requires access authentication to/via the WLAN AP before providing the UE with IP address, then 3GPP based access authentication to/via the WLAN AP using USIM credentials is NOT specified. Thus, the UE relying on USIM credentials canNOT use such WLAN AP as untrusted non-3GPP access connected to 5GCN.
In comparison, if the UE intends to use a WLAN AP as untrusted non-3GPP access connected to EPC, and the WLAN AP requires access authentication to/via the WLAN AP before providing the UE with IP address, TS 23.402 and TS 33.402 enable the UE to perform 3GPP based access authentication to/via the WLAN AP using USIM credentials, using EAP-AKA(') over EAPol and SWa reference point. See annex B.1.
Observation-3: When a UE intends to use a WLAN AP as untrusted non-3GPP access connected to EPC, and the WLAN AP requires access authentication to/via the WLAN AP before providing the UE with IP address, then 3GPP based access authentication to/via the WLAN AP using USIM credentials is specified. Thus, the UE relying on USIM credentials can use such WLAN AP as untrusted non-3GPP access connected to EPC.
3. Conclusions
Observation-1: A PLMN operator might want the UE (a) to perform access authentication to/via the WLAN AP using USIM credentials and then (b) to use procedures for untrusted non-3GPP access to 5GCN.
Observation-2: When a UE intends to use a WLAN AP as untrusted non-3GPP access connected to 5GCN, and the WLAN AP requires access authentication to/via the WLAN AP before providing the UE with IP address, then 3GPP based access authentication to/via the WLAN AP using USIM credentials is NOT specified. Thus, the UE relying on USIM credentials canNOT use such WLAN AP as untrusted non-3GPP access connected to 5GCN.
Observation-3: When a UE intends to use a WLAN AP as untrusted non-3GPP access connected to EPC, and the WLAN AP requires access authentication to/via the WLAN AP before providing the UE with IP address, then 3GPP based access authentication to/via the WLAN AP using USIM credentials is specified. Thus, the UE relying on USIM credentials can use such WLAN AP as untrusted non-3GPP access connected to EPC.
Conclusion: The existing procedures for untrusted non-3GPP access to 5GCN cover less cases than the existing procedures for untrusted non-3GPP access to EPC. I.e. the UE canNOT use existing procedures for untrusted non-3GPP access to 5GCN over some WLAN APs in which the UE can use existing procedures for untrusted non-3GPP access to EPC.
4. Proposal
It is proposed to ask SA3 whether it is possible to extend procedures for untrusted non-3GPP access to 5GCN to address the use case above.

Annex A: non-3GPP access connected to 5GCN
Annex A.1: access authentication to/via the WLAN AP
33.501 states:
--------------
[bookmark: _Toc19634783][bookmark: _Toc26875843][bookmark: _Toc35528595][bookmark: _Toc35533356]7.2.1	Authentication for Untrusted non-3GPP Access
This clause specifies how a UE is authenticated to 5G network via an untrusted non-3GPP access network. It uses a vendor-specific EAP method called "EAP-5G", utilizing the "Expanded" EAP type and the existing 3GPP Vendor-Id, registered with IANA under the SMI Private Enterprise Code registry. The "EAP-5G" method is used between the UE and the N3IWF and is utilized for encapsulating NAS messages. If the UE needs to be authenticated by the 3GPP home network, any of the authentication methods as described in clause 6.1.3 can be used. The method is executed between the UE and AUSF as shown below. 
When possible, the UE shall be authenticated by reusing the existing UE NAS security context in AMF.


Figure 7.2.1-1: Authentication for untrusted non-3GPP access
1.	The UE connects to an untrusted non-3GPP access network with procedures outside the scope of 3GPP. When the UE decides to attach to 5GC network, the UE selects an N3IWF in a 5G PLMN, as described in TS 23.501 [2] clause 6.3.6.
2.	The UE proceeds with the establishment of an IPsec Security Association (SA) with the selected N3IWF by initiating an IKE initial exchange according to RFC 7296 [25]. After step 2 all subsequent IKE messages are encrypted and integrity protected by using the IKE SA established in this step.
...
--------------
and 23.502 states:
--------------
[bookmark: _Toc20204123][bookmark: _Toc27894811][bookmark: _Toc36191881]4.12.2.2	Registration procedure for untrusted non-3GPP access
The signalling flow in Figure 4.12.2.2-1 does not show all the details of a registration procedure via untrusted non-3GPP access. It shows primarily the steps executed between the UE and N3IWF. All the details of a registration procedure, including interactions with PCF, UDM, etc. are specified in clause 4.2.2.2.2.


Figure 4.12.2.2-1: Registration via untrusted non-3GPP access
1.	The UE connects to an untrusted non-3GPP access network with any appropriate authentication procedure and it is assigned an IP address. For example, a non-3GPP authentication method can be used, e.g. no authentication (in the case of a free WLAN), EAP with pre-shared key, username/password, etc. When the UE decides to attach to 5GC network, the UE selects an N3IWF in a 5G PLMN, as described in TS 23.501 [2] clause 6.3.6.
2.	The UE proceeds with the establishment of an IPsec Security Association (SA) with the selected N3IWF by initiating an IKE initial exchange according to RFC 7296 [3]. After step 2, all subsequent IKE messages are encrypted and integrity protected by using the IKE SA established in this step.
--------------
and 23.003 states:
--------------
[bookmark: _Toc19695415][bookmark: _Toc27225482][bookmark: _Toc36112340][bookmark: _Toc36112743]19.3.2	Root NAI
The Root NAI shall take the form of an NAI, and shall have the form username@realm as specified in clause 2.1 of IETF RFC 4282 [53].
When the username part is the IMSI, the realm part of Root NAI shall be built according to the following steps:
1.	Convert the leading digits of the IMSI, i.e. MNC and MCC, into a domain name, as described in clause 19.2.
2.	Prefix domain name with the label of "nai".
The resulting realm part of the Root NAI will be in the form:
"@nai.epc.mnc<MNC>.mcc<MCC>.3gppnetwork.org"
When including the IMSI, the Root NAI is prepended with a specific leading digit when used for EAP authentication (see 3GPP TS 29.273 [78]) in order to differentiate between EAP authentication method. The leading digit is:
-	"0" when used in EAP-AKA, as specified in IETF RFC 4187 [50]
-	"6" when used in EAP-AKA', as specified in IETF RFC 5448 [82].
The resulting Root NAI will be in the form:
"0<IMSI>@nai.epc.mnc<MNC>.mcc<MCC>.3gppnetwork.org" when used for EAP AKA authentication
"6<IMSI>@nai.epc.mnc<MNC>.mcc<MCC>.3gppnetwork.org" when used for EAP AKA' authentication
For example, if the IMSI is 234150999999999 (MCC = 234, MNC = 15), the Root NAI takes the form 0234150999999999@nai.epc.mnc015.mcc234.3gppnetwork.org for EAP AKA authentication and the Root NAI takes the form 6234150999999999@nai.epc.mnc015.mcc234.3gppnetwork.org for EAP AKA' authentication.
The NAI sent in the Mobile Node Identifier field in PMIPv6 shall not include the digit prepended in front of the IMSI based username that is described above.
--------------


Annex B: non-3GPP access connected to EPC
Annex B.1: Access authentication to/via the WLAN AP
33.402 states:
--------------
[bookmark: _Toc484789701]6.4	Authentication and key agreement for untrusted access
For untrusted access, UE and the ePDG shall perform mutual authentication during the IPsec tunnel establishment between the UE and the ePDG (SWu reference point). This procedure is specified in clause 8 of the present document. 
In addition, before the IPsec tunnel establishment between the UE and the ePDG can be performed, the UE needs to obtain IP connectivity across the access network, which may require an access authentication, which is independent of the EAP-AKA authentication run in conjunction with the IPsec tunnel establishment. This additional access authentication and key agreement is not required for the security of the Evolved Packet Core. However, it may be required for the security of the untrusted non-3GPP access network. Any authentication and key agreement procedure deemed appropriate by the access network provider, including EAP-AKA’, may be used.
--------------
and 23.402 states:
--------------
[bookmark: _Toc11134219]4.2.2	Non-roaming Architectures for EPS
...
[image: ]Figure 4.2.2-1: Non-Roaming Architecture within EPS using S5, S2a, S2b
...
[bookmark: _Toc11134235]4.4.1	List of Reference Points
...
SWa	It connects the Untrusted non-3GPP IP Access with the 3GPP AAA Server/Proxy and transports access authentication, authorization and charging-related information in a secure manner.
...
--------------
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