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	Reason for change:
	As per specified in approved SA3 running CR S3-200518 for 5G_CIoT security, based on the AS layer indication, the UE NAS layer needs to calculate an NAS-MAC used during the RRC connection re-establishment procedure for CP CIoT 5GS Optimization: 
"In order to protect the the re-establishment procedure, the AS part of the UE triggers the NAS part of the UE to provide the UL_NAS_MAC and XDL_NAS_MAC. These parameter are used to show that the UE is requesting the re-establishment and that the UE is talking to a genuine network repsectively. 
The UE calculates a UL_NAS_MAC and XDL_NAS_MAC by using the curently used NAS integrity algorithm with the following inputs, KNASint as the key, the uplink NAS COUNT that would be used for the next uplink NAS message, the DIRECTION bit set to 0 and the target Cell-ID as the message to be protected to calculate NAS-MAC (see Annex D.3.1).
The uplink NAS COUNT is increased by the UE in exactly the same way as if it had sent a NAS message. The first 16 bits of NAS-MAC form UL_NAS_MAC and the last 16 bits form XDL_NAS_MAC, which is stored by the UE.
The UE shall send the RRCConntectionRestablishmentRequest message to the target ng-eNB and shall include the Truncated 5G-S-TMSI (as described in TS 23.501 [2], TS 23.003 [19] and TS 36.331 [69]), the 5 least significant bits (LSB) of the NAS COUNT that was used to calculate NAS-MAC and UL_NAS_MAC in the message. "
The related text in TS 36.331 was below:
[bookmark: OLE_LINK70][bookmark: OLE_LINK71][bookmark: _Toc517227843]"5.3.7.4	Actions related to transmission of RRCConnectionReestablishmentRequest message
The UE shall set the contents of RRCConnectionReestablishmentRequest message as follows:
……
1>	for a NB-IoT UE for which AS security has not been activated, set the ue-Identity as follows:
2>	request upper layers for calculated ul-NAS-MAC and ul-NAS-Count using the cellIdentity of the PCell in which the trigger for the re-establishment occurred;
2>	set the s-TMSI to the S-TMSI provided by upper layers;
2>	set the ul-NAS-MAC to the ul-NAS-MAC value provided by upper layers;
2>	set the ul-NAS-Count to the ul-NAS-Count value provided by upper layers;"
”
Note that this is to align with what done in 4G CIoT, see TS 24.301 sub 6.6.4.4 bullet c):
"c)	NAS-MAC calculation indication from lower layers
	If lower layers indicate to calculate an NAS-MAC, the UE shall calculate an NAS_MAC as specified in 3GPP TS 33.401 [19] and then provide the calculated NAS_MAC and 5 least significant bits of the uplink NAS COUNT used to calculate the NAS-MAC to lower layers (see 3GPP TS 36.331 [22]). The UE shall increase the uplink NAS COUNT by one after the calculation of the NAS_MAC."
Note that the RRC connection re-establishment procedure for CP CIoT 5GS Optimization happened during the connected mode and in 5GS, the UL NAS transport procedure was used to transport the UL CIoT CP data over the connected mode. And hence, it proposes to cover this as an abnormal case of UL NAS transport procedure at the UE side.

	
	

	Summary of change:
	It proposes to add the NAS-MAC calculation for RRC connection reestablishment for NB-IoT CP optimisation to align with SA3 and RAN2.

	
	

	Consequences if not approved:
	The NAS-MAC calculation for RRC connection reestablishment for NB-IoT CP optimisation is missing and SA3/RAN2 requirements are not met in 5G_CIoT.
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	Other comments:
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* * * First Change * * * *
[bookmark: _Toc27746752][bookmark: _Toc36212934]5.4.5.2.6	Abnormal cases in the UE
The following abnormal cases can be identified:
a)	The lower layers indicate that the access attempt is barred.
	The UE shall not start the UE-initiated NAS transport procedure. The UE stays in the current serving cell and applies the normal cell reselection process.
	If the access category for the access attempt is 6 due to a request from upper layers to send a mobile originated SMS over NAS and the UE is registered to the network via both 3GPP access and non-3GPP access, the UE may transmit the UL NAS TRANSPORT message via non-3GPP access, if available.
	Otherwise, the UE-initiated NAS transport procedure is started, if still needed, when the lower layers indicate that the barring is alleviated for the access category with which the access attempt was associated.
aa)	The lower layers indicate that access barring is applicable for all access categories except categories 0 and 2 and the access category with which the access attempt was associated is other than 0 and 2.
	The UE shall proceed as specified for case a. For additional UE requirements see subclause 4.5.5.
b)	If the Payload container type IE is set to "N1 SM information", the Request type IE is set to "initial request" or "MA PDU request" and registration procedure for mobility and periodic registration update is pending due to receipt by the UE of new network slicing information via the generic UE configuration update procedure with re-registration request; and an emergency PDU session exists then:
1)	The UE shall not send the UL NAS TRANSPORT message; and
2)	The UL NAS TRANSPORT message can be sent, if still necessary, after a successful procedure for mobility and periodic registration update.
c)	Transmission failure of the UL NAS TRANSPORT message with TAI change from lower layers.
	If the current TAI is not in the TAI list, the UE-initiated NAS transport procedure shall be aborted and a registration procedure for mobility and periodic registration update shall be initiated. The UL NAS TRANSPORT message can be sent, if still necessary, after a successful procedure for mobility and periodic registration update.
	If the current TAI is still part of the TAI list, it is up to the UE implementation how to re-run the ongoing procedure that triggered the UE-initiated NAS transport procedure.
d)	Transmission failure of the UL NAS TRANSPORT message indication without TAI change from lower layers.
	It is up to the UE implementation how to re-run the ongoing procedure that triggered the UE-initiated NAS transport procedure.
e)	Void.
f)	Timer T3447 is running.
	The UE shall not send the UL NAS TRANSPORT message unless:
1)	the Payload container type IE is set to "N1 SM information" and:
i)	the Request type IE is set to:
A)	"initial emergency request";
B)	"existing emergency PDU session"; or
C)	"modification request" and the PDU session being modified is an emergency PDU session (see error cases described in subclause 6.4.1.3 and subclause 6.3.2.3); or
ii)	the Request type IE is not included and the PDU session modification procedure is used to indicate a change of 3GPP PS data off UE status for a PDU session; 
2)-	the UE is a UE configured for high priority access in selected PLMN;
3)	a paging request triggered the establishment of the current NAS signalling connection; or
4)	the UE in 5GMM-CONNECTED mode receives mobile terminated signaling or downlink data over the user-plane.
The UL NAS TRANSPORT message can be sent, if still necessary, when timer T3447 expires.
g)	The lower layers indicate that the RRC connection has been suspended.
	The UE shall abort the UE-initiated NAS transport procedure.
h)	Timer T3346 is running.
	The UE shall not send the UL NAS TRANSPORT message unless:
1)	the Payload container type IE is set to "N1 SM information" and:
i)	the Request type IE is set to:
A)	"initial emergency request";
B)	"existing emergency PDU session"; or
C)	"modification request" and the PDU session being modified is an emergency PDU session; or
ii)	the Request type IE is not included and the PDU session modification procedure is used to indicate a change of 3GPP PS data off UE status for a PDU session; or
2)	the UE is a UE configured for high priority access in selected PLMN.
	The UL NAS TRANSPORT message can be sent, if still necessary, when timer T3346 expires.
i)	NAS-MAC calculation indication from lower layers
	If lower layers indicate to calculate an NAS-MAC, the UE shall calculate an NAS_MAC as specified in 3GPP TS 33.501 [24] and then provide the calculated NAS_MAC and 5 least significant bits of the uplink NAS COUNT used to calculate the NAS-MAC to lower layers (see 3GPP TS 36.331 [25A]). The UE shall increase the uplink NAS COUNT by one after the calculation of the NAS_MAC.
* * * End of Change * * * *

