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1. Introduction
The discussion paper aims to discuss a SA1 requirement sent in the LS C1-200776 to control whether a user can manually select a non-public network hosted by this PLMN that the UE is not authorized to select automatically. This discussion paper proposes two procedures to achieve this requirement. This dicussion paper further compares two solutions and proposes a way forward to fulfil the requirement.

2. Discussion
Following requirement captured in TS 22.261.

6.25.2 
Requirements

The 5G system shall support a mechanism for a PLMN to control whether a user of a UE can manually select a non-public network hosted by this PLMN that the UE is not authorized to select automatically.

Following are two procedure defined to fulfil the above requirement.

Solution 1: Broadcasting in a CAG cell whether the manual CAG ID selection procedure is allowed for the CAG ID of the CAG cell or not.

The network will broadcast an indicator in a system information indicating whether the manual CAG ID selection procedure is allowed or not for a CAG ID broadcasted in the CAG cell. The UE will not display the CAG ID to the user during the manual selection procedure if the broadcast indicator indicates that the manual CAG ID selection is not allowed for the CAG ID if the user does not have CAG ID in the Allowed CAG ID list. The UE will display the CAG ID to the user if the indicator indicates that the manual CAG ID selection is allowed for the CAG ID and CAG ID is not the allowed CAG ID list. The user may choose the CAG ID. Upon selection of the CAG ID by the user, the UE initiates registration procedure on the CAG cell broadcasting the CAG ID if the UE does not have CAG ID in the allowed CAG ID list. 
Solution 2 : Sending an indicator in a NAS message by a VPLMN indicating whether a manual CAG selection procedure of a CAG ID is allowed or not for a UE.

The selected PLMN can send a List of CAG ID(s) allowed for manual CAG ID selection procedure if the UE does not contain the CAG ID in the allowed CAG ID list in a NAS message (e.g In registration accept message during registration procedure or in UE configuration update commnad message during generic UE configuration update procedure). This list is sent by the VPLMN per UE based on local policy of the selected PLMN without interacting with HPLMN or and UE subscriptions with the VPLMN or with interaction to the HPLMN. The HPLMN can also send this list to the VPLMN, which passes it to the UE.
When the UE receives this list, the UE stores it. When the user performs manual CAG ID selection procedure the UE displays the CAG ID broadcasted in a CAG cell to user if the stored manual CAG allowed list indicate the manual CAG ID selection is allowed for the UE otherwise the UE does not display the CAG ID to the user. When the user selects the CAG ID, the UE performs registration procedure if the CAG ID is not present in the Allowed CAG ID list.

Comparison between Solution 1 and Solution 2 :

	Solution
                               Factors
	Solution 1

( Sending manual CAG Id selection indicator in a broadcast message)
	Solution 2
(sending manual CAG ID selection indicator in a NAS message)

	Configuration flexibility
	The broadcast inidicator is same for all UEs roamer as well as HPLMN. A PLMN can not define a differential behavior between the roamers or home users or between roamers or between home users. 

This solution does not work for the case 
1. when a user bought subscription of a CAG cell, the CAG ID is not in the allowed list.

2. There is only this CAG cell is present at the location.

3. CAG cell broadcasts that manual CAG ID selection is not allowed.
4. The user can not select the CAG cell manually and perform registration procedure. There is no way to update the Allowed CAG ID list.
	The solution is easily configurable per UE based on the local policies, UE subscription and other parameters. The roamer and home users can be configured differently. This solution gives the flexibility to configure this indicator based on VPLMN local policy or local subscription and or with interaction with HPLMN.

	Complexity 
	This indicator needs to be broadcasted in the system information which is expensive.
	This information is send in the NAS message per UE. May be sent in already existing UE CAG Information list so it easy to implement.

	Security 
	A hacker can install the fake base station broadcasting opposite configuration. This also exposes the network configuration to the hacker. This will make some private network vulnerable for attack.

e.g. when actual broadcast indicator does not allow the manual CAG selection then fake base stations broadcasts an indicator indicating that manual CAG selection is allowed at the same location. In this case the UE behavior is not defined because one CAG cell allows and other CAG cell does not allow manual CAG ID selection procedure.
	This indicator is sent in the integrity protection way so man in the middle can not change the value.

	AS/NAS impacts
	Both AS and NAS impacts. The ASN 1 code is going to freeze in June, 2020, so this solution impacts the RAN2 freeze date. 
	Only NAS impact. No RAN 2 impact.


3. Conclusions

Based on the above discussion it is proposed to adopt soluton 2 in the specification. CR C1-202368 and C1-202370 capturing solution 2 are submitted to the meeting.
